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B #13
Which two security services are required for configuration of NGFW Security policies to protect against malicious and
misconfigured domains? (Choose two.)

A. Advanced Threat Prevention
B. SaaS Security

C. Advanced WildFire

D. Advanced DNS Security

IEf#E: AL D

AR :

Protecting againstmaliciousandmisconfigured domainsrequires two critical services:

Advanced Threat Prevention

Provides signature-based and advanced analysis to identify threats, including DN'S-based attacks.

"Advanced Threat Prevention enables the NGFW to detect and prevent exploits and malware-based communications, including
those leveraging DNS." (Source: Advanced Threat Prevention) Advanced DNS Security Specifically designed to detect and
sinkhole malicious and misconfigured DNS queries.

"DNS Security uses real-time intelligence to block DNS-based threats, protect against data exfiltration, and automatically sinkhole
suspicious domain lookups." (Source: DNS Security) Bycombiningthese services in security policies, NGFWs ensure robust
protection against domain-based threats and misconfigurations.

R #14
Which set of attributes is used by IoT Security to identify and classify appliances on a network when determining Device-1D?

A. MAC address, device manufacturer, and operating system
B. Device model, fimmware version, and user credential

C. IP address, network traffic patterns, and device type

D. Hostnamre, application usage, and encryption method

EfE: A
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IoT SecurityusesMAC address,device manufacturer, andOS nformationtoidentify and classify devices via Device-1D.

"ToT Security uses passive network traffic analysis to fingerprint devices based on the MAC address, manufacturer, and operating
systemto ensure accurate classification.” (Source: IoT Security Device-ID and Classification) These attributes provide a robust,
manufacturer-agnostic method to fingerprint IoT devices.

B #15
Which action optimizes user experience across a segmented network architecture and implements the most effective method to
maintain secure connectivity between branch and campus locations?

¢ A. Configure all branch and campus firewalls to use a single shared broadcast domain.

¢ B. Implement SD-WAN to route all traffic based on network performance metrics and use zone protection profiles.
¢ (. Establish site-to-site tunnels on each branch and campus firewall and have individual VLANS for each departiment.
¢ D. Configure a single campus firewall to handle the routing of all branch traffic.

Ef#: B
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SD-WANSsolutionsoptimize application experienceand provide secure, dynamic connectivity across distributed locations by
leveraging real-time path metrics (latency, jitter, loss).

"By implementing SD-WAN, traffic is routed mtelligently based on real-time network performance metrics.

Zone protection profiles ensure security while maximizing application performance." (Source: SD-WAN Architecture) Key
advantage:



Secure connectivity and best user experience across campuses and branches.

HH #16
Which step is necessary to ensure an organization is using the inline cloud analysis features in its Advanced Threat Prevention
subscription?

¢ A Configure Advanced Threat Prevention profiles with default settings and only focus on high-risk traffic to avoid affecting
network performance.

¢ B. Enable SSL decryption in Security policies to inspect and analyze encrypted traffic for threats.

e (. Update or create a new anti-spyware security profile and enable the appropriate local deep learning models.

¢ D. Disable anti-spyware to avoid performance impacts and rely solely on external threat intelligence.

Ef#: C

A -

To fully leverageinline cloud analysisin Advanced Threat Prevention, security profiles (e.g., anti-spyware) must beupdated or newly
createdto enable local deep learning and inline cloud analysis models.

"To activate inline cloud analysis, update your Anti-Spyware profile to enable advanced inline detection engines, including deep
learning-based models and cloud-delivered signatures." (Source: Inline Cloud Analysis and Deep Learning) This ensuresreal-time
protectionfrom sophisticated threats beyond static signatures.

B #17
Which two types of logs must be forwarded to Strata Logging Service for loT Security to fimction?
(Choose two.)

A. URL Filtering

B. WildFire

C. Enhanced application
D. Threat

Ef#: C. D
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For IoT Security toaccurately classify and monitorloT devices, the following logs must be forwarded to Strata Logging Service:
Enhanced application logs- provide detailed application usage and behaviors, essential for profiling device types and roles.
"Enhanced Application logs provide additional context on IoT device behavior and usage patterns, and must be forwarded to Strata
Logging Service for IoT Security to build accurate Device-1D profiles." (Source: IoT Security Logging Requirements) Threat logs-
essential for detecting suspicious or malicious activities by loT devices.

"Threat logs are critical for identifying potential exploits or suspicious activities involving IoT devices and are required for accurate
threat visibility within [oT Security." (Source: IoT Security Logs) These logs collectively ensure accurate device classification and
real-time threat visibility.
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