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¢ Vault Deployment Architecture: This section of the exam measures the skills of Platform Engineers and
focuses on deployment strategies for Vault. Candidates will learn about self- managed and HashiCorp-

=x 1 managed cluster strategies, the role of storage backends, and the application of Shamir secret sharing in the

unsealing process. The section also covers disaster recovery and performance replication strategies to

ensure high availability and resilience in Vault deployments.

e Encryption as a Service: This section of the exam measures the skills of Cryptography Specialists and

focuses on Vault’s encryption capabilities. Candidates will learn how to encrypt and decrypt secrets using
FH 2 the transit secrets engine, as well as perform encryption key rotation. These concepts ensure secure data
transmission and storage, protecting sensitive information from unauthorized access.
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¢ Authentication Methods: This section of the exam measures the skills of Security Engineers and covers
authentication mechanisis in Vault. It focuses on defining authentication methods, distinguishing between
human and machine authentication, and selecting the appropriate method based on use cases. Candidates
FH 3 will learn about identities and groups, along with hands-on experience using Vault's API, CLI, and UI for
authentication. The section also includes configuring authentication methods through different interfaces to
ensure secure access.

¢ Vault Tokens: This section of the exam measures the skills of JAM Administrators and covers the types
and lifecycle of Vault tokens. Candidates will learn to differentiate between service and batch tokens,

= 4 understand root tokens and their limited use cases, and explore token accessors for tracking authentication

sessions. The section also explains token time-to-live settings, orphaned tokens, and how to create tokens

based on operational requirements.

o Vault Architecture Fundamentals: This section of the exam measures the skills of Site Reliability Engineers
and provides an overview of Vault's core encryption and security mechanisms. It covers how Vault

=X 5 encrypts data, the sealing and unsealing process, and configuring environment variables for managing Vault

deployments efficiently. Understanding these concepts is essential for maintaining a secure Vault

environment.

e Access Management Architecture: This section of the exam measures the skills of Enterprise Security

Engineers and introduces key access management components in Vault. Candidates will explore the Vault
=X 6 Agent and its role in automating authentication, secret retrieval, and proxying access. The section also
covers the Vault Secrets Operator, which helps manage secrets efficiently in cloud-native environments,
ensuring streamlined access management.

o Vault Leases: This section of the exam measures the skills of DevOps Engineers and covers the lease

mechanism in Vault. Candidates will understand the purpose of lease IDs, renewal strategies, and how to
A7 revoke leases effectively. This section is crucial for managing dynamic secrets efficiently, ensuring that
temporary credentials are appropriately handled within secure environments.
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After encrypting data using the Transit secrets engine, you've received the following output. Which of the following is true based on
the output displayed below?

Key: ciphertext Value: vault:v2:

45097W6cglbrzCjl0yCyC6DBYtSBSxnMgUn9BSaHcGEit7 1 xefPEmmjMbrk3

A. The data is stored in Vault using a KV v2 secrets engine

B. This is the second version of the encrypted data

C. The origmnal encryption key has been rotated at least once

D. Similar to the KV secrets engine, the Transit secrets engine was enabled using the transit v2 option

: C
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Comprehensive and Detailed in Depth Explanation:

* A:v2 shows the key was rotated once. Correct.

* B:Transit doesn't store data. Incorrect.

* Cwv2 is the key version, not data version. Incorrect.

* D:No transit v2 option exists. Incorrect.

Overall Explanation from Vault Docs:

"Ciphertext is prepended with the key version (e.g., v2)... Indicates rotation."
Referencehttpsz//developer.hashicorp.com/vault/tutorials/encryption-as-a-service/eaas-transit#rotate-the- encryption-key

HEE #81
Tom is authenticating to Vault using the CLI. Which of the following commands allows Tom to authenticate using the userpass
method WITHOUT logging his password to the shell history?

A. vault login -method=userpass username=tom password=jerry
B. vault login -method=userpass username=tom

C. vault login tom

D. vault login userpass username=tom password=jerry

2
il

Sd9: B

MY

Comprehensive and Detailed In-Depth Explanation:

To avoid logging passwords:

* B. Correct: "If you enter the command vault login -method=userpass username=tom and press enter, you will be prompted to
enter your credentials but they will be hidden."

* Incorrect Options:

* A: Incomplete.

* C, D: Expose password in history.

Referencehttps//developer.hashicorp.comyvault/docs/auth/userpass

A2 #82
Which of the following is true about the token authentication method in Vault? (Select three)

A. External authentication mechanisis, such as GitHub, are used to dynamically create tokens

B. Tokens cannot be used directly; they must be used in conjunction with one of Vault's many auth methods

C. The token auth method is automatically enabled in Vault and cannot be disabled

D. The token auth method is used as the first method of authentication for Vault for a newly initialized Vault node/cluster

Y. ACD

=E=F

Comprehensive and Detailed In-Depth Explanation:

The token auth method is foundational to Vault. The Vault documentation states:

"Tokens are the core method for authentication within Vault. It is also the only auth method that cannot be disabled. If you've gone
through the getting started guide, you probably noticed that vault server -dev (or vault operator init for a non-dev server) outputs an
initial 'root token.' This is the first method of authentication for Vault. All external authentication mechanisms, such as GitHub,
mapdown to dynamically created tokens."

-Vault Concepts: Tokens

* A,B,C: Correct per the above.

* D Incorrect; tokens can be used directly:

"Tokens can be used directly or auth methods can be used to dynamically generate tokens based on external identities."

-Vault Concepts: Tokens

References:

Vault Concepts: Tokens

HEE #83
You can build a high availability Vault cluster with any storage backend.



o A True

e B. False
Y. B
M.

Not all storage backends support high availability mode for Vault. Only the storage backends that support locking can enable Vault
to run in a multi-server mode where one server is active and the others are standby.

Some examples of storage backends that support high availability mode are Consul, Integrated Storage, and ZooKeeper. Some
examples of storage backends that do not support high availability mode are Filesystem, MySQL, and PostgreSQL. References:
httpsz/developer.hashicorp.com/vault/docs/concepts/hal,

https:/developer.hashicorp.com/vault/docs/configuration/storage2

AE #84
Although batch and service tokens share many characteristics, which of the following are true only about batch tokens? (Select
three)

A. They are valid for either the primary or any secondary clusters
B. They are not persisted to disk

C. Are renewable up until the max TTL

D. Can create child tokens

E. Maintain a single fixed TTL

Mo ABE

MY

Comprehensive and Detailed In-Depth Explanation:

Batch and service tokens differ in key ways, with these unique tobatch tokens:

* C. Maintain a single fixed TTL: "Batch tokens maintain a single fixed TTL," non-renewable, unlike service tokens.
* D. Valid across clusters: "They are valid for either the primary or any secondary clusters," enhancing flexibility in replicated setups.
* E. Not persisted to disk: "Batch tokens are not persisted to disk," reducing exposure risk.

* Incorrect Options:

* A. Can create child tokens: "Batch tokens cannot create child tokens," unlike service tokens.

* B. Renewable: "Batch tokens are not renewable," a key distinction from service tokens.

Batch tokens prioritize lightweight, ephemeral use.
Referencehttps//developer.hashicorp.com/vault/docs/concepts/tokens#token-type-comparison
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