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NEW QUESTION # 63 
Which of the following documents sets requirements and metrics for a third-party response during an event?

A. MOU
B. BIA
C. DRP
D. SLA

Answer: D

Explanation:
Comprehensive Detailed
A Service Level Agreement (SLA) defines the expectations, requirements, and metrics for third-party services, including response
times and responsibilities during an event. Here's an overview of each option:
A . BIA (Business Impact Analysis)
BIA is used to assess potential impacts of disruptions to business operations, but it does not specify third-party response
requirements.
B . DRP (Disaster Recovery Plan)
DRP provides recovery procedures for internal systems and services but does not directly establish third-party obligations.
C . SLA (Service Level Agreement)
SLAs set clear expectations for third-party services, including response times, performance metrics, and specific requirements during
incidents. SLAs ensure accountability for external providers during critical events.
D . MOU (Memorandum of Understanding)
An MOU defines general terms and intentions between parties but lacks the specific performance metrics required in an SLA.
Reference:
NIST SP 800-37: Risk Management Framework, on the role of SLAs in managing third-party risk.
ITIL Service Design: Importance of SLAs for defining service performance and response requirements.

NEW QUESTION # 64 
SIMULATION
A healthcare organization must develop an action plan based on the findings from a risk assessment. The action plan must consist of:
- Risk categorization
- Risk prioritization
- Implementation of controls
INSTRUCTIONS
Click on the audit report, risk matrix, and SLA expectations documents to review their contents.
On the Risk categorization tab, determine the order in which the findings must be prioritized for remediation according to the risk
rating score. Then, assign a categorization to each risk.
On the Controls tab, select the appropriate control(s) to implement for each risk finding. Findings may have more than one control
implemented. Some controls may be used more than once or not at all.
If at any time you would like to bring back the initial state of the simulation, please click the Reset All button.

Answer:

Explanation:

NEW QUESTION # 65 
A security analyst is performing vulnerability scans on the network. The analyst installs a scanner appliance, configures the subnets to
scan, and begins the scan of the network. Which of the following would be missing from a scan performed with this configuration?

A. Registry key values
B. IP address
C. Open ports
D. Operating system version

Answer: A

Explanation:



Registry key values would be missing from a scan performed with this configuration, as the scanner appliance would not have access
to the Windows Registry of the scanned systems. The Windows Registry is a database that stores configuration settings and options
for the operating system and installed applications. To scan the Registry, the scanner would need to have credentials to log in to the
systems and run a local agent or script.
The other items would not be missing from the scan, as they can be detected by the scanner appliance without credentials. Operating
system version can be identified by analyzing service banners or fingerprinting techniques. Open ports can be discovered by
performing a port scan or sending probes to common ports. IP address can be obtained by resolving the hostname or using network
discovery tools. https://attack.mitre.org
/techniques/T1112/

NEW QUESTION # 66 
There are several reports of sensitive information being disclosed via file sharing services. The company would like to improve its
security posture against this threat. Which of the following security controls would best support the company in this scenario?

A. Improve employee training and awareness
B. Deploy mobile device management
C. Increase password complexity standards
D. Implement step-up authentication for administrators

Answer: A

Explanation:
The best security control to implement against sensitive information being disclosed via file sharing services is to improve employee
training and awareness. Employee training and awareness can help educate employees on the risks and consequences of using file
sharing services for sensitive information, as well as the policies and procedures for handling such information securely and
appropriately. Employee training and awareness can also help foster a security culture and encourage employees to report any
incidents or violations of information security.

NEW QUESTION # 67 
A security analyst is tasked with prioritizing vulnerabilities for remediation. The relevant company security policies are shown below:
Security Policy 1006: Vulnerability Management
1. The Company shall use the CVSSv3.1 Base Score Metrics (Exploitability and Impact) to prioritize the remediation of security
vulnerabilities.
2. In situations where a choice must be made between confidentiality and availability, the Company shall prioritize confidentiality of
data over availability of systems and data.
3. The Company shall prioritize patching of publicly available systems and services over patching of internally available system.
According to the security policy, which of the following vulnerabilities should be the highest priority to patch?

A. 
B. 
C. 
D. 

Answer: A

Explanation:
According to the security policy, the company shall use the CVSSv3.1 Base Score Metrics to prioritize the remediation of security
vulnerabilities. Option C has the highest CVSSv3.1 Base Score of 9.8, which indicates a critical severity level. The company shall
also prioritize confidentiality of data over availability of systems and data, and option C has a high impact on confidentiality (C:H).
Finally, the company shall prioritize patching of publicly available systems and services over patching of internally available systems,
and option C affects a public-facing web server. Official References: https://www.first.org/cvss/

NEW QUESTION # 68
......
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