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H #39

An organization is planning for an upcoming Payment Card Industry Data Security Standard (PCI DSS) audit and wants to ensure
that only relevant files are included in the audit materials. Which process should the organization use to ensure that the relevant files
are identified?

¢ A Tokenization

¢ B. Normalization
¢ C. Anonymization
¢ D. Categorization

Ef#: D

A :

Categorizationis the process of systematically identifying and classifying files according to content and relevance. In preparation for a
PCI DSS audt, it is critical to identify which files fall within scope-those that contain cardholder data or impact its security.
Normualization adjusts data format, tokenization substitutes sensitive data with tokens, and anonymization removes identifiers. While
useful, none directly address the task of isolating "relevant files" for audit.

Categorization ensures that files are grouped correctly, allowing auditors to focus on the proper scope and preventing unnecessary
exposure of unrelated data.

This step aligns with PCI DSS requirements that limit scope to systems and data directly affecting cardholder data security. Proper
categorization streamlines audits and demonstrates effective data governance.

HH #40

An organization consists of many divisions. Its leadership team has gathered the managers and key team members in each division to
help create a disaster recovery plan. It studies the type of natural events that commonly occur and the risk involved for each location
in which the organization has a data center. What is the leadership team doing in this scenario?

e A. Performing an asset inventory

e B. Identifying the actions

¢ C. Rumning a disaster declaration process
¢ D. Defining the disaster criteria

IEfE: D

fiR .-

By analyzing natural events that could impact data centers and assessing the risks associated with each, the leadership team isdefining
the disaster criteria. This step determines what conditions or events qualify as disasters requiring activation of the recovery plan.

An asset inventory identifies systens, but here the focus is on external events. A disaster declaration process occurs during an actual
event, and identifying actions comes later when response strategies are created.

Defining disaster criteria is essential to avoid ambiguity during crises. It establishes thresholds such as

"category 4 hurricanes," "regional power outages exceeding 12 hours," or "seismic events over a set magnitude." Clear criteria ensure
consistent decision-making and timely activation of recovery procedures.

HA #41

An organization's help desk receives a call froma person claiming to be an employee wanting to verify their home address on file.
The caller answers the basic authentication questions, so the help desk employee provides them the sensitive information. The
organization later discovers that this call was fraudulent. Which type of threat does this represent?

A. Social engineering

B. Internal threats

C. Escalation of privilege

D. Man-in-the-middle attacks


https://www.jpexam.com/Managing-Cloud-Security_exam.html

EfE: A

R :

This is an example ofsocial engineering, where attackers manipulate individuals into divulging confidential information or performing
actions that compromise security. In this case, the fraudulent caller convinced the help desk to disclose sensitive employee data.
Man-in-the-middle attacks involve intercepting communication between parties, escalation of privilege involves gaining higher access
rights, and internal threats come from legitimate insiders. None of these fit the situation as accurately as social engineering,

Social engineering exploits human trust rather than technical vulnerabilities. Common tactics include phishing, pretexting, and phone-
based fraud (vishing). Preventing such threats requires strong identity verification processes, employee awareness training, and
layered authentication mechanisims. By recognizing the human element as a weak point, organizations can better prepare staff to
resist manipulative tactics.

H #42
Which data destruction technique involves encrypting the data, followed by encrypting the resulting keys with a different engine, and
then destroying the keys resulting from the second encryption round?

¢ A. One-way hashing

¢ B. Overwriting

e C. Degaussing

¢ D. Cryptographic erasure

Ef#: D

fEEHL:

Cryptographic erasure is a secure data sanitization technique that relies on encryption. The process mvolves encrypting the data,
encrypting the keys with a second layer, and then destroying the encryption keys.

Without the keys, the encrypted data becomes unreadable and is effectively destroyed, even though the storage media remains
mntact.

One-way hashing is used for password storage, not full data destruction. Degaussing is for magnetic media, and overwriting involves
physically writing new data over existing sectors.

Cryptographic erasure is widely used in cloud environments where physical media cannot be easily destroyed or reclaimed by
customers. It ensures compliance with data retention and privacy regulations while maintaining environmental sustainability by
allowing reuse of storage hardware.

B #43
Which of'the following is an tterative software development methodology that focuses on achieving customer satisfaction by
delivering the software early in the process and welcoming changing requirements from the custormer, even late in the process?

A. Waterfall
B. Agile

C. Spiral
D. Lean

IEf#: B

AR

Agileis an iterative software development methodology designed to prioritize customer satisfaction, adaptability, and incremental
delivery. Agile teams deliver small, working pieces of software frequently, ensuring feedback is incorporated throughout the process.
This flexibility allows late-stage requirement changes to be accommodated without derailing the project.

Waterfall is a sequential approach with limited flexibility. Spiral combines iterative development with risk analysis, but it is not as
customer-focused as Agile. Lean emphasizes efficiency and waste reduction but does not center on continuous delivery and
adaptability.

Agile frameworks such as Scrum and Kanban embody this philosophy, supporting faster innovation, better collaboration, and
responsiveness to evolving business needs.

B #44
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