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GIAC GCIH (GIAC Certified Incident Handler) is a certification that validates the technical skills and knowledge of professionals
who are responsible for detecting, responding to, and resolving computer security incidents. GIAC Certified Incident Handler
certification is ideal for those who wish to pursue a career in incident handling or for those who are looking to advance their careers
in this field. The GCIH certification is recognized worldwide as a standard for incident handling professionals.

GIAC GCIH (GIAC Certified Incident Handler) exam is designed to test the knowledge and skills of professionals who are
responsible for detecting, responding to, and resolving security incidents. GCIH exam covers a wide range of topics, including
incident handling and response, network security, system and application security, malware analysis, and forensics. GIAC Certified
Incident Handler certification is recognized globally and is highly valued by organizations that seek to hire skilled incident handlers.

GIAC Certified Incident Handler Sample Questions (Q179-Q184):
NEW QUESTION # 179 
Which of the following is executed when a predetermined event occurs?

A. Logic bomb
B. Trojan horse
C. MAC
D. Worm

Answer: A

Explanation:
Section: Volume B

NEW QUESTION # 180 
Mark works as a Network Administrator for NetTech Inc. The network has 150 Windows 2000 Professional client computers and
four Windows 2000 servers. All the client computers are able to connect to the Internet.
Mark is concerned about malware infecting the client computers through the Internet. What will Mark do to protect the client
computers from malware?
Each correct answer represents a complete solution. Choose two.

A. Educate users of the client computers about the problems arising due to malware.
B. Educate users of the client computers to avoid malware.
C. Prevent users of the client computers from executing any programs.
D. Assign Read-Only permission to the users for accessing the hard disk drives of the client computers.

Answer: A,B

Explanation:
Section: Volume B

NEW QUESTION # 181 
Against which of the following does SSH provide protection?
Each correct answer represents a complete solution. Choose two.

A. IP spoofing
B. Broadcast storm
C. DoS attack
D. Password sniffing

Answer: A,D

NEW QUESTION # 182 
Which of the following types of channels is used by Trojans for communication?

A. Loop channel
B. Overt channel
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C. Covert channel
D. Open channel

Answer: C

NEW QUESTION # 183 
John visits an online shop that stores the IDs and prices of the items to buy in a cookie. After selecting the items that
he wants to buy, the attacker changes the price of the item to 1.
Original cookie values:
ItemID1=2
ItemPrice1=900
ItemID2=1
ItemPrice2=200
Modified cookie values:
ItemID1=2
ItemPrice1=1
ItemID2=1
ItemPrice2=1
Now, he clicks the Buy button, and the prices are sent to the server that calculates the total price.
Which of the following hacking techniques is John performing?

A. Cross site scripting
B. Man-in-the-middle attack
C. Cookie poisoning
D. Computer-based social engineering

Answer: C

NEW QUESTION # 184
......
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