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R #79
Changing the Terraform backend from the default "local” backend to a different one after performing your first terrafom apply is:

A. Impossible
B. Discouraged
C. Mandatory
D. Optional

IEf#: B

A -

Changing the Terraform backend after performing the initialterraform applyis technically possible but strongly discouraged. This is
because changing backends can lead to complexities in state management, requiring manual intervention such as state migration to
ensure consistency. Terraform's documentation and best practices advise planning the backend configuration carefully before
applying Terraform configurations to avoid such changes.References= This guidance is consistent with Terraform's official
documentation, which recommends careful consideration and planning of backend configurations to avoid the need for changes.

B #80

Which of these ate secure options for storing secrets for connecting to a Terraform remote backend? Choose two correct answers.

A. Inside the backend block within the Terraform configuration
B. Defined in Environment variables

C. Defined in a connection configuration outside of Terraform
D. A variable file

_EE%: B\ C

TR

Explanation

Environment variables and connection configurations outside of Terraform are secure options for storing secrets for connecting to a
Terraform remote backend. Environment variables can be used to set values for input variables that contain secrets, such as backend
access keys or tokens. Terraform will read environment variables that start with TF_ VAR _and match the name of an input variable.
For example, if you have an input variable called backend token, you can set its value with the environment variable

TF_VAR backend tokenl.

Comnection configurations outside of Terraform are files or scripts that provide credentials or other information for Terraformto
comnect to a remote backend. For exanple, you can use a credentials file for the S3 backend2, or a shell script for the HTTP
backend3. These files or scripts are not part of the Terraform configuration and can be stored securely in a separate location. The
other options are not secure for storing secrets. A variable file is a file that contains values for mput variables. Variable files are
usually stored in the same directory as the Terraform configuration or in a version control system. This exposes the secrets to anyone
who can access the files or the repository. You should not store secrets in variable files1. Inside the backend block within the
Terraform configuration is where you specify the type and settings of the remote backend. The backend block is part of the
Terraform configuration and is usually stored in a version control system. This exposes the secrets to anyone who can access the
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configuration or the repository. You should not store secrets in the backend block4. References = [Terraform Input Variables]1,
[Backend Type: s3]2,
[Backend Type: http]3, [Backend Configuration]4

HA #81
‘When you use a backend that requires authentication, it is best practice to:

¢ A. Configure the authentication credentials in your Terraform configuration files, and store them in version control.
e B. None of the above.

e C. Runall Terraform commands on a shared server or container.

e D. Use environment variables to configure authentication credentials outside of your Terraform configuration.

Ef#: D

A -

Detailed Explanation:

* Rationale for Correct Answer (C):Credentials should not be hardcoded in Terraform files. Best practice is to configure them via
environment variables or secret managers.

* Analysis of Incorrect Options:

* A: Shared servers mtroduce risk and drift.

* B: Storing secrets in config/version control is insecure.

* D Incorrect since option C is valid.

* Key Concept:Separation of credentials from code is a Terraform security best practice.

Reference:Terraform Exam Objective - Navigate Terraform State and Backends.

R #82
‘When you use a backend that requires authentication, it is best practice to:

A. Run all of your Terraform commands on a shared server or container.

B. None of the above.

C. Configure the authentication credentials in your Terraform configuration files, and store them in a private version control
system

e D. Use environment variables to configure authentication credentials outside of your Terraform configuration.

IEf#: D
fiR .-
Detailed Explanation:

* Rationale for Correct Answer (C):Best practice is to avoid hardcoding sensitive credentials in Terraform configurations or storing
them in version control. Instead, credentials should be managed via environment variables, CLI authentication helpers, or secret
managers (e.g., Vaul).

* Analysis of Incorrect Options:

* A. Shared server: Not secure, introduces single point of failure and risk.

* B. Storing credentials in config files: A major security risk, especially if pushed to version control.

* D. None of the above: Incorrect, because option C is a valid and recommended approach.

* Key Concept:Security best practices in Terraform dictate that credentials should be externalized from Terraform code.
Reference:Terraform Exam Objective - Navigate Terraform State and Backends.

H #83
When do you need to explicitly execute Terraform in refresh-only mode?

A. Nore of'the above.

B. Before every terraform import.
C. Before every terraform plan.
D. Before every terraform apply.

IEf#: B



R -

Purpose of Refresh-Only Mode: Running Terraform in refresh-only mode updates Terrafornis state file with the current state of
resources in your infrastructure without making changes to the resources thenselves.

Context of Terraform Import: When using terraform import, you're adding existing resources to the state file, and running Terraform
in refresh-only mode before this operation can ensure that any initial configuration syncs precisely with the actual state.

For more on refresh-only mode in relation to terraform import, refer to Terraform's import documentation.
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