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Cisco Understanding Cisco Cybersecurity Operations Fundamentals Sample
Questions (Q390-Q395):

NEW QUESTION # 390
What are two denial of service attacks? (Choose two.)

A. UDP flooding

B. TCP connections
C. ping of death

D. MITM

E. code red

Answer: A,C

NEW QUESTION # 391
Which principle is being followed when an analyst gathers information relevant to a security incident to determine the appropriate
course of action?

A. rapid response
B. decision making

C. due diligence
D. data mining

Answer: B

Explanation:

Decision making is a principle that guides an analyst to gather information relevant to a security incident to determine the appropriate
course of action. Decision making nvolves identifying the problem, defining the criteria, analyzing the alternatives, and choosing the
best solution. Decision making helps an analyst to respond to an incident effectively and efficiently, while minimizing the impact and
risk to the organization. References: https//learningnetworkstore.cisco.com/on-demand-e-learning/understanding-cisco-
cybersecurity-operations- fndamentals-cbrops-v1.0/CSCU-LP-CBROPS-V1-028093.html (Module 3:

Security Monitoring, Lesson 3.1: Security Operations Center)

NEW QUESTION # 392
Drag and drop the type of evidence from the left onto the description of that evidence on the right.
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NEW QUESTION # 393
An engineer received an alert affecting the degraded performance of a critical server. Analysis showed a heavy CPU and memory
load. What is the next step the engineer should take to mnvestigate this resource usage?

A. Run "ps -m'" to capture the existing state of daemons and map required processes to find the gap.
B. Run "ps -d" to decrease the priority state of high load processes to avoid resource exhaustion.

C. Run "ps -u"to find out who executed additional processes that caused a high load on a server.
D. Run "ps -ef" to understand which processes are taking a high amount of resources.

Answer: D

Explanation:
The "ps" command is used to display information about the processes running on a system The "-ef" option shows the full format
listing, which includes the process 1D, the user, the CPU and memory usage, the command name, and other details. This can help the



engineer identify which processes are consuming the most resources and causing the degraded performance of'the server. The other
options are either invalid or irrelevant, as they do not provide the necessary information or perform the required action. Reference=
Cisco Cybersecurity

NEW QUESTION # 394
Refer to the exhibit.
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What is the potential threat identified in this Stealthwatch dashboard?

A. A policy violation is active for host 10.10.101.24.

B. A policy violation is active for host 10.201.3.149.

C. A host on the network is sending a DDoS attack to another inside host.
D. There are three active data exfiltration alerts.

Answer: D

Explanation:

Explanation

"EX" = exfiltration

And there are three.

Also the "suspect long flow" and "suspect data heading" suggest, for example, DNS exfiltration
https//www.cisco.comvc/danven/us/td/docs/security/stealthwatch/management_console/sme_users _guide/SW_6 page 177.

NEW QUESTION # 395

You can save time and clear the 200-201 certification test in one sitting if you skip unnecessary material and focus on our Cisco
200-201 actual questions. It's time to expand your knowledge and skills if you're committed to pass the Cisco 200-201 Exam and
get the certification badge to advance your profession.
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