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FIE #99

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have
a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in the
TeView screen.

You have an Azure application gateway that has Azire Web Application Firewall (WAF) enabled.

You configure the application gateway to direct traffic to the URL of the application gateway. You attempt to access the URL and
receive an HTTP 403 error. You view the diagnostics log and discover the following error.
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“timeStamp”: “2021-06-02T18:13:45+00:00",

]
“resourceID": “ISUBSCRIPT]ONSM89f2hht-537y—987v-g5Mw 6 1 G, f PROVIDERS /MICROSOFT.NETWORK/APPLICATIONGATEWAYS/AGWL",
“operationName”: “ApplicationGatewayFirewall®, I C mg w
“category”: “ApplicationGatewayFirewallLdg*;
“properties”: |
“instanceId”: “appgw_0",
“clientIp”: *137.135.10.24",
“clientPort*:; “",
“requestUri”: “/login”,
“ruleSetType”: “OWASP_CRS",
“ruleSetVersion”: “3.0.0",
“ruleld”: “920300“,
"message”: “Request Missing an Accept Header”,
“action”: “Matched”,
"site”: “Global”,
“details”: {
“message”: “Warning. Match of \\\“pm AppleWebKit Androidd}\"V@gaimst \\\"REQUEST HEADER:User-Agent\\\” required. *,
“data”: “¥,
“file”: “rules\/REQUEST-920-PROTOCOL-ENFORCEMENT.conf",
“line”: “1247"
e
“hostname”: “appl.contoso.com”,
“transactionId”: “f£754615%ylhjk7wall4568i£8131E68h1Y,
“policyId”: “default”,
“policyScope”: “Global”,
“poplicyScopeName”: “Global”,
}
)

Youneed to ensure that the URL is accessible through the application gateway.
Solution: You disable the WAF rule that has a ruleld of 920300.
Does this meet the goal?

e A No
e B. Yes

£%: B

P& #100
You have an Azure subscription that contains the route tables and routes shown in the following table.

Route table name Route name | _ Prefix ~ "Destination
RT1 Default Route 0.0.0.0/0 VirtualNetworkGateway
RT2 Default Route 0.0.0.0/0 Internet

The subscription contains the subnets shown in the following table.

[ Name 011 Prefix Route table Virtual network
Subnet1 10.10.1.0/24 RT1 Vneti

Subnet2 10.10.2.0/24 RT2 Vnet1
GatewaySubnet 10.10.3.0/24 None Vnet1

The subscription contains the virtual machines shown in the following table.

" 'Name~ ~ P address
VM1 L10.10.1.5
VM2 ~2 1101025

There is a Site-to-Site VPN connection to each local network gateway.
For each of the following statements, select Yes of the statement is true. Otherwise, select No.
NOTE: Each correct selection is worth one point.



dadias OSOTT

Traffic from VM2 to the internet is routed through the New-York Site=to-Site VPN
connection

Traffic from VM1 to VM2 is routed through the New-York Site-to-Site VPN connection

Traffic from VM1 to the internet is routed through the New-York Site-to-Site VPN
connection

Statements Yes

Traffic from VM2 to the internet is routed through the New-York Site-to-Site VPN O
connection

Traffic from VM1 to VM2 is roF_Ed through the New-York Site-to-Site VPN connection O

OO O] &

Traffic from !;Qe%Qnet is routed through the New-York Site-to-Site VPN @
connection

Reference:
https:/docs.microsoft.com/en-us/azure/virtual-network/virtual- networks-udr-overview

F 8 #101
In which NSGs can you use ASG1 and to which virtual machine network interfaces can you associate ASG1? To answer, select the
appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

VM2, VM4, and VM5 only
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Your company has offices in London, Tokyo, and New York.
The company has a web app named Appl that has the Azure Traffic Manager profile shown in the following table.

Parameter I Value Azure region
DNS Narre | appl.trafficmanager.net Not applicable
Endpoint | appl-asia.azurewebsites.net East Asia
Endpoint | appl-na.azurewebsites.net East US
Endpoint | appl-na.a:_ur'n-zwebsites.net UK South
Routing method j«Geographic _"\.inrapp;'am!}.-’e

Iﬁ Asia, you plan to deploy an additional endpoint that will host an updated version of App1. You need to route 10 percent of the
traffic firom the Tokyo office to the new endpoint during testi What should you configure in Traffic Manager?

A. two profiles and five endpoints
B. one profile and five endpoints
C. three profiles and four endpoints
D. two profiles and four endpoints

ZX: D

FRE #103

You have an Azure subscription that is linked to an Azre AD tenant named contoso.onmicrosoft.com. The subscription contains the
following resources:

* A virtual network named Vnetl

* An App Service plan named ASPI

* An Azure App Service named webapp1

* An Azure private DNS zone named private.contoso.com

* Virtual machines on Vnetl that cannot communicate outside the virtual network You need to ensure that the virtual machines on
Vnetl can access webapp by using a URL of

https/ Avwwprivate.contosocom.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Create a private endpoint for webapp]1.

B. Create a CNAME record that maps wwwprivatenntoso.com to webapp 1.contoso.onmicrosoft.com

C. Create a service endpoint for webappl.

D. Register an enterprise application in Azuire AD for webappl.

E. Create a CNAME record that maps wow.private.contoso.com to webapp 1 private@ntoso.com.

F. Create a CNAME record that maps www.pnvate.contoso.com to webapp1.privatelink.azurewebsites.net.

EX: AB
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