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AR #257
Which of'the following statements about Ping of Death attack is true?

A. This type of attack uses common words i either upper or lower case to find a password.

B. In this type of attack, a hacker maliciously cuts a network cable.

C. In this type of attack, a hacker sends more traffic to a network address than the buffer can handle.
D. In this type of attack, a hacker sends ICMP packets greater than 65,536 bytes to crash a system.
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EAE #258
Which of the following attacks capture the secret value like a hash and reuse it later to gain access to
a system without ever decrypting or decoding the hash?

A. Hashing attack

B. Replay attack

C. Cross Site Scripting attack
D. Rainbow attack
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EE #259
‘Which of'the following tools are used as a network traffic monitoring tool in the Linux operating system?
Each correct answer represents a complete solution. Choose all that apply.

A. Ntop

B. Netbus
C. IPTraf
D. MRTG

Y. ACD
MY,
Section: Volume C

EE #260

‘Which of the following controls is described in the statement given below?

"It ensures that the enforcement of organizational security policy does not rely on voluntary web application user
compliance. It secures information by assigning sensitivity labels on information and comparing this to the level of

security a user is operating at."

A. Discretionary Access Control
B. Attribute-based Access Control
C. Role-based Access Control

D. Mandatory Access Control
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EAE #261
You check performance logs and note that there has been a recent dramatic increase in the amount of broadcast
traffic. What is this most likely to be an indicator of?

A. Misconfigured router
B. Syn flood

C. Virus

D. DoS attack
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