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Oracle 1z0-1104-25 Exam Syllabus Topics:

Topic Details
¢ Protecting Data: This section of the exam measures the skills of Cloud Security Professionals and highlights
data security practices in OCL. It tests knowledge of using the Key Management Service for encryption

Topic 1 keys, managing secrets in the OCI Vault, and applying features of OCI Data Safe to ensure sensitive data
remains protected.

¢ Detecting, Remediating, and Monitoring OCI Resources: This section of the exam measures the skills of
OCI Administrators and emphasizes monitoring and maintaining security posture across cloud resources. It
focuses on the use of Cloud Guard, security zones, and the Security Advisor. Candidates also need to

Topic 2
ol understand how to identify rogue users with threat intelligence, as well as use monitoring, logging, and event
services for continuous Vvisibility into performance and security.
e OCI Security Introduction: This section of the exam measures the skills of Cloud Security Professionals
and covers the basics of security in Oracle Cloud Infrastructure. It introduces the shared security
Topic 3 responsibility model, the core principles of security design, and the use of foundational security services to

secure deployments on OCL
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But with proper planning, firm commitment, and complete 170-1104-25 exam preparation will enable you to make this Oracle 120-
1104-25 easiest. Are you ready to accept this challenge? Looking for a simple, smart, and quick way of completing Oracle 120-
1104-25 Exam Preparation? If your answer is yes then you must try ExamsReviews 120-1104-25 Questions.

Oracle Cloud Infrastructure 2025 Security Professional Sample Questions
(Q18-Q23):

NEW QUESTION # 18
Within OCI IAM identity domains, the AD Bridge component serves a critical role. How does the AD Bridge functionality
specifically enhance Identity and Access Management (IAM) practices?

o A It strengthens access security by providing an additional layer of authentication through AD integration.

¢ B. It simplifies user provisioning by enabling automated synchronization of user accounts and group memberships froman
existing Microsoft Active Directory (AD) environment.

e C. It facilitates delegated administration, allowing authorized AD users to manage specific resources within the OCI identity
domain.

e D. It directly integrates with OCI MFA providers, allowng for seamless enforcement of MFA for users authenticated through
AD credentials.

Answer: B

NEW QUESTION # 19

Challenge 2 -Task 1

In deploying a new application, a cloud customer needs to reflect different security postures. Ifa security zone is enabled with the
Maximum Security Zone recipe, the customer will be unable to create or update a resource in the security zone if the action violates
the attached Maximum Security Zone policy.

As an application requirement, the customer requires a compute instance in the public subnet. You therefore, need to configure
Custom Security Zones that allow the creation of compute instances in the public subnet.

Review the architecture diagram, which outlines the resoures you'll need to address the requirement:

Region
;'éﬁﬂ}-i'{;z';ne'

b Cu.‘r'pa.rhr'r-ﬂ

IFtance :

B e i oQo

Custom
Security Zone r
=
| J \2J)s Policy Viclation Detected
| =
1 e 1=
—— + Cloud Guard f |
= i Sy Security Zone
'_[\:,.-_' Target
Custom 5
Security Zone
Recipe
Preconfigured

To complete this requirement, you are provided with the following;

Access to an OCI tenancy, an assigned compartiment, and OCI credentials

Required IAM policies

Task 2: Create a Security Zone

Create a security Zone named IAD_SAP-PBT-CSZ-01 in your assigned compartement and associate it with the Custom Security
Zone Recipe (IAD-SAP-PBT-CSP-01) created in the previous task.

Enter the OCID of the created Security zone in the box below.
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Security Zone name: IAD-SP-PBT-CSZ--01
Associated Recipe: IAD-SP-PBT-CSP-01

Compartment. 98815992-C01
Purpose: Allow compute in Public Subnet

Answer:

Explanation:

See the solution below in Explanation.

Explanation:

To create a Security Zone named IAD_SAP-PBT-CSZ-01 in your assigned compartment and associate it with the Custom Security
Zone Recipe IAD-SP-PBT-CSP-01 created in the previous task, follow these steps based on the Oracle Cloud Infrastructure
(OCI) Security Zones documentation.

Step-by-Step Solution for Task 2: Create a Security Zone

* Log in to the OCI Console:

* Use your OCI credentials to log in to the OCI Console (httpsz/console.us-ashburn- 1.oraclecloud.

com).

* Ensure you have access to the assigned compartment.

* Navigate to Security Zones:

* Fromthe OCI Console, click the navigation menu (hamburger icon) on the top left.

* UnderGovernance and Admmistration, selectSecurity Zones.

* Create a New Security Zone:

* In the Security Zones dashboard, click theCreate Security Zonebutton.

* Configure the Security Zone Details:

* Name:Enter [AD_SAP-PBT-CSZ-01.

* Compartment:Select the assigned compartment provided.

* Description:(Optional) Add a description, e.g,, "Security Zone for public subnet compute instances."

* Associate the Custom Security Zone Recipe:

* In theRecipesection, select the custom recipe IAD-SP-PBT-CSP-01 created in Task 1 from the dropdown list.

* Ensure the recipe is correctly associated to enforce the policy allowing compute instances in the public subnet.

* Define the Security Zone Scope:

* UnderResources to Protect, select the compartment or specific resources (e.g., the VCN with CIDR 10.0.0.0/16 and public
subnet 10.0.10.0/24) to apply the security zone.

* Check the box to include all resources in the selected compartment if applicable.

* Create the Security Zone:

* ClickCreateto finalize the security zone creation.

* Once created, note theOCIDof the security zone from the security zone details page. The OCID will be a unique identifier starting
with ocid1.securityzone.

* Verify the Security Zone:

* Go to theSecurity Zonestab and locate IAD_SAP-PBT-CSZ-01.

* Confirm the associated recipe (IAD-SP-PBT-CSP-01) and the applied policies.

OCID of'the Created Security Zone

* The exact OCID will be generated upon creation (e.g., ocid1.securityzone.oc1..<unique_string>).

Please enter the OCID displayed in the OCI Console after completing Step 7.

NEW QUESTION # 20

Youare a security architect at your organization and have noticed an increase in cyberattacks on your applications, including Cross-
Site Scripting (XSS) and SQL Injection. To mitigate these threats, you decide to use OCI Web Application Firewall (WAF).
Which type of OCI WAF rule should you configure to protect against these attacks?

A. Access control rule
B. Rate Limiting rule
C. Protection rule

D. Encryption rule

Answer: C

NEW QUESTION # 21
A company is securing its compute instances (VMs and Bare Metal Machines) in Oracle Cloud mfrastructure (OCI) using a network
firewall. As shown in the diagram, traffic flows from the internet Gateway (IGW) to the firewall in the Public DMZ Subnet, and then



to the compute instances in the Public Subnet.

ynis

‘When configuring security lists and network security groups (NSGs) in this setup, what should they consider?

¢ A Ensure that any security list or NSG rules allow the traffic to enter the firewall for appropriate evaluation.

¢ B. Add stateful rules to the security list attached to the firewall subnet or include the firewall in an NSG containing stateful
rules for better performance.

e C. Ifthe policy used with the firewall has no rules specified, the firewall allows all traffic.

e D. Security list and NSG rules associated with the firewall subnet and VNICs are evaluated after the firewall

Answer: A

NEW QUESTION # 22
Your organization needs to implement strong password policies for users in OCL
Which of the following statements is TRUE about password policies in OCI TAM?

A. The default password policy cannot be modified.

B. Custom password policies allow for granular control over password complexity.
C. Only one password policy can be applied to all users in a domain.

D. Sinple password policies are suitable for production environments.

Answer: B

NEW QUESTION # 23

In order to pass Oracle certification 120-1104-25 exam, selecting the appropriate training tools is very necessary. And professional

study materials about Oracle certification 120-1104-25 exam s a very important part. Our ExanmsReviews can have a good and
quick provide of professional study materials about Oracle Certification 120-1104-25 Exam. Our ExanmsReviews IT experts are
very experienced and their study materials are very close to the actual exam questions, almost the same. ExanmsReviews is a
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