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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q29-Q34):
NEW QUESTION # 29 
Exhibit.

Refer to the exhibit, which contains an active-active toad balancing scenario.
During the traffic flow the primary FortiGate forwards the SYN packet to the secondary FortiGate.
What is the destination MAC address or addresses when packets are forwarded from the primary FortiGate to the secondary
FortiGate?

A. Secondary physical MAC port2 then virtual MAC port2
B. Secondary virtual MAC port1
C. Secondary virtual MAC port1 then physical MAC port1
D. Secondary physical MAC port1

Answer: D

Explanation:
In an active-active load balancing scenario, when the primary FortiGate forwards the SYN packet to the secondary FortiGate, the
destination MAC address would be the secondary's physical MAC on port1, as the packet is being sent over the network and the
physical MAC is used for layer 2 transmissions.

NEW QUESTION # 30 
Which statement about the designated router (DR) and backup designated router (BDR) in an OSPF multi-access network is true?

A. Only the DR receives link state information from non-DR routers.
B. FortiGate first checks the OSPF ID to elect a DR.
C. Non-DR and non-BDR routers form full adjacencies to DR only.
D. Non-DR and non-BDR routers send link state updates and acknowledgements to 224.0.0.6.

Answer: D

Explanation:
On the broadcast network, all routers that are NOT a DR or BDR are called DROTHER.
DROTHER will send their link state updates and LSAck to the AllDRouter address, 224.0.0.6.
https://community.cisco.com/t5/switching/dr-bdr-ospf/td-p/2010995

NEW QUESTION # 31 
Examine the output of the 'get router info ospf interface' command shown in the exhibit; then answer the question below.
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Which statements are true regarding the above output? (Choose two.)

A. There are at least 5 OSPF routers connected to the port4 network.
B. The port4 interface is connected to the OSPF backbone area.
C. Two OSPF routers are down in the port4 network.
D. The local FortiGate has been elected as the OSPF backup designated router

Answer: A,B

Explanation:
On BROADCAST network there are 4 neighbors, among which 1*DR +1*BDR. So our FG has 4 neighbors, but create adjacency
only with 2 (with DR and BDR). 2 neighbors DRother (not down).

NEW QUESTION # 32 
Refer to the exhibit, which shows an error in system fortiguard configuration.

What is the reason you cannot set the protocol to udp in config system fortiguard?

A. FortiManager provides FortiGuard.
B. fortiguard-anycast is set to enable.
C. You do not have the corresponding write access.
D. udp is not a protocol option.

Answer: D

Explanation:
The reason for the command failure when trying to set the protocol to UDP in theconfig system fortiguardis likely that UDP is not a
protocol option in this context. The command syntax might be incorrect or the option to set a protocol for FortiGuard updates might
not exist in this manner.
So the correct answer is D. udp is not a protocol option.

NEW QUESTION # 33 
Exhibit.



Refer to the exhibit, which shows the output from the webfilter fortiguard cache dump and webfilter categories commands.
Using the output, how can an administrator determine the category of the training.fortinet.com am website?

A. The administrator must convert the first three digits of the IP hex value to binary
B. The administrator must convert the first two digits of the Domain hex value to a decimal value
C. The administrator can look up the hex value of 34 in the second command output.
D. The administrator must add both the Pima in and Iphex values of 34 to get the category number

Answer: C

Explanation:
Option B is correct because the administrator can determine the category of the training.fortinet.com website by looking up the hex
value of 34 in the second command output. This is because the first command output shows that the domain and the IP of the
website are both in category (Hex) 34, which corresponds to Information Technology in the second command output1.
Option A is incorrect because the administrator does not need to convert the first three digits of the IP hex value to binary. The IP
hex value is already in the same format as the category hex value, so the administrator can simply compare them without any
conversion2.
Option C is incorrect because the administrator does not need to add both the Pima in and Iphex values of 34 to get the category
number. The Pima in and Iphex values are not related to the category number, but to the cache TTL and the database version
respectively3.
Option D is incorrect because the administrator does not need to convert the first two digits of the Domain hex value to a decimal
value. The Domain hex value is already in the same format as the category hex value, so the administrator can simply compare them
without any conversion2. Reference: =
1: Technical Tip: Verify the webfilter cache content4
2: Hexadecimal to Decimal Converter5
3: FortiGate - Fortinet Community6
4: Web filter | FortiGate / FortiOS 7.2.0 - Fortinet Documentation7
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