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Manage identity and access (15–20%) 15-
20%

- Manage Microsoft Entra authorization

1. Configure Microsoft Entra Permissions
Management
2. Interpret access assignments
3. Configure custom roles
4. Configure Azure role-based access control
(RBAC)

- Manage Microsoft Entra ID identities

1. Configure self-service password reset (SSPR)
2. Manage guest and external accounts
3. Manage Microsoft Entra ID bulk operations
4. Create and manage users and groups

- Manage Microsoft Entra authentication

1. Implement and manage Microsoft Entra ID
Protection
2. Configure Microsoft Entra Verified ID
3. Configure Microsoft Entra MFA
4. Configure and manage authentication methods

- Manage Azure AD Governance

1. Implement and manage entitlement management
2. Configure and manage privileged identity
management (PIM)
3. Implement and manage access reviews



Secure compute, storage, and databases (20–25%) 20-
25%

- Plan and implement security for storage

1. Configure storage account firewall and virtual
networks
2. Configure access control for storage accounts
3. Implement Azure Data Lake Storage security
4. Implement and manage Azure File Shares security
5. Configure and manage storage shared access
signatures (SAS)
6. Configure and manage Azure Storage encryption

- Plan and implement security for Azure SQL

1. Implement and manage transparent data encryption
(TDE)
2. Configure Microsoft Defender for SQL
3. Configure and manage Azure SQL firewall rules
4. Configure and manage dynamic data masking and
data classification
5. Implement and manage SQL database security
6. Configure and manage Microsoft Purview for
sensitive data

- Plan and implement advanced security for compute

1. Plan and implement security for Azure Container
Registry
2. Plan and implement security for Azure virtual
machines
3. Configure and manage Azure Disk Encryption
4. Configure and manage server-side encryption
5. Plan and implement security for Azure Container
Instances and Azure Container Apps
6. Plan and implement security for Azure Kubernetes
Service



Secure networking (20–25%) 20-
25%

- Implement and manage network security

1. Implement and manage Azure Firewall Manager
2. Configure Azure DDoS protection
3. Implement and manage network segmentation
4. Implement and manage Azure Firewall

- Plan and implement security for private access to Azure
resources

1. Plan and implement service endpoints
2. Plan and implement private link services
3. Plan and implement private endpoints

- Plan and implement security for virtual networks

1. Secure private and public access to Azure services
2. Plan and implement Network Security Groups
(NSG) and Application Security Groups (ASG)
3. Implement Azure Bastion and Just-in-Time (JIT)
access
4. Plan and implement user-defined routes (UDR)

- Plan and implement security for public access to Azure
resources

1. Plan and implement Azure Application Gateway
2. Plan and implement Azure Front Door
3. Plan and implement Web Application Firewall
(WAF)
4. Configure firewall settings on PaaS resources



Manage security operations using Microsoft Defender for
Cloud and Microsoft Sentinel (30–35%)

30-
35%

- Implement and manage Microsoft Defender for Cloud

1. Configure and manage Defender for Cloud policies
and plans
2. Evaluate and remediate security posture
3. Configure workflow automation using Defender for
Cloud
4. Configure and manage regulatory compliance
5. Implement and manage Defender for Servers and
Defender for Endpoint integration

- Implement and manage Microsoft Sentinel

1. Manage Microsoft Sentinel analytics rules
2. Configure and manage Microsoft Sentinel data
connectors
3. Plan and implement Microsoft Sentinel workspace
architecture
4. Configure and manage automation rules and
playbooks
5. Investigate, hunt, and respond to incidents using
Microsoft Sentinel
6. Configure workbooks and dashboards

- Configure and manage Microsoft Defender for various
resources

1. Configure Microsoft Defender for Containers
2. Configure Microsoft Defender for Key Vault
3. Configure Microsoft Defender for Storage
4. Configure Microsoft Defender for Resource
Manager
5. Configure Microsoft Defender for DNS
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TOP AZ-500 Dump - Valid Microsoft AZ-500 Exam Demo: Microsoft Azure
Security Technologies
So, what are you waiting for? Unlock your potential and buy Microsoft AZ-500 questions today! Start your journey to a bright
future, and join the thousands of students who have already seen success with our Microsoft Azure Security Technologies (AZ-500)
practice material. With updated AZ-500 Questions, you too can achieve your goals in the Microsoft sector. Take the first step
towards your future now and buy Prepare for your Microsoft Azure Security Technologies (AZ-500) study material. You won't
regret it!

Microsoft Azure Security Technologies Sample Questions (Q68-Q73):
NEW QUESTION # 68 
You have an Azure Active Directory (Azure AD) tenant that contains two administrative units named AU1 and AU2.
Users are assigned to the administrative units as shown in the following table.
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Answer:

Explanation:

Explanation:

NEW QUESTION # 69 
You have an Azure Container Registry named ContReg1 that contains a container image named image1.
You enable content trust for ContReg1.
After content trust is enabled, you push two images to ContReg1 as shown in the following table.

Which images are trusted images?

A. image1, image2, and image3
B. image2 only
C. image1 and image2 only

Answer: B

Explanation:
Azure Container Registry implements Docker's content trust model, enabling pushing and pulling of signed images.
To push a trusted image tag to your container registry, enable content trust and push the image with docker push.
To work with trusted images, both image publishers and consumers need to enable content trust for their Docker clients. As a
publisher, you can sign the images you push to a content trust-enabled registry.
Reference:
https://docs.microsoft.com/en-us/azure/container-registry/container-registry-content-trust

NEW QUESTION # 70 
You have an Azure subscription named Sub1 that contains the virtual machines shown in the following table.



You need to ensure that the virtual machines in RG1 have the Remote Desktop port closed until an authorized user requests access.
What should you configure?

A. just in time (JIT) VM access
B. Azure Active Directory (Azure AD) conditional access
C. an application security group
D. Azure Active Directory (Azure AD) Privileged Identity Management (PIM)

Answer: A

Explanation:
Explanation
Just-in-time (JIT) virtual machine (VM) access can be used to lock down inbound traffic to your Azure VMs, reducing exposure to
attacks while providing easy access to connect to VMs when needed.
Note: When just-in-time is enabled, Security Center locks down inbound traffic to your Azure VMs by creating an NSG rule. You
select the ports on the VM to which inbound traffic will be locked down. These ports are controlled by the just-in-time solution.
When a user requests access to a VM, Security Center checks that the user has Role-Based Access Control (RBAC) permissions
that permit them to successfully request access to a VM. If the request is approved, Security Center automatically configures the
Network Security Groups (NSGs) and Azure Firewall to allow inbound traffic to the selected ports and requested source IP
addresses or ranges, for the amount of time that was specified. After the time has expired, Security Center restores the NSGs to
their previous states. Those connections that are already established are not being interrupted, however.
Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-just-in-time

NEW QUESTION # 71 
Your network contains an on-premises Active Directory domain named contoso.com. The domain contains a user named User1.
You have an Azure subscription that is linked to an Azure Active Directory (Azure AD) tenant named contoso.com. The tenant
contains an Azure Storage account named storage1. Storage1 contains an Azure file share named share1.
Currently, the domain and the tenant are not integrated.
You need to ensure that User1 can access share1 by using his domain credentials.
Which three actions should you perform in sequence? To answer, move the appropriate actions from the list of actions to the answer
area and arrange them in the correct order.

Answer:



Explanation:

Explanation:

Reference:
https://docs.microsoft.com/en-us/azure/security-center/security-center-compliance-dashboard

NEW QUESTION # 72 
You are troubleshooting a security issue for an Azure Storage account.
You enable the diagnostic logs for the storage account. What should you use to retrieve the diagnostics logs?

A. the Security & Compliance admin center
B. SQL query editor in Azure
C. File Explorer in Windows
D. AzCopy

Answer: D

Explanation:
References:
https://docs.microsoft.com/en-us/azure/storage/common/storage-analytics-logging?toc=%2fazure%2fstorage%
2fblobs%2ftoc.json

NEW QUESTION # 73
......
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