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help you achieve your goal. Meanwhile, you cannot divorce theory from practice, but do not worry about it, we have CISSP
stimulation questions for you, and you can both learn and practice at the same time.
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CISSP exam candidates to capture at the real exam scenario. Tremendous quality of our CISSP products makes the admirable
among the professionals. Our practice tests are on demand, attending the needs of CISSP Exams more comprehensively and
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most for your success, technical excellence is certain with FreeDumps training as our experts keep it on high priority.
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The second formis Certified Information Systems Security Professional (CISSP) (CISSP) web-based practice test which can be
accessed through online browsing, The CISSP web-based practice test is supported by browsers like Firefox, Microsoft Edge, ISC
Chrome, and Safari. You don't need to install any plugins or software to attempt the CISSP web-based practice test. This online
ISC CISSP examis also compatible with all operating systens.

ISC Certified Information Systems Security Professional (CISSP) Sample
Questions (Q676-Q681):

NEW QUESTION # 676
Proxies works by transferring a copy of each accepted data packet from one network to another, thereby masking the:

e A data's origin.
e B. data's payload.
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e (. data's details.
e D. data's owner.

Answer: A

Explanation:

The application firewall (proxy) relays the traffic froma trusted host running a specific application to an untrusted server. It will
appear to the untrusted server as if the request originated from the proxy server.

"Data’s payload" is incorrect. Only the origin is changed. "Data's details" is incorrect. Only the origin is changed. "Data’s owner" is
incorrect. Only the origin is changed.

References: CBK, p. 467 AIO3, pp. 486 - 490

NEW QUESTION # 677

Samis the security Manager of a financial institute. Senior management has requested he performs a risk analysis on all critical
vulnerabilities reported by an IS auditor. After completing the risk analysis, Sam has observed that for a few of the risks, the cost
benefit analysis shows that risk mitigation cost (countermeasures, controls, or safeguard) is more than the potential lost that could be
incurred. What kind of a strategy should Sam recommend to the senior management to treat these risks?

A. Risk Avoidance
B. Risk Acceptance
C. Risk Mitigation
D. Risk transfer

Answer: B

Explanation:

Explanation/Reference:

Explanation:

Risk Acceptance means the company understands the level of risk it is faced with, as well as the potential cost of damage, and
decides to just live with it and not implement the countermeasure. Many companies will accept risk when the cost/benefit ratio
indicates that the cost of the countermeasure outweighs the potential loss value.

Risk acceptance should be based on several factors. For exanple, is the potential loss lower than the countermeasure? Can the
organization deal with the "pain” that will come with accepting this risk? This second consideration is not purely a cost decision, but
may entail noncost issues surrounding the decision.

For example, if we accept this risk, we must add three more steps in our production process. Does that make sense for us? Or if we
accept this risk, more security incidents may arise from t, and are we prepared to handle those?

Incorrect Answers:

A: Risk mitigation is to implement countermeasures to protect against the risk. This does not refer to the accepting of known risks
because the cost benefit analysis shows that risk mitigation cost (countermeasures, controls, or safeguard) is more than the potential
lost that could be incurred.

C: Risk avoidance is where a company removes the risk. For example, by disabling a service or removing an application deemed to
be a risk. This does not refer to the accepting of known risks because the cost benefit analysis shows that risk mitigation cost
(countermeasures, controls, or safeguard) is more than the potential lost that could be incurred.

D: Risk transference is where you assign the risk to someone else; for example, by purchasing insurance.

This would transfer the risk to the insurance company. This does not to the accepting of known risks because the cost benefit
analysis shows that risk mitigation cost (countermeasures, controls, or safeguard) is more than the potential lost that could be
mcurred.

References:

Harris, Shon, All In One CISSP Exam Guide, 6th Edition, McGraw-Hill, New York, 2013, pp. 97-98

NEW QUESTION # 678
Why is data classification control important to an organization?

A. To control data retention in alignment with organizational policies and regulation
B. To ensure security controls align with organizational risk appetite

C. To enable data discovery

D. To ensure its integrity, confidentiality and availability

Answer: B



Explanation:

The main reason why data classification control is important to an organization is to ensure that the security controls align with the
organizational risk appetite. Data classification control is the process that involves identifying, categorizing, and labeling the data
based on its sensitivity, value, and criticality to the organization. Data classification control can help to determine the appropriate level
and type of security controls that are required to protect the data from unauthorized access, disclosure, or modification. Data
classification control can also help to align the security controls with the organizational risk appetite, which is the amount and type of
risk that the organization is willing to accept or tolerate. Data classification control can help to ensure that the security controls are
proportional and cost-effective, and that they balance the security needs and the business objectives of the organization.

NEW QUESTION # 679
Which of the following is NOT a technique used to performa penetration test?

A. sniffing

B. scanning and probing
C. traffic padding

D. war dialing

Answer: C

Explanation:

Explanation/Reference:

Explanation:

Traffic padding is a countermeasure to traffic analysis.

Even if perfect cryptographic routines are used, the attacker can gain knowledge of the amount of traffic that was generated. The
attacker might not know what Alice and Bob were talking about, but can know that they were talking and how much they talked. In
certain circumstances this can be very bad. Consider for example when a military is organizing a secret attack against another nation:
it may suffice to alert the other nation for them to know merely that there is a lot of secret activity going on.

Padding messages is a way to make it harder to do traffic analysis. Normally, a number of random bits are appended to the end of
the message with an indication at the end how much this random data is. The randomness should have a minimum value of 0, a
maximum number of N and an even distribution between the two extremes. Note, that increasing 0 does not help, only increasing N
helps, though that also means that a lower percentage of the channel will be used to transmit real data. Also note, that since the
cryptographic routine is assumed to be uncrackable (otherwise the padding length itself'is crackable), it does not help to put the
padding anywhere else, e.g. at the beginning, in the middle, or in a sporadic manner.

Incorrect Answers:

B: Scanning and probing is a technique used in Penetration Testing, Various scanners, like a port scanner, can reveal information
about a network's infrastructure and enable an intruder to access the network's unsecured ports.

C: War dialing is a technique used in Penetration Testing, War dialing is a technique of using a modem to automatically scan a list of
telephone numbers, usually dialing every number in a local area code to search for computers to hack in to.

D: Sniffing (packet sniffing) is a technique used in Penetration Testing, Packet sniffing is the process of intercepting data as it is
transmitted over a network.

References:

Krutz, Ronald L. and Russel Dean Vines, The CISSP Prep Guide: Mastering the Ten Domains of Computer Security, John Wiley &
Sons, New York, 2001, pp. 233, 238.

https//secure. wikimedia.org/wikipedia/en/wiki/Padding %628cryptography%s29#Traffic_analysis

NEW QUESTION # 680
Which of the following Common Data Network Services is used to send and receive email internally or externally through an email
gateway device?

A. Print services

B. Mail services

C. Client/Server services
D. File services

Answer: B

Explanation:
This functionality is provided through mail services, this service permits collaboration between users in an internal and external level.
We usually use two protocols,



"SMTP" in port TCP 25 to send the emails and "POP3" in port TCP 110 to receive them.
Currently there is another protocol that is gaining popularity, it is "TIMAP4". Print services are used for printing documents and file
services are used to share and access files and folders inside the infrastructure.

NEW QUESTION # 681
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