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94. Frage
‘What should an integration architect recommend to ensure all integrations to the Northern Trail Outfitters' company portal use SSL
mutual authentication?

¢ A. Enable My Domain and SSL/TLS.
¢ B. Generate a certification authority (CA) signed certificate.
¢ C. Enforce SSL/TLS Mutual Authentication.

Antwort: C

Begrindung;

To ensure that all integrations calling into a Salesforce portal are secured with Mutual Authentication, the architect must enable and
configure specific platform+level security settings. The primary recommendation is to Enforce SSL/TLS Mutual Authentication for the
relevant integration users.

Mutual Authentication (Two-way SSL) adds a layer of trust beyond the standard session-based authentication. When enforced, the
Salesforce server requires the calling client to present a valid CA-signed certificate that matches a certificate stored in the org. This
ensures that only authorized systems with the correct private key can establish a connection.

To implement this, the architect must first work with Salesforce support to enable the feature. Once enabled, a Mutual
Authentication Certificate must be uploaded to the org, and a specific user profile-cloned for integration purposes-must have the
"Enforce SSL/TLS Mutual Authentication” permission enabled. This configuration forces the client to use port 8443 (the dedicated
port for mutual TLS) for API calls, providing a highly secure, server-to-server connection that protects against impersonation and
unauthorized data access.

95. Frage

Northern Trail Outfitters (NTO) has a requirement to encrypt a few widely-used standard fields. NTO also wants to be able to use
these fields in record-triggered flows.

‘Which security solution should an integration architect recommend to fulfill the business use case?

e A Classic Encryption
¢ B. Data Masking
¢ C. Shield Platform Encryption

Antwort: C

Begrindung;

To satisfy the requirement of encrypting standard fields while maintaining their functionality within record-triggered flows, Shield
Platform Encryption is the recommended architectural solution. 1 Shield Platform Encryption is a modern security layer that allows for
encryption at rest while 2preserving critical platform features. Unlike Classic Encryption (Option B)-which is limited to a specific
"Encrypted Text" custom field type and often breaks platform features like search and automation-Shield is designed to work with
standard fields such as Name, Email, and Phone.

Key architectural considerations for Shield include:

Compatibility with Automation: Shield fields can be used in Flows, Apex triggers, and validation rules. This allows NTO to
implement the required record-triggered business logic without needing to decrypt the data manually in code.

Search and Filtering: By using Deterministic Encryption, Shield allows users to filter and search for records based on encrypted
fields, which is often a requirement for "widely-used" standard fields.

Compliance and Governance: Shield provides advanced key management (Bring Your Own Key - BYOK) and auditing, ensuring
that NTO meets corporate security guidelines while data is being processed by the platform

Data Masking (Option C) is primarily used for sandboxes to obfuscate PII during testing and is not a production encryption-at-rest
solution. By recommending Shield, the architect provides a transparent security model that protects sensitive data without sacrificing
the declarative power of Flow Builder.

96. Frage

Northern Trail Outfitters (NTO) has recently changed its Corporate Security Guidelines. The guidelines require that all cloud
applications pass through a secure firewall before accessing on-premise resources. NTO is evaluating middleware solutions to
ntegrate cloud applications with on-premise resources and services. Which consideration should an integration architect evaluate
before choosing a middleware solution?12

e A. The middleware solution enforces the O Auth security protocol.
e B. An API Gateway component is deployable behind a Demilitarized Zone (DMZ) or perimeter network.



¢ (. The middleware solution is able to interface directly with databases via an5 Open Database Connectivity (ODBC)
conénection string.

Antwort: B

Begrindung;

In modern enterprise architecture, securing the boundary between cloud environments like Salesforce and on-premise data centers is
a critical responsibility of the Integration Architect. When Corporate Security Guidelines mandate that all traffic must pass through a
secure firewall, the architecture must support a Demilitarized Zone (DMZ) or "Perimeter Network" strategy.

An API Gateway or a specialized middleware connector acts as the "front door" for these on-premise resources. The architect must
evaluate whether the chosen middleware solution supports a distributed deployment model where the gateway component can reside
within the DMZ. This setup allows the organization to terminate external (cloud) connections in a hardened environment before the
traffic is inspected and proxied to the internal, trusted network.

While supporting OAuth (Option C) is essential for modern authentication, it does not satisfy the specific network-level firewall
requirement described. Similarly, ODBC connections (Option B) are low-level database protocols that usually operate deep within
the internal network and would typically be considered a security risk if exposed directly to a firewall.

By ensuring the middleware has an architecturally compatible gateway for the DMZ, the architect provides a solution that allows for
deep packet inspection, IP whitelisting, and rate limiting at the edge of the corporate network. This approach aligns with the
"Defense in Depth" principle, ensuring that Salesforce can securely commumicate with legacy systens (like SAP or internal
databases) without exposing those systens directly to the public internet, thereby satisfying the new Corporate Security Guidelines.

97. Frage
The URL for a business-critical external service providing exchange rates changed without notice. Which solutions should be
implemented to minimize potential downtime for users in this situation?

¢ A. Named Credentials and Content Security Policies
¢ B. Enterprise Service Bus (ESB) and Remote Site Settings
¢ (. Remote Site Settings and Named Credentials

Antwort: C

Begrindung;

To minimize downtime when an external endpoint changes, an Integration Architect must ensure that the URL is not "hardcoded"
within Apex code or configuration. The standard Salesforce mechanism for abstracting and managing external endpoints is Named
Credentials.

Named Credentials specify the URL of a callout endpoint and its required authentication parameters in one definition. If the URL
changes, an administrator simply updates the "URL" field in the Named Credential setup. This change takes effect immediately
across all Apex callouts, Flows, and External Services that reference it, without requiring a code deployment or a sandbox-to-
production migration.

Along with Named Credentials, Remote Site Settings (or the more modern External Website Configurations) are required.
Salesforce blocks all outbound calls to URLSs that are not explicitly whitelisted.

By having both in place, the remediation process is:

Update the URL in the Named Credential.

Update (or add) the new URL in the Remote Site Settings.

This approach follows the "Separation of Concerns" principle. Option B (ESB) could technically handle this, but it adds an extra
layer of failure and complexity for a simple URL change. Option C (Content Security Policies) is used to control which resources
(like scripts or images) a browser is allowed to load in the UL it does not govern server-side Apex callouts. Therefore, the
combination of Named Credentials and Remote Site whitelisting is the most efficient and standard way to provide architectural agility
and minimize downtime.

98. Frage

An integration architect has designed a mobile application for Salesforce users to get data while on the road using a custom user
mterface (UI). The application is secured with OAuth and is currently fimctioning well. There is a new requirement where the mobile
application needs to obtain the GPS coordinates and store them on a custom geolocation field. The geolocation field is secured with
field-level security, so users can view the value without changing it. What should be donde to meet the requirement?

e A The 15mobile device makes a REST API inboun16d call
e B. The mobill Oe device makes a REST Apex inbound call.
e (. The mobile device receives19 a REST Apex callout call.



Antwort: A

Begrindung;

‘When a custom mobile application already secured with O Auth needs to update a record in Salesforce, the standard architectural
recommendation is to use the REST API. The REST API is optimized for mobile environments because it uses lightweight JSON
payloads and follows standard HTTP methods (such as PATCH for updates), which are highly compatible with mobile development
frameworks.

In this specific scenario, the architect must address the Field-Level Security (FLS) constraint. Because the geolocation field is set to
read-only for users, a standard Ul-based update would typically fail. However, when using an inbound REST API call with a
properly authorized integration user or via a "System Mode" context (if utilizing a custom Apex REST resource), the system can be
configured to bypass Ul-level restrictions while maintaining data integrity.

The mobile device captures the coordinates via the device's native GPS capabilities and initiates an inbound call to the Salesforce
REST endpoint. Option A (Apex inbound call) is a subset of REST functionality but is only necessary if complex server-side logic is
required that the standard REST API cannot handle. Option C is technically incorrect as mobile devices do not typically "receive"
callouts from Salesforce in this pattern; they initiate the requests. By leveraging the standard REST API, the architect ensures a
scalable, secure, and standardized integration that adheres to Salesforce's mobile-first integration principles.
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