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Cisco Conducting Forensic Analysis & Incident Response Using Cisco
Technologies for CyberOps Sample Questions (Q14-Q19):

NEW QUESTION # 14
Refer to the exhibit.

[**] [1:2008186:5) ET |[SCAN RifBuster Web App Scan in Progress [*¥]
[Classification: WebpRppdicatiomn Attack] [Priority: 1]
04/20-13:02:21.250000 192.168.100.100:51022 -> 192.168.50.50:80
TCP TTL:63 TOS:0x0 ID:20054 IpLen: 20" DgmLen:342 DF

wk*pp*** Seq: 0x369FB652 Ack:0%9CF06FD8 Win: O0xFA60 Tcplen: 32

[Xref => http://doc.emergingthreats.net/2008186] [Xref => http://owasp.org]

According to the SNORT alert, what is the attacker performng?

A. XSS attack against the target webserver

B. SQL injection attack against the target webserver

C. brute-force attack against directories and files on the target webserver
D. brute-force attack against the web application user accounts

Answer: C

Explanation:

The alert clearly identifies ET SCAN DirBuster Web App Scan in Progress, referencingSID 2008186, which is a Snort signature
that specifically detectsDirBusteractivity. DirBuster is a well-known tool used for brute- forcing hidden directories and files on web
Servers.

The Cisco CyberOps Associate guide and OWASP both identifydirectory brute-forcingas a reconnaissance technique to find
unprotected or misconfigured endpoints on web applications, typically prior to launching deeper attacks.

Therefore, the correct interpretation of the alert is:

O). brute-force attack against directories and files on the target webserver.

NEW QUESTION # 15

An attacker embedded a macro within a word processing file opened by a user in an organization's legal department. The attacker
used this technique to gain access to confidential financial data. Which two recommendations should a security expert make to
mitigate this type of attack? (Choose two.)

A. network access control

B. removable device restrictions
C. signed macro requirements
D. controlled folder access

E. firewall rules creation

Answer: C,D

Explanation:

To prevent macro-based attacks, the Cisco CyberOps study guide emphasizes the importance of limiting execution of unauthorized
or unsigned macros. "Requiring that all macros be digitally signed and limiting execution only to those that meet the required trust
level is a key mitigation strategy against malicious macros." Additionally, enabling features likeControlled Folder Accesshelps in
protecting sensitive directories from unauthorized changes by untrusted applications, including those launched via malicious macros .
These two measures-enforcing signed macro policies and leveraging controlled folder access-directly help in mitigating the risk
posed by embedded malicious macros in documents.

NEW QUESTION # 16



Refer to the exhibit.

Alert Message

SERVER-WEBAPP LOCK WebDAV Stack Buffer Overflow attempt

Impact:

CVSS base score 7.5

CVSS impact score 6.4

CVSS exploitability score 10.0
Confidentiality Impact PARTIAL
integrity Impact PARTIAL

availability Impact PARTIAL

After a cyber attack, an engineer is analyzing an alert that was missed on the intrusion detection system. The attack exploited a
vulnerability in a business-critical, web-based application and violated its availability.
‘Which two mitigation techniques should the engineer recommend? (Choose two.)

A. encapsulation

B. heap-based security

C. address space randomization
D. NOP sled technique

E. data execution prevention

Answer: C.E

Explanation:

The alert indicates aWebDAV Stack Buffer Overflow, which is amemory corruptionattack targeting the stack, a common vector
forremote code executionordenial-of-service (DoS).

To mitigate such exploits, two effective system+hardening techniques are:

* C. Address Space Layout Randomization (ASLR):Randomizes memory addresses used by system and application processes,
making it difficult for attackers to predict where their malicious code will be executed.

* E. Data Execution Prevention (DEP):Prevents execution of code from non-executable memory regions such as the stack, thus
stopping buffer overflow attacks from successfully executing payloads.

Both are well-established protections against stack-based buffer overflow attacks and are strongly recommended in the Cisco
CyberOps Associate guide and general security best practices.

NEW QUESTION # 17
An incident response analyst is preparing to scan memory using a YARA rule. How is this task completed?

A. deobfuscation
B. string matching
C. XML mjection
D. data diddling

Answer: B

Explanation:

YARA rules are pattern-matching rules used to identify malware based on specific strings, conditions, and binary patterns. They are
most effective in memory or file scans where analysts search for known indicators or unique signatures via string matching.

Correct answer: C. string matching,

NEW QUESTION # 18



What is the steganography anti-forensics technique?

A. hiding a section of a malicious file in unused areas of a file

B. changing the file header of a malicious file to another file type
C. concealing malicious files in ordinary or unsuspecting places
D. sending malicious files over a public network by encapsulation

Answer: A

Explanation:
Reference:
httpsz/blog.eccouncil.org/6-anti- forensic-techniques- that-every-cyber-investigator-dreads/

NEW QUESTION # 19
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