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What is the role of Incident Response (IR) playbooks in cloud incident management?

Response:

e A To increase the frequency of attacks
¢ B. To provide a structured response plan
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e C. To reduce the costs of cloud services
¢ D. To replace human responders
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AEE#14
During an enterprise incident response, what is the significance of chain of custody for digital evidence?
Response:

A. Tt s used to track the stock prices of the company

B. It outlines the company's annual budget allocation for cybersecurity

C. It details the process for employee termination following an incident

D. It provides a record of all individuals who handled the evidence, maintaining its integrity for legal proceedings
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HE#15
How do you view comnected USB devices on a macOS system?
Response:

A. Use the command connect _usb

B. Use the command usb_show

C. Use the command system profiler SPUSBDataType
D. Use the command listusb -a
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EE #16
Which of'the following best describes the concept of 'proactive threat hunting'?
Response:

A. Updating antivirus signatures based on recent malware discoveries

B. Investigating known security breaches to ensure full remediation

C. Scanning the network for vulnerabilities after an attack

D. Actively searching for malicious activities that may evade traditional detection
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BE#17

How should an incident response team address the challenge of scaling their operations during a widespread malware infection
across multiple organizational units?

Response:

A. By temporarily hiring external consultants to manage the workload

B. Limiting the response to only critical systems and assets

C. Through pre-defined escalation procedures and role-based task assignments
D. By shutting down all operations until the malware is contained
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