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¢ Al Network Architecture: This section of the exam measures the skills of Al Infrastructure Architects and
covers the ability to distinguish between Al factory and Al data center architectures. It includes

e 71 understanding how Ethernet and InfiniBand differ in performance and application, and identifying the right

storage options based on speed, scalability, and cost to fit Al networking needs.

¢ InfinBand Configuration, Optimization, Security, and Troubleshooting: This section of the exam measures
the skills of Data Center Network Administrators and covers the configuration and operational

FEy 22 maintenance of NVIDIA InfiniBand switches. It includes setting up InfiniBand fabrics for multi-tenant

environments, managing subnet configurations, testing connectivity, and using UFM to troubleshoot and

analyze issues. It also focuses on validating rail-optimized topologies for optimal network performance.

e SpectrumX Configuration, Optimization, Security, and Troubleshooting: This section of the exam
measures the skills of Network Performance Engineers and covers configuring, managing, and securing
FEwy 23 NVIDIA Spectrum-X switches. It includes setting performance baselines, resolving performance issues,
and using diagnostic tools such as CloudAl benchmark, NCCL, and NetQ. It also emphasizes leveraging
DPUs for network acceleration and using monitoring tools like Grafana and SNMP for telemetry analysis.
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E Y #60

As the network administrator for a large-scale Al research cluster, you are responsible for ensuring seamless data flow across an
InfiniBand east-west fabric that interconnects hundreds of compute nodes.

‘Which tool would you use to trace and discover the network paths between nodes on this InfiniBand east-west fabric?

A. NetQ

B. tracert

C. bpathverify
D. ibnetdiscover

IEf@E: D

A -

The bretdiscover utility is used to perform InfiniBand subnet discovery and outputs a human-readable topology file. GUIDs, node
types, and port numbers are displayed, as well as port LIDs and node descriptions.

Allnodes and links are displayed, providing a full topology. This utility can also be used to list the current connected nodes. The
output is printed to the standard output unless a topology file is specified.

InfiniBand is a high-performance, low-latency interconnect technology used in Al and HPC data centers, particularly for east-west
traffic between compute nodes in large-scale fabrics. Ensuring seamless data flow requires tools to troubleshoot and monitor the
network, including the ability to trace and discover network paths between nodes. The question asks for the specific tool used to
trace and discover paths in an InfiniBand fabric, which is a key task in InfiniBand troubleshooting,

According to NVIDIA's official InfiniBand documentation, the ibnetdiscover tool is designed to discover and map the topology of an
InfiniBand fabric, including the paths between nodes. It scans the fabric, queries the subnet manager, and generates a topology map
that details the connections between switches, Host Channel Adapters (HCAs), and other devices. This tool is essential for verifying
connectivity, identifying routing paths, and troubleshooting issues like misconfigured routes or link failures in large-scale InfiniBand
fabrics.

Exact Extract from N'VIDIA Documentation:

"The ibnetdiscover tool is used to discover the InfiniBand fabric topology and generate a map of the network.

It queries the subnet manager to retrieve information about all nodes, switches, and links in the fabric, providing a detailed view of
the paths between nodes. This tool is critical for troubleshooting connectivity issues and ensuring proper routing in InfiniBand
networks."

-NVIDIA InfiniBand Networking Guide

This extract confirms that ibnetdiscover is the correct tool for discovering network paths in an InfiniBand east- west fabric. It
provides a comprehensive view of the fabric's topology, enabling administrators to trace paths between compute nodes and ensure
seamless data flow.

Reference:InfiniBand Fabric Utilities - NVIDIA Docs

HM #o1

You are implementing a multi-tenant environment on your Spectrum-X switches for different departments in your organization. You
need to ensure that eachdepartment's network traffic is isolated and secure.

Which Spectrum- X security feature would be most effective in creating isolated network environments for each department?

A. Set UP Port Mirroring

B. Configure Virtual Routing and Forwarding (VRF)
C. Enable Link Layer Discovery Protocol (LLDP)
D. Implement Access Control Lists (ACLs)

Ef#: B
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RN -

Virtual Routing and Forwarding (VRF)is the most effective method to achievenetwork segmentation and isolationin a multi-tenant
environment.

From theNVIDIA Cumulus Linux Documentation - VRF Section:

"VREF allows muiltiple instances of routing tables to coexist within the same switch, effectively isolating traffic between tenants or
departments." Each department can:

* Operate in its own VRF domain

* Have independent routing tables

* Maintain strict separation of Layer 3 paths

Incorrect Options:

* A (Port Mirroring)- Used for traffic monitoring, not isolation.

* C (ACLs)- Useful for fine-grained filtering, but not scalable tenant isolation.

* D (LLDP)- Used for neighbor discovery, not security or isolation.

Reference: Cumulus Linux - VRF Support on Spectrum Switches

H #62
You are troubleshooting an InfiniBand network issue and need to check the status of the InfiniBand interfaces. Which command
should you use to display the state, physical state, and link layer of InfiniBand interfaces?

e A cat/proc/net/ib/device

¢ B. sudo ibnodes -C mix5 0
e C.ibv devices -cmix5 0

e D. ibstat-d mix5 X

Ef#: D

fEEL:

The bstat command is utilized to display the operational status of InfiniBand Host Channel Adapters (HCAs).

It provides detailed mnformation, including the state (e.g., Active, Down), physical state (e.g., LinkUp, Polling), and link layer (e.g.,
InfiniBand, Ethernet) of each port on the HCA. This information is crucial for diagnosing connectivity issues and ensuring that the
InfiniBand interfaces are functioning correctly.

Reference Extracts from NVIDIA Documentation:

* "The ibstat command displays the status of the host channel adapters (HCAs) in your InfiniBand fabric.

The status includes the HCAs' state, physical state, and link layer."

* "For proper operation, you are looking for 'State: Active' and 'Physical State: LinkUp'."

B #63
Which service on Cumulus switches can monitor layer 1, layer 2, layer 3, tunnel, buffer, and ACL related issues?

A. WIH
B. ONIE
C.BGP
D. NCLU

IEf#: A

AR :

The "What Just Happened" (WJH) service on Cumulus switches provides real-time visibility into network problems by monitoring
various layers and components, including layer 1, layer 2, layer 3, tunnel, buffer, and Access Control List (ACL) related issues.
WIJH streams detailed and contextual telemetry data, enabling administrators to diagnose and troubleshoot network problens
effectively.

Reference Extracts from N'VIDIA Documentation:

* "WJH can monitor layer 1, layer 2, layer 3, tunnel, buffer and ACL related issues."

* "The WIJH service enables you to diagnose network problems by looking at dropped packets."

H #64
You are designing a new Al data center for a research institution that requires high-performance computing for large-scale deep



learning models. The institution wants to leverage NVIDIA's reference architectures for optimal performance.
‘Which NVIDIA reference architecture would be most suitable for this high-performance Al research environment?

A. NVIDIA Base Command Platform
B. NVIDIA DGX Cloud

C. NVIDIA LaunchPad

D. NVIDIA DGX SuperPOD

Ef#: D

it

TheNVIDIA DGX SuperPODis a turnkey Al supercomputing infrastructure designed for large-scale deep learning and high-
performance computing workloads. It integrates multiple DGX systems with high-speed networking and storage solutions, providing
a scalable and efficient platform for Al research institutions. The architecture supports rapid deployment and is optimized for training
complex models, making it the ideal choice for environments demanding top-tier Al performance.

Reference:DGX SuperPOD Architecture - NVIDIA Docs
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