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HH #98

A security engineer configured VPC Flow Logs to publish to Amazon CloudWatch Logs. After 10 minutes, no logs appear. The
issue is isolated to the IAM role associated with VPC Flow Logs.

‘What could be the reason?

A. The engneer cannot assune the role.

B. logs:GetLogEvents is missing.

C. The vpc-flow-logs.amazonaws.com principal cannot assume the role.
D. The role cannot tag the log stream

Ef#: C

R -

VPC Flow Logs require an IAM role that CloudWatch Logs can use to publish flow log records. AWS documentation and AWS
Certified Security - Specialty materials explain that the VPC Flow Logs service must be able to assume the IAM role through its
trust policy. The trust relationship must include the service principal vpc-flow-logs.amazonaws.com If'the trust policy does not allow
this principal to assume the role, flow logs cannot be delivered and no records will appear in the CloudWatch Logs log group even
when traffic exists. logs:GetLogEvents is not required for delivery; it is used for reading logs. The security engineer's ability to assume
the role is not relevant because the service, not the engineer, assures it. Tagging permissions are not required for basic log delivery.
Therefore, the most likely cause is an incorrect trust policy that prevents the VPC Flow Logs service principal from assuming the
role.

Referenced AWS Specialty Documents:

AWS Certified Security - Specialty Official Study Guide

Amazon VPC Flow Logs IAM Role Requirements

IAM Trust Policies for AWS Services

B #99

A development team is creating an open source toolset to manage a company's software as a service (SaaS) application. The
company stores the code in a public repository so that anyone can view and download the toolset's code. The company discovers
that the code contains an IAM access key and secret key that provide access to internal resources in the company ' s AWS
environment. A security engineer nust implement a solution to identify whether unauthorized usage of the exposed credentials has
occurred. The solution also must prevent any additional usage of the exposed credentials.

‘Which combination of steps will meet these requirements? (Select TWO.)

A. Create a new IAM access key and secret key for the user whose credentials were exposed.

B. Create a rule in Amazon GuardDuty to block the access key in the source code from being used.

C. Deactivate the exposed [AM access key from the user ' s [AM account.

D. Use AWS Identity and Access Management Access Analyzer to determine which resources the exposed credentials
accessed and who used them

e E. Generate an [AM credential report. Check the report to determine when the user that owns the access key last logged in.

IEfE: C. E

AR

The immediate containment step for exposed access keys is todisable (deactivate) the compromised IAM access key(Option B).
This prevents any further use of the leaked credentials, which is essential once secrets are publicly exposed. Creating a new key
(Option D) may be part of recovery later, but it does not stop abuse of the already exposed key unless the exposed key is first
deactivated.

To determine whether the credentials were used, you need evidence of access activity. Among the provided options, the best fit is
generating and reviewing thelAM credential report(Option E). The report includes metadata such as access key status and "last
used" style details that help triage whether the user’s credentials have been exercised recently. While deeper investigation would
typically rely on CloudTrail "AccessKeyld" searches, the credential report is a quick AWS-native step aligned to the answer
choices.

Option A is not correct: JAM Access Analyzer helps identify external access paths to resources and validate policies; it does not
provide a definitive history of what a specific access key did. Option C is not a GuardDuty capability-GuardDuty generates findings;



it does not "block" a specific access key. Therefore, deactivating the key and using credential reporting to assess recent usage best
matches the requirements.

H #100

A company runs an internet-accessible application on several Amazon EC2 instances that ran Windows Server. The company used
an instance profile to configure the EC2 instances. A security team currently accesses the VPC that hosts the EC2 instances by using
an AWS Site-to- Site VPN tunnel from an on-premises office.

The security team issues a policy that requires all external access to the VPC to be blocked in the event of a security incident.
However, during an incident, the security team must be able to access the EC2 instances to obtain forensic information on the
mstances.

‘Which solution will meet these requirements?

e A Install EC2 Instance Connect on the EC2 instances. Configure the instances to permit access to the ec2-instance-connect
command user. Use the AWS Management Console to connect to the EC2 instances.

¢ B. Install EC2 Instance Connect on the EC2 instances. Update the IAM policy for the IAM role to grant the required
permissions. Use the AWS CLI to open a tunnel to connect to the instances.

¢ C. Create an EC2 Instance Connect endpoint in the VPC. Configure an appropriate security group to allow access between
the EC2 instances and the endpoint. Use the AWS Management Console to connect to the EC2 instances.

¢ D. Create an EC2 Instance Connect endpoint in the VPC. Configure an appropriate security group to allow access between
the EC2 mstances and the endpoint. Use the AWS CLI to open a tunnel to connect to the instances.

Ef#: C

R

EC2 Instance Connect endpoints provide secure, private connectivity to EC2 instances without requiring public IP addresses,
inbound internet access, or VPN connectivity. According to AWS Certified Security - Specialty documentation, Instance Connect
endpoints are designed specifically for incident response and secure administrative access scenarios.

By deploying an EC2 Instance Connect endpoint in the VPC, the security team can block all external network access while still
maintaining controlled access to EC2 instances through the AWS Management Console. The endpoint uses AWS-managed
infrastructure and private connectivity, and access is authorized using IAM policies and instance profiles.

Options A and B rely on direct EC2 Instance Connect installation and network paths that may still depend on external access.
Option C is incorrect because tunneling is not required when using the console-based Instance Connect endpoint.

This solution enables forensic access during incidents without reopening external network paths, aligning with AWS incident
response best practices.

E R #101

A company's security engineer receives an alert that indicates that an unexpected principal is accessing a company-owned Amazon
Simple Queue Service (Amazon SQS) queue. All the company's accounts are within an organization in AWS Organizations. The
security engineer must implement a mitigation solution that minimizes compliance violations and nvestment in tools that are outside of
AWS. What should the security engineer do to meet these requirements?

e A Inall the VPCs in the organization, adjust the network ACLs to only accept inbound traffic from the CIDR blocks of all
the VPCs in the organization. Attach the network ACLs to all the subnets in all the VPCs in the organization.

¢ B. Create security groups that only accept mbound traffic from the CIDR blocks of all the VPCs in the organization. Attach
the security groups to all the SQS queues in all the VPCs in the organization.

e C. Use a cloud access security broker (CASB) to maintain a list of managed resources. Configure the CASB to check the
API and console access against that list on a web proxy.

e D. Create interface VPC endpoints for Amazon SQS in all the VPCs in the organization. Set the aws:SourceVpce condition
to the VPC endpoint identifier on the SQS policy. Add the aws:PrincipalOrgld condition to the VPC endpoint policy.

IEf@E: D

AR :

Amazon SQS is an AWS-managed service and does not operate within customer VPCs.

Therefore, security groups and network ACLs cannot be used to control access to SQS, making options A and B nvalid.
According to AWS Certified Security - Specialty documentation, the recommended approach to securely access AWS services
from within a VPC is through interface VPC endpoints (AWS PrivateLink).

By creating interface VPC endpoints for Amazon SQS, the company ensures that traffic to SQS stays within the AWS network and
does not traverse the public internet. Adding an SQS resource policy with the aws:SourceVpce condition restricts access so that



only requests originating from the specified VPC endpoint are allowed. Additionally, using the aws:PrincipalOrgld condition ensures
that only principals belonging to the same AWS Organization can access the queue.

Option D introduces an external tool, increasing cost and compliance complexity, which directly violates the requirement to minimize
mvestment outside AWS.

AWS documentation clearly identifies VPC endpoints combined with IAM condition keys as a best practice for securing service
access in multi-account environments.

H #102

A company runs ECS services behind an internet-facing ALB that is the origin for CloudFront. An AWS WAF web ACL is
associated with CloudFront, but clients can bypass it by accessing the ALB directly. Which solution will prevent direct access to the
ALB?

A. Restrict ALB Iistener rules to CloudFront IP ranges.

B. Require a custom header from CloudFront and validate it at the ALB.
C. Use AWS PrivateLink with the ALB.

D. Replace the ALB with an internal ALB.

Ef#: B

A -

AWS best practices recommend using a shared secret header between CloudFront and ALB origins to prevent direct access.
CloudFront mjects a custom header, and the ALB listener rules validate its presence.

[P-based controls are brittle due to CloudFront IP changes. PrivateLink and nternal ALBs are not supported as CloudFront origins.
Header validation is the most reliable and widely recommended pattern.

B #103
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