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R #79

An administrator is tasked to replace a certificate of a component in a VMware Cloud Foundation (VCF) environment with an
external Certificate Authority (CA)-signed certificate.

What format should the administrator use when creating the certificate?

e A P/B
e B.PFX
e C.DER
e D.PEM

1IEf#: D

s

VCF supports only certificates in PEM format when replacing system component certificates with those signed by an external
Certificate Authority.

PEM is the standard Base64 format with .crt and .key files. PFX (PKCS#12) is used for Windows stores but not supported in
VCF automation. P7B is for certificate chains, while DER is binary encoding. Thus, the required format for certificates in VCF is
PEM.
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I #80

An administrator is tasked with creating a new VLAN-backed segment n a VMware Cloud Foundation (VCF) environment to
provide connectivity for a group of Virtual Machines (VMs).

Which two actions must the administrator take when creating a VLAN-backed segment in NSX Networking? (Choose two.)

A. Connect segment to Tier-1 gateway.
B. Specify VLAN transport zone.

C. Bind to segment profiles.

D. Define the default gateway IP address.
E. Specify VLAN ID.

_EE%: B\ E

A -

To create a VLAN segment in NSX, you must create it ina VLAN transport zone and provide a VLAN ID. The NSX
documentation states you "set up VLAN transport zones to... connect VLAN segments," and when creating a VLAN-backed
segment you select the VLAN transport zone. The segment creation flow shows "Segment Type: VLAN" with required "VLAN ID"
entry and transport zone selection; gateways are not required to merely create a .2 segment. Default gateway [P and Tier-1
attachment are applicable for routed (overlay/T1) use cases, not mandatory for a basic VLAN L2 network; segment profiles can be
applied but are not required to create the segment.

H #81
An admmnistrator must ensure the network team can fully utilize the Network Operations feature in VCF. What component must be
mstalled and configured?

A. NSX Networking

B. VCF Operations for Networks
C. vDefend Firewall

D. VCF Operations Collector

IEf#: B

fi .-

The VCF 9.0 Operations Documentation identifies Operations for Networks as the key enabler for the Network Operations feature:
"VCF Operations for Networks (formerly vRNI) provides visibility into network traffic flows, NSX fabric health, application
dependency mapping, and micro-segmentation planning, It integrates directly into VCF Operations dashboards under Network
Operations." The vDefend firewall is unrelated, as it provides workload-level security. The VCF Operations Collector is required for
telemetry ingestion but does not provide full Network Operations. NSX itself provides the underlying virtual networking, but it must
be monitored through VCF Operations for Networks. Therefore, the correct answer is VCF Operations for Networks.

H #82

An admmistrator's passwords for their NSX 'root', 'admin’, and 'audit' accounts in the Cloud Foundation management domain
expired. The administrator logged into the NSX Manager console and changed the passwords for all three accounts. The passwords
are now showing a status of "Disconnected" in the SDDC Manager UL

e A. Inorder to correct this issue, how can SDDC Manager be updated with the new passwords?

e B. In SDDC Manager, navigate to Password Management and select the account with the password with a "Disconnected"
status, click the vertical ellipsis (three dots), and click Rotate.

e C. In SDDC Manager, navigate to Password Management and select the account with the password with a "Disconnected”
status, click the vertical ellipsis (three dots), and click Remediate.

e D. In SDDC Manager, navigate to Password Management and select the account with the password with a "Disconnected”
status, click the vertical ellipsis (three dots), and click Sync.

IEf#: B

A -
To resolve the issue of disconnected accounts in SDDC Manager after password changes, the administrator must navigate to the
Password Management section in the SDDC Manager UL



From there, the administrator can select the affected account, click the vertical ellipsis (three dots), and choose Update to enter the
new password for that account, ensuring SDDC Manager is synced with the correct credentials.

ER#83

An admmnistrator needs to scale out the VMware Cloud Foundation (VCF) Automation node froma small to a medium form factor.
The environment is currently deployed using the Simple VCF Automation Model. Which action should the administrator take to
achieve this?

A. Redeploy the VCF Automation node as a single medium form factor using the VCF Operations Console.
B. Scale out the VCF Automation deployment to a High Availability model with medium form factor.

C. Deploy a separate VCF Automation instance in the environment.

D. Scale up the VCF Automation node to medium form factor using the VCF Operations Console.

EfE: B

AR

VCF 9.0 states for the Simple Automation model: "Single node... Applies to Small... Can be scaled out to the high availability model
by resizing the node to Medium or Large, which also forces the scale out to 3 nodes." In addition, the Day-N procedure confirns
the action is a Scale (scale-out) operation:

"Scale VCF Automation... choose a larger target deployment type such as Medium or Large..." and provide "Additional VIPs" and
a "Cluster Node IP Pool" (Medium requires a minimum of four IPs), then submit the scale out request. Therefore, moving from Small
(Simple) to Medium necessarily transitions to the High Availability (3-node) model rather than remaining a single medium node. This
aligns the form factor with the documented model behavior and the fleet management workflow.

HR #84
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