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Given: XYZ Hospital plans to improve the security and performance of their Voice over Wi-Fi implementation and will be upgrading
to 802.11n phones with 802.1X/EAP authentication. XYZ would like to support fast secure roaming for the phones and will require
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the ability to troubleshoot reassociations that are delayed or dropped during inter-channel roaming,
‘What portable solution would be recommended for XYZ to troubleshoot roaming problens?

A. An autonomous AP mounted on a mobile cart and configured to operate in monitor mode
B. WIPS sensor software installed on a laptop computer

C. Spectrum analyzer software installed on a laptop computer

D. Laptop-based protocol analyzer with multiple 802.1 1n adapters

IEf#: D

TR

For troubleshooting fast roaming (e.g. 802.11r) across channels, a portable protocol analyzer with dual- or muilti-band 802.11n
adapters enables:

Simultaneous packet capture on different channels

Capturing handofF-related frames and timing analysis in roaming scenarios This setup allows detailed capture of reassociation,
authentication, and 4- Way Handshake processes, essential for diagnosing roaming delays.

Other options (WIPS, spectrum analyzer, autonomous AP) do not support detailed 802.11 frame capture across muiltiple channels
during roaming events.

References:

CWSP#207 Study Guide, Chapter 6 (Roaming Troubleshooting)
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Given: A WLAN protocol analyzer trace reveals the following sequence of frames (excluding the ACK frames):
1) 802.11 Probe Req and 802.11 Probe Rsp

2) 802.11 Auth and then another 802.11 Auth

3) 802.11 Assoc Req and 802.11 Assoc Rsp

4) EAPOL-KEY

5) EAPOL-KEY

6) EAPOL-KEY

7) EAPOL-KEY

‘What security mechanismis being used on the WLAN?

A. WEP-128

B. WPA-Enterprise
C. 802.1X/LEAP
D. WPA2-Personal
E. EAP-TLS

EfE: D

fiR .-

The key clue in this sequence is the four EAPOL-Key frames, which indicate a 4-way handshake - a hallmark of WPA and WPA2
authentication processes. There is no EAP exchange preceding the 4-way handshake, which eliminates WPA/WPA2-Enterprise and
802.1X/EAP methods. This points directly to WPA2-Personal, where PSK (Pre-Shared Key) is used and there is no EAP
exchange before key generation.

Also, the second "Auth" frame suggests Open System Authentication was used, which is typical for RSN- based networks (not
Shared Key as in WEP).

References:

CWSP-208 Study Guide, Chapter 6 - Frame Analysis and 4- Way Handshake
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What statement is true regarding the nonces (ANonce and SNonce) used in the IEEE 802.11 4 Way Handshake?

e A. Nonces are sent in EAPoL frames to indicate to the receiver that the sending station has installed and validated the
encryption keys.

e B. The Supplicant uses the SNonce to derive its unique PTK and the Authenticator uses the ANonce to derive its unique
PTK, but the nonces are not shared.

e C. Bothnonces are used by the Supplicant and Authenticator in the derivation of a single PTK.



¢ D. The nonces are created by combining the MAC addresses of the Supplicant, Authenticator, and Authentication Server into
a mixing algorithm

IEf: C
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The PTK derivation requires:

PMK

ANonce (generated by the Authenticator)

SNonce (generated by the Supplicant)

MAC addresses of both Authenticator and Supplicant

Both the Supplicant and Authenticator derive the same PTK using identical inputs during the 4- Way Handshake.
Incorrect:

B). The nonces are shared-each party uses both ANonce and SNonce.

C). Nonces indicate no such validation message.

D). The MAC:s are part of the PTK input but not used to generate the nonces themselves.
References:

CWSP-208 Study Guide, Chapter 3 (4-Way Handshake)

IEEE 802.11i Key Management Process

H #48

Given: ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.
According to company policy, the security solution must prevent an eavesdropper from decrypting data frames traversing a wireless
comnection.

‘What security characteristics and/or components play a role in preventing data decryption? (Choose 2)

A. Encrypted Passphrase Protocol (EPP)
B. Multi-factor authentication

C. Group Temporal Keys

D. Integrity Check Value (ICV)

E. 4-Way Handshake

F. PLCP Cyclic Redundancy Check (CRC)

IEf#: C. E

fiR .-

To prevent data decryption:

B). The 4-Way Handshake derives and installs unique unicast keys (PTKSs) on both client and AP.
F). The GTK is used to encrypt broadcast and multicast frames, ensuring group traffic is protected.
Incorrect:

A). Multi-factor authentication enhances identity assurance but not encryption.

C). PLCP CRC checks for transmission errors but does not secure data.

D). EPP is not a valid or recognized encryption protocol.

E). ICV was used in WEP and is cryptographically weak.

References:

CWSP-208 Study Guide, Chapter 3 (Key Hierarchy and 4-Way Handshake)

IEEE 802.11i Standard

HH #49
What wireless security protocol provides mutual authentication without using an X.509 certificate?

A. EAP-FAST

B. PEAPVW/EAP-MSCHAPv2
C. EAP-TILS

D. PEAPVI/EAP-GTC

E. EAP-MD5

F. EAP-TLS

EfE: A



At

EAP-FAST (Flexible Authentication via Secure Tunneling) provides:
Mutual authentication using Protected Access Credentials (PACs).
Does not require X.509 certificates for either client or server (although optional for servers).
Is faster and easier to deploy in environments lacking a PK1.
Incorrect:

B). EAP-MDS5 provides no mutual authentication.

C). EAP-TLS requires client and server certificates.

D). PEAPW/EAP-MSCHAPV2 requires a server cettificate.

E). EAP-TTLS requires a server certificate.

F). PEAPvI/EAP-GTC still requires a server cettificate.
References:

CWSP-208 Study Guide, Chapter 4 (EAP Method Comparisons)
Cisco EAP-FAST Whitepaper

Wi-Fi Alliance EAP Interoperability Matrix
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