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R #67

An admin wants to use a custom extension to install a client certificate on a ChromeOS device so that it can connect to the corporate
WI-FL.
Which step Is necessary to accomplish this?

¢ A Install on the device via guest mode

® B. Encode the certificate in DER-encoded format
¢ C. Distribute through the Chrome Web Store

e D. Force-mstall to the device

Ef#E: D
R -

To nstall a client certificate on a ChromeOS device for corporate Wi-Fi connectivity, it's necessary to force- install the custom
extension containing the certificate. This ensures the extension is installed and activated on the device, enabling it to use the certificate
for authentication. Here's how it works:

* Custom Extension:The admin creates or obtains a custom extension that includes the client certificate.

* Force-Installation:Using the Google Admin console, the admin configures a policy to force-install the extension on ChromeOS
devices within the organization.

* Device Activation:Once the device receives the policy, the extension is automatically installed and activated, even if the user
doesn't manually add it.

* Wi-Fi Authentication:The installed extension allows the device to use the client certificate for authentication when connecting to the
corporate Wi-Fi network.

Option A is incorrectbecause guest mode installations are not persistent and won't apply the certificate to the device's Wi-Fi settings.
Option B is incorrectbecause distributing through the Chrome Web Store is not necessary for a custom extension intended for
mternal use.

Option D is incorrectbecause while the certificate encoding is important, it's not the primary step for enabling Wi-Fi authentication.

E Y #68
Within what time frame does the ChromeOS Flex upgrade transfer program support reusing Chrome Education/Enterprise
Upgrades?

A. 3 years
B. 2 years
C. 6 months
D. I year

IEfE: D
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TheChromeOS Flex upgrade transfer programallows organizations to reuse Chrome Education or Enterprise Upgrades withinl
yearof deprovisioning or transferring the device. This policy is designed to ensure that licenses can be reused efficiently when
upgrading or replacing devices.

Verified Answer from Official Source:

The correct answer is verified from theChromeOS Flex Upgrade Transfer Policy, which states that licenses can be reused within a
1-year period following device deprovisioning,

"The ChromeOS Flex upgrade transfer program permits reuse of licenses within one year of the device being deprovisioned or
transferred." This policy helps organizations maintain cost efficiency when transitioning from older ChromeOS devices to ChromeOS
Flex devices.

Objectives:

* Efficient license management during device transitions.


https://www.japancert.com/ChromeOS-Administrator.html

* Maximize the use of Chrome Education/Enterprise Upgrades.

I #69
A user reports that their Chrome device has been stolen. What should the admmnistrator do?

e A. Use the Google Admin console to turn on the stolen Chromebook's webcam
¢ B. Set the stolen Chromebook lo disabled mode to prevent user sign-ins

¢ (. Remotely wipe user data from the Chromebook

e D. Use the Google Android Device Manager to locate the Chromebook

IEf#: B

TR

When a Chrome device is reported stolen, the administrator should immediately take action to protect the data and prevent
unauthorized access. The most effective step is to disable the device through the Google Admin console. This will prevent anyone
from signing in to the device, rendering it unusable.

Here's how to disable a stolen Chrome device:

* Sign in to Google Admin console: Use your administrator credentials.

* Navigate to Devices: Go to Devices > Chrome > Devices.

* Locate the Device: Find the stolen device using its serial number or other identifying information.

* Disable the Device: Click on the device and select "Disable."

This will disable the device and prevent anyone from signing in, even if they try to reset the device.

HE #70

You have been tasked to deploy shared devices using Managed Guest Sessions. Your IT policy requires blocking access to
"google.com’" at the parent organization. How would you prevent users from accessing

"google.com’ for all Managed Guest Sessions at the parent organization?

A. Add "google.com' to "allow msecure content on these sites"
B. Add "google.com" to "the blocked URL exceptions"

C. Add "google.com' to "disallowed URLs in content settings"
D. Add "google.com' to "the list of blocked URLs"

IEf#: D
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To block access to a specific website across all managed guest sessions, you need to add the site to the'list of blocked URLs". This
ensures that regardless of the session type, users cannot access the specified site.

Verified Answer from Official Source:

The correct answer is verified from theGoogle ChromeOS Managed Guest Session Guide, which explains that adding URLs to the
blocked list restricts access across all sessions.

"To enforce web filtering policies during Managed Guest Sessions, add the URL to the blocked list in the Admin console under User
& Browser Settings." By configuring the blocked URL list, you enforce consistent access policies even when devices are used in
guest mode.

Objectives:

* Implement web filtering for Managed Guest Sessions.

* Enforce consistent security policies across sessions.

R #71
What are two reasons that Chromebooks never experienced a ransonmware attack?
(Choose 2 answers)

A. Users are not able to download software
B. Devices go through a Verified Boot process
C. All web traffic is SSL inspected

D. All applications run in a sandbox

E. Automatic virus scanning keeps them safe



EfE: B. D
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Chromebooks have proven resilient against ransomware attacks for the following reasons:

* All applications run in a sandbox:Each app operates in an isolated environment, preventing malicious code from affecting the
system or other apps.

* Devices go through a Verified Boot process:This feature ensures that the operating system has not been tampered with, reverting
to a known safe version if a compromise is detected.

Verified Answer from Official Source:

The correct answers are verified from theGoogle ChromeOS Security Overview, which outlines sandboxing and Verified Boot as
key security measures.

"ChromeOS leverages application sandboxing to isolate processes and uses Verified Boot to ensure system integrity, thereby
protecting against malware and ransomware." These security mechanisms prevent ransomware from embedding itself into the OS or
spreading to other parts of the system, making Chromebooks inherently more secure.

Objectives:

* Understand ChromeOS security architecture.

* Recognize the role of sandboxing and verified boot in preventing attacks.
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