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Palo Alto Networks Cloud Security Professional Sample Questions (Q133-
Q138):

NEW QUESTION # 133
You are tasked with configuring a Prisma Cloud build policy for Terraform. What type of query is necessary to complete this policy?

A. YAML

B. JSON

C. CloudFormation
D. Terraform

Answer: B

Explanation:

"you can also create configuration policies to scan your Infrastructure as Code (1aC) templates that are used to deploy cloud
resources. The policies used for scanning [aC templates use a JSON query instead of RQL."
https://docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admm/prisma-cloud-policies/create-a- policy

NEW QUESTION # 134
What is the most reliable and extensive source for documentation on Prisma Cloud APIs?

A. Prisma Cloud Administrator's Guide
B. prisma.pan.dev
C. docs.paloaltonetworks.com

D. Live Community
Answer: B

Explanation:

Prisma Cloud's API documentation and extensive developer resources are primarily hosted on prisma.pan.dev, which is Palo Alto
Networks' developer portal. This site offers comprehensive guides, API references, and resources for developers to integrate,
autormate, and extend the capabilities of Prisma Cloud within their applications and workflows. While docs.paloaltonetworks.com
provides official product documentation, and Prisma Cloud Administrator's Guide offers in-depth administrative guidance,
prisma.pan.dev is specifically designed to serve as the hub for API documentation and developer resources. The Live Community is
another valuable resource for peer support and discussions but is not the primary source for API documentation.
https/prisma.pan.dev/api/cloud/

NEW QUESTION # 135
Which policy type in Prisma Cloud can protect against malware?

A. Network
B. Event

C. Config
D. Data

Answer: D

Explanation:

Reference: https:/docs.paloaltonetworks.comyprisma/prisma-cloud/prisma-cloud-admin/prisma-cloud-policies

/create-a-policy. htmit#:~text=6E2%680%694Data%20policies %62 0protect’s20against¥e2 Omalware, for%o
20Data%20Exposure%6200r%20Malware

The Data policy type in Prisma Cloud is designed to protect against malware by scanning data and files for malicious content. This
policy type helps in identifying and mitigating malware threats in the cloud environment.

NEW QUESTION # 136
‘Which RQL will trigger the following audit event activity?



A. event from cloud.audit logs where cloud.service = s3.amazonaws.com AND json.rule = $.userAgent contains 'parrot1
B. event fiom cloud.audit_logs where operation IN ( 'GetBucketWebsite', "PutBucketWebsite',

'DeleteBucketWebsite')

C. event from cloud.audit logs where operation ConsoleLogin AND user = 'root'

D. event from cloud.audit _logs where operation IN('cloudsql.instances.update','cloudsql.sslCerts.create',
cloudsqlinstances.create','cloudsq

Answer: C

Explanation:

The correct RQL to trigger the audit event activity shown is Option A. This RQL is designed to capture events from cloud audit logs
where a ConsoleLogin operation occurs by the 'root' user. The given audit event details match this RQL's criteria, which specifies
the operation type and the user involved in the event.

NEW QUESTION # 137
An admmnistrator has a requirement to ingest all Console and Defender logs to Splunk.
‘Which option will satisfy this requirement in Prisma Cloud Compute?

A. Enable the CSV export in the Console.
B. Enable the Splunk option in the Console.
C. Enable the API settings for logging,

D. Enable the syslog option in the Console

Answer: D

Explanation:

Log into Console. / Go to Manage > Alerts > Logging. / Configure Prisma Cloud to send audit event records to syslog, stdout and
Prometheus.

https’/docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin-compute/audit/logging To ingest all Console and
Defender logs into Splunk within Prisma Cloud Compute, the most effective method is to enable the syslog option in the Console.
This configuration allows the direct export of logs in a format compatible with Splunk, facilitating real-time log analysis and
monitoring. This setup supports continuous security monitoring and advanced threat detection capabilities by utilizing Sphunk's
extensive data processing and visualization tools.

NEW QUESTION # 138
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