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HE #98

A DevOps teamis deploying microservices for an application on an Amazon Elastic Kubernetes Service (Amazon EKS) cluster.
The cluster uses managed node groups.

The DevOps team wants to enable auto scaling for the microservice Pods based on a specific CPU utilization percentage. The
DevOps team has already installed the Kubernetes Metrics Server on the cluster.

‘Which solution will meet these requirements in the MOST operationally efficient way?

¢ A Deploy the Kubernetes Horizontal Pod Autoscaler (HPA) and the Kubernetes Vertical Pod Autoscaler (VPA) in the
cluster. Configure the HPA to scale based on the target CPU utilization percentage.
Configure the VPA to use the recommender mode setting.

¢ B. Deploy the Kubernetes Horizontal Pod Autoscaler (HPA) and the Kubernetes Cluster Autoscaler in the cluster. Configure
the HPA to scale based on the target CPU utilization percentage. Configure the Cluster Autoscaler to use the auto-discovery
setting,

e C. Runthe AWS Systens Manager AWS-UpdateEK SManagedNodeGroup Automation docurment.
Modify the values for NodeGroupDesiredSize, NodeGroupMaxSize, and NodeGroupMinSize to be based on an estimate
for the required node size.

e D. Edit the Auto Scaling group that is associated with the worker nodes of the EKS cluster. Configure the Auto Scaling group
to use a target tracking scaling policy to scale when the average CPU utilization of the Auto Scaling group reaches a specific
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Comprehensive and Detailed Explanation From Exact Extract:

To scale microservice Pods based on CPU utilization, the Kubernetes Horizontal Pod Autoscaler (HPA) uses the Kubernetes
Metrics Server to monitor resource usage and automatically adjusts the number of Pods.

However, scaling Pods may require additional nodes if the current node capacity is insufficient.

* TheCluster Autoscalerworks with EKS managed node groups to add or remove worker nodes based on pending Pod
requirements and resource usage.

* By deploying both HPA and Cluster Autoscaler, the system can automatically scale Pods and add nodes as necessary, ensuring
efficient resource utilization and availability.

* Configuring the Cluster Autoscaler with auto-discovery allows it to manage node groups without manual intervention, reducing
operational effort.

* Option A only scales nodes based on node CPU utilization, not Pods.

* Option B uses VPA recommender mode, which only suggests resource changes and does not scale automatically.

* Option C involves manual updates and is not automated scaling. Therefore, option D provides the most operationally efficient, fully
autormated scaling solution.

Reference from AWS Official Documentation:

* Kubernetes Horizontal Pod Autoscaler:"HPA automatically scales the number of Pods based on observed CPU utilization or other
metrics."(Kubernetes HPA)

* Cluster Autoscaler on Amazon EKS:'"The Cluster Autoscaler automatically adjusts the size of the Kubernetes cluster when there
are Pods that fail to run due to nsufficient resources or when nodes in the cluster are underutilized."(AWS EKS Cluster Autoscaler)

AR #99

A DevOps engineer is creating an AWS CloudFormation template to deploy a web service. The web service will run on Amazon
EC2 instances in a private subnet behind an Application Load Balancer (ALB). The DevOps engineer must ensure that the service
can accept requests from clients that have IPv6 addresses.

What should the DevOps engineer do with the CloudFormation template so that IPv6 clients can access the web service?

¢ A Replace the ALB with a Network Load Balancer (NLB). Add an IPv6 CIDR block to the VPC and subnets for the
NLB, and assign the NLB an IPv6 Elastic IP address.

¢ B. Add an IPv6 CIDR block to the VPC and the private subnet for the EC2 instances. Create route table entries for the IPv6
network, use EC2 instance types that support IPv6, and assign [Pv6 addresses to each EC2 instance.

e C. Add anIPv6 CIDR block to the VPC and subnets for the ALB. Create a listener on port 443. and specify the dualstack
[P address type on the ALB. Create a target group, and add the EC2 mnstances as targets. Associate the target group with the
ALB.

e D. Assign each EC2 mstance an IPv6 Elastic IP address. Create a target group, and add the EC2 instances as targets. Create
a listener on port 443 of the ALB, and associate the target group with the AL

HE. C
=R
Explanation

it nvolves adding an IPv6 CIDR block to the VPC and subnets for the ALB and specifying the dualstack IP address type on the
ALB listener. This allows the ALB to listen on both IPv4 and IPv6 addresses, and forward requests to the EC2 instances that are
added as targets to the target group associated with the ALB.

EE #100

A company has multiple development tears in different business units that work in a shared single AWS account All Amazon EC2
resources that are created in the account must include tags that specify who created the resources. The tagging must occur within the
first hour of resource creation.

A DevOps engineer needs to add tags to the created resources that Include the user ID that created the resource and the cost center
ID The DevOps engineer configures an AWS Lambda function With the cost center mappings to tag the resources. The DevOps
engineer also sets up AWS CloudTrail n the AWS account. An Amazon S3 bucket stores the CloudTrail event logs Which solution
will meet the tagging requirements?

e A Create an Amazon EventBridge rule that uses Amazon EC2 as the event source. Configure the rule to match events



delivered by CloudTrail. Configure the rule to target the Lambda function

¢ B. Enable server access logging on the S3 bucket. Create an S3 event notification on the S3 bucket for s3. ObjectTagglng, *
events

e C. Create a recurring hourly Amazon EventBridge scheduled rule that invokes the Larnbda function. Modify the Lambda
function to read the logs from the S3 bucket

¢ D. Create an S3 event notification on the S3 bucket to invoke the Lambda function for s3.0bJectTagging:Put events. Enable
bucket versioning on the S3 bucket.

HE: A
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Option A is incorrect because S3 event notifications do not support s3.ObjectTagging:Put events. S3 event notifications only
support events related to object creation, deletion, replication, and restore. Moreover, enabling bucket versioning on the S3 bucket
is not relevant to the tagging requirements, as it only keeps muiltiple versions of objects in the bucket.

Option B is incorrect because enabling server access logging on the S3 bucket does not help with tagging the resources. Server
access logging only records requests for access to the bucket or its objects. It does not capture the user ID or the cost center ID of
the resources. Furthermore, creating an S3 event notification on the S3 bucket for s3.ObjectTagging:Put events is not possible, as
explained in option A.

Option C is incorrect because creating a recurring hourly Amazon EventBridge scheduled rule that invokes the Lambda function is
not efficient or timely. The Lambda finction would have to read the logs from the S3 bucket every hour and tag the resources
accordingly, which could incur unnecessary costs and delays. A better solution would be to trigger the Lambda function as soon as a
resource is created, rather than waiting for an hourly schedule.

Option D is correct because creating an Amazon EventBridge rule that uses Amazon EC2 as the event source and matches events
delivered by CloudTrail is a valid way to tag the resources. CloudTrail records all API calls made to AWS services, including EC2,
and delivers them as events to EventBridge. The EventBridge rule can filter the events based on the user ID and the resource type,
and then target the Lambda function to tag the resources with the cost center ID. This solution meets the tagging requirerments in a
timely and efficient manner.

References:

S3 event notifications

Server access logging

Amazon EventBridge rules

AWS CloudTrail

HE2 #101

A company has a legacy application A DevOps engineer needs to automate the process of building the deployable artifact for the
legacy application. The solution must store the deployable artifact in an existing Amazon S3 bucket for future deployments to
reference Which solution will meet these requirements in the MOST operationally efficient way?

¢ A. Launch a new Amazon EC2 instance Install all the dependencies (or the legacy application on the EC2 instance Use the
EC2 instance to build the deployable artifact and to save the artifact to the S3 bucket.

e B. Create a custom Docker image that contains all the dependencies tor the legacy application Store the custom Docker
image in a new Amazon Elastic Container Registry (Amazon ECR) repository Configure a new AWS CodeBuild project to
use the custom Docker image to build the deployable artifact and to save the artifact to the S3 bucket.

e C. Create a custom EC2 Image Builder image Install all the dependencies for the legacy application on the image Launch a
new Amazon EC2 instance from the image Use the new EC2 instance to build the deployable artifact and to save the artifact
to the S3 bucket.

e D. Create an Amazon Elastic Kubernetes Service (Amazon EKS) cluster with an AWS Fargate profile that runs in mutltiple
Auvailability Zones Create a custom Docker image that contains all the dependencies for the legacy application Store the
custom Docker image in a new Amazon Elastic Container Registry (Amazon ECR) repostitory Use the custom Docker image
mside the EKS cluster to build the deployable artifact and to save the artifact to the S3 bucket.

HE:. B

Y.

This approach is the most operationally efficient because it leverages the benefits of containerization, such as isolation and
reproducibility, as well as AWS managed services. AWS CodeBuild is a fully managed build service that can compile your source
code, run tests, and produce deployable software packages. By using a custom Docker image that includes all dependencies, you
can ensure that the environment in which your code is built is consistent. Using Amazon ECR to store Docker images lets you easily
deploy the images to any environment. Also, you can directly upload the build artifacts to Amazon S3 from AWS CodeBuild, which
is beneficial for version control and archival purposes.
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A company uses an organization in AWS Organizations to manage multiple AWS accounts The company needs an automated
process across all AWS accounts to isolate any compromised Amazon EC2 instances when the instances receive a specific tag.
‘Which combination of steps will meet these requirements? (Select TWO.)

e A. Use AWS Cloud Formation StackSets to deploy the Cloud Formation stacks in all AWS accounts.
¢ B. Create an AWS Cloud Formation template that creates an EC2 instance rote that has no 1AM policies attached.
Configure the template to have a security group that has an explicit Deny rule on all traffic.
Use the Cloud Formation template to create an AWS Lambda function that attaches the 1 AM role to instances. Configure the
Lambda finction to add a network ACL. Sot up an Amazon EventBridge rule to invoke the Lambda finction when a specific
tag is applied to a compromised EC2 instance.
¢ C. Create an AWS Cloud Formation template that creates an EC2 instance role that has no 1AM policies attached.
Configure the template to have a security group that has no inbound rules or outbound rules.Use the CloudFormation template
to create an AWS Lambda function that attaches the 1AM role to instances. Configure the Lambda function to replace any
existing security groups with the new security group. Set up an Amazon EventBridge rule to invoke the Lambda function when
a specific tag is applied to a compromised EC2 instance.
¢ D. Create an SCP that has a Deny statement for the ec2:" action with a condition of "aws:RequestTag
/isolation'™: false.
e E. Attach the SCP to the root of the organization.
HE. AC
3.
Step 1: Deploy the Automation Solution using CloudFormation StackSetsTo automate the process across multiple AWS accounts
within an organization, you can useAWS CloudFormation StackSets. StackSets allow you to deploy CloudFormation templates to
multiple accounts within an organization, ensuring consistent infrastructure and automation.
* Action:Use AWS CloudFormation StackSets to deploy the necessary resources across all AWS accounts. This includes

deploying the Lambda finction and security groups that will isolate compromised EC2 instances.
* Why:StackSets make it easy to deploy and manage resources across multiple AWS accounts, reducing the operational overhead.
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