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A high availability (HA) active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed
with a default setup to filter traffic to a Linux server running Apache server.
Ports 80 and 22 are open on the Linux server, and on FortiGate a VIP and firewall policy are configured to allow traffic through
ports 80 and 22. Traffic on port 80 is successful, but traffic on port 22 is not detected by FortiGate.
What configuration changes could you perform to allow SSH traffic?

A. Add a new Inbound NAT rule
B. Include the Linux server in the back-end pool options
C. Add a new Azure load balancing rule
D. Configure a customized port under the Frontend IP configuration

Answer: A

Explanation:
Sinceport 80 traffic is reaching the FortiGate(as shown in the sniffer output) butport 22 traffic is not, the issue liesbefore the
FortiGate, at theAzure Load Balancer level. Azure Load Balancers require anInbound NAT ruleto forward specific ports (like SSH
on port 22) to a specific backend VM. Creating a newInbound NAT rule for port 22will allow SSH traffic to be properly routed to
the FortiGate VM.

NEW QUESTION # 30 
Refer to the exhibits.



You are configuring an SDN connector for Azure on a FortiGate device You completed all the required steps on the Azure side.
While configuring the FortiGate side, you notice that you did not save the client secret used in the Azure App Registration.
What is the quickest way to obtain the value of the client secret?

A. Create a new resource group
B. Create a new appregistration
C. Create a new client secret
D. Create a new external connector for Azure

Answer: C

Explanation:
Azuredoes not allow you to view an existing client secret's value after creationfor security reasons. If you did not save the client
secret when it was first generated, thequickest and only optionis tocreate a new client secretunder the existing app registration and
use the new value in your FortiGate configuration.

NEW QUESTION # 31 
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

A. By using public internet connections for enhanced routing flexibility
B. By prioritizing Azure ExpressRoute traffic over other network traffic
C. By relying on load balancing to dynamically optimize latency
D. By establishing dedicated private connections to Azure data centers

Answer: D

Explanation:
Azure ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.

NEW QUESTION # 32 



Refer to the exhibit.

A high availability, active-active FortiGate with Elastic Load Balancing (ELB) and Internal Load Balancing (ILB) was deployed in
your Azure environment.
Which tools can you use to configure synchronization? (Choose two.)

A. Autoscale
B. Software-defined network (SDN) Fabric Connector
C. Heartbeat interfaces
D. FortiManager
E. FortiGate Clustering Protocol (FGCP)

Answer: C,E

Explanation:
In aFortiGate active-active HA deployment in Azure, synchronization between instances is achieved using:
FortiGate Clustering Protocol (FGCP)- This is the primary protocol used to synchronize configuration and session information
between HA peers.



Heartbeat interfaces- These interfaces are specifically configured to exchange HA state and sync data between the FortiGate VMs,
ensuring cluster consistency.

NEW QUESTION # 33 
How does Azure ExpressRoute contribute to achieving predictable latency for network traffic?

A. By using public internet connections for enhanced routing flexibility
B. By prioritizing Azure ExpressRoute traffic over other network traffic
C. By relying on load balancing to dynamically optimize latency
D. By establishing dedicated private connections to Azure data centers

Answer: D

Explanation:
Azure ExpressRouteprovidesdedicated private connectionsbetween on-premises infrastructure and Azure data centers, bypassing
the public internet. This results inmore predictable latency, higher reliability, and better security, making it ideal for mission-critical
workloads.
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