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Google Cloud Certified - Professional Cloud DevOps Engineer Exam Sample
Questions (Q96-Q101):

NEW QUESTION # 96

You recently noticed that one Of your services has exceeded the error budget for the current rolling window period. Your
company's product teamis about to launch a new feature. You want to follow Site Reliability Engineering (SRE) practices.
‘What should you do?

¢ A Notify the team that their error budget is used up. Negotiate with the team for a launch freeze or tolerate a slightly worse
user experience.

¢ B. Look through other metrics related to the product and find SLOs with remaining error budget.
Reallocate the error budgets and allow the feature launch.

e (. Escalate the situation and request additional error budget.

¢ D. Notify the team about the lack of error budget and ensure that all their tests are successful so the launch will not further risk
the error budget.

Answer: A

Explanation:

The correct answer is A. Notify the team that their error budget is used up. Negotiate with the team for a launch freeze or tolerate a
slightly worse user experience.

According to the Site Reliability Engineering (SRE) practices, an error budget is the amount of unreliability that a service can tolerate
without harming user satisfactionl.An error budget is derived from the service-level objectives (SLOs), which are the measurable
goals for the service quality2. When a service exceeds its error budget, it means that it has violated its SLOs and may have
negatively impacted the users.In this case, the SRE team should notify the product team that their error budget is used up and
negotiate with them for a launch freeze or a lower SLO3. A launch freeze means that no new features are deployed until the service
reliability is restored. A lower SLO means that the product team accepts a slightly worse user experience in exchange for launching
new features. Both options require a trade-off between reliability and innovation, and should be agreed upon by both teams.

The other options are incorrect because they do not follow the SRE practices.Option B is incorrect because it violates the principle
of error budget autonomy, which means that each service should have its own error budget and SLOs, and should not borrow or
reallocate them from other services4. Option C is incorrect because it does not address the root cause of the error budget
overspend, and may create unrealistic expectations for the service reliability. Option D is incorrect because it does not prevent the
possibility of introducing new errors or bugs with the feature launch, which may further degrade the service quality and user
satisfaction.

Reference:

Error Budgets, Error Budgets.Service Level Objectives, Service Level Objectives.Error Budget Policies, Error Budget

Policies. Error Budget Autonomy, Error Budget Autonomy.

NEW QUESTION # 97
Your application runs on Google Cloud Platform (GCP). You need to implement Jenkins for deploying application releases to GCP.
You want to streamline the release process, lower operational toil, and keep user data secure. What should you do?

A. Implement Jenkins on Kubernetes on-premises

B. Implement Jenkins on Google Cloud Functions.

C. Inplement Jenkins on Compute Engine virtual machines.
D. Implement Jenkins on local workstations.

Answer: C

Explanation:

Explanation

Your application runs on Google Cloud Platform (GCP). You need to implement Jenkins for deploying application releases to GCP.
You want to streamline the release process, lower operational toil, and keep user data secure. What should you do?

https7//plugins.jenkins.io/google-compute-engine/



NEW QUESTION # 98

Your product is currently deployed in three Google Cloud Platform (GCP) zones with your users divided between the zones. You
can fail over from one zone to another, but it causes a 10-minute service disruption for the affected users. You typically experience a
database failure once per quarter and can detect it within five minutes. You are cataloging the reliability risks of a new real-time chat
feature for your product. You catalog the following information for each risk:

* Mean Time to Detect (MUD} in minutes

* Mean Time to Repair (MTTR) in minutes

* Mean Time Between Failure (MTBF) in days

* User Impact Percentage

The chat feature requires a new database system that takes twice as long to successfully fail over between zones. You want to
account for the risk of the new database failing in one zone. What would be the values for the risk of database failover with the new
system?

o A MTTD:5
MTTR: 20
MTBF: 90
Impact: 33%

e B MTID5
MTTR: 20
MTBEF: 90
Impact: 50%

e C.MTID:5
MTTR: 10
MTBEF: 90
Impact: 33%

e D.MTTD:5
MTTR: 10
MTBEF: 90
Impact 50%

Answer: C

NEW QUESTION # 99

You are configuring connectivity across Google Kubernetes Engine (GKE) clusters in different VPCs You notice that the nodes in
Cluster A are unable to access the nodes in Cluster B You suspect that the workload access issue is due to the network
configuration You need to troubleshoot the issue but do not have execute access to workloads and nodes You want to identify the
layer at which the network connectivity is broken What should you do?

e A Install a toolbox container on the node in Cluster A Confirm that the routes to Cluster B are configured appropriately

¢ B. Enable VPC Flow Logs in both VPCs and monitor packet drops

e C. Use a debug container to run the traceroute command from Cluster A to Cluster B and from Cluster B to Cluster A
Identify the common failure point

¢ D. Use Network Connectivity Center to perform a Connectivity Test from Cluster A to Cluster

Answer: C

NEW QUESTION # 100

Your company's security team needs to have read-only access to Data Access audit logs inthe Required bucket You want to
provide your security team with the necessary permissions following the principle of least privilege and Google-recommended
practices. What should you do?

A. Assign the roles/logging privateLogViewer role to each member of the security team

B. Assign the roles/logging. privateLogviewer role to a group with all the security team members
C. Assign the roles/logging, viewer role to each member of the security team

D. Assign the roles/logging. viewer role to a group with all the security team members

Answer: B



NEW QUESTION # 101
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