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FEY 7 Hh R i
¢ SOC operation and automation: This domain addresses configuring events and event handlers, setting up
FEY 2] mncidents and indicators for threat tracking, configuring playbooks and fabric automation for orchestrated

responses, and troubleshooting automation workflow issues.

o Features and concepts: This domain covers FortiAnalyzer's integration with Security Fabric for log
NEy 22 collection, the technical processes of log data flow, normalization and parsing, and the SOC features
available for security monitoring and analysis.
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¢ Reports: This domain explains the use of reports, charts, and datasets for presenting security intelligence,
FEy 23 covers report configuration to meet organizational requirements, and includes troubleshooting report
generation problemns.

¢ Log Analysis: This domain focuses on examining and interpreting logs, events, and incidents, using
ey 74 FortiView dashboards and widgets for data visualization, and diagnosing report generation issues.
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HE #22
Which statement describes archive logs on FortiAnalyzer?

A. Logs compressed and saved in files with the .gz extension
B. Logs that are indexed and stored in the SQL database

C. Logs previously collected from devices that are offline

D. Logs a FortiAnalyzer administrator can access in FortiView

IEf#E: A

AR :

Archive logs on FortiAnalyzer are logs that have been stored in files and, once a log file reaches its size lim, it is "rolled" and
compressed, becoming offline logs. These compressed archive logs are saved as files, typically with the .gz extension, and are not
immediately viewable or reportable in FortiView, Log View, or Reports panes.
https7/docs.fortinet.convdocument/fortianalyzer/7.6.3/administration-guide/76 1 825/analytics-and- archive-logs

HR #23
Which statement correctly describes one difference between templates and reports?

A. Reports support macros, but templates do not

B. Templates are mapped to device groups, while reports are mapped to ADOMs
C. Reports provide more configuration options than templates

D. Templates can be cloned, but reports cannot be cloned

Ef: C

fEE N -

In the context of some network management or reporting systens (like FortiAnalyzer, which is implied by the exam questions in the
search results), reports and templates have different functionalities:

- Templates are pre-defined layouts for generating reports, and while they can be customized to an extent (often by cloning and then
editing the clone), they have a more limited scope for configuration than a full report. Predefined templates, specifically, cannot be
edited directly, only cloned.

- Reports, when being generated or configured, allow for more extensive customization and configuration options at the time of
creation or execution, such as data sources, time ranges, filters, and output formats.

HM #24
(In a FortiAnalyzer Fabric deployment, which three modules from Fabric members are available for analysis on the supervisor?
(Choose three answers))

A. Reports
B. Playbooks
C. Indicators
D. Events

E. Logs

iIFf#: A. D. E




fEERA -

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:

The study guide explicitly describes what content from Fabric members is visible/usable on the Fabric supervisor:

* Logs: "In the FortiAnalyzer Fabric supervisor, Log View displays logs collected on all FortiAnalyzer Fabric members."

* Reports: "For reports, the FortiAnalyzer Fabric supervisor can fetch and aggregate data from multiple members in the
FortiAnalyzer Fabric."

* Events: "Events generated by event handlers on the FortiAnalyzer Fabric members are visible on the supervisor." By contrast, the
study guide lists a key limitation that rules out Playbooks as a supervisor capability over members: "You are not able to perform
configuration changes or to run autormation playbooks from the Fabric supervisor to members." Therefore, the three modules
available for analysis on the supervisor are Logs, Events, and Reports (C, D, E).

HM #25
After generating a report, you notice the information you where expecting to see is not included in it. However, you confirm that the
logs are there.

A. Check the time frame covered by the report.
B. Increase the report utilization quota.

C. Test the dataset

D. Disable auto-cache.

EfE: A C

A -

When a generated report does not contain the expected mnformation even though the logs are confirmed to be preser, it typically
indicates an issue with the report's configuration. There are a few common reasons this might happen:

Option A - Check the Time Frame Covered by the Report:

Reports are generated based on a specific time frame. If the report's time frame does not cover the period when the relevant logs
were collected, those logs won't appear in the report output.

Verifying and adjusting the time frame is essential to ensure the report includes all relevant data.

Option D - Test the Dataset:

Datasets determine which logs and data fields are pulled into the report. Ifa dataset is configured incorrectly or does not include the
required log fields, it could lead to missing information. Testing the dataset allows you to verify that it's correctly configured and
pulling the expected data.

B #26
Which log will generate an event with the status Unhandled?

¢ A. A WebFilter log will action=dropped.

e B. An AppControl log with action=blocked.
¢ C. An AV log with action=quarantine.

e D. AnIPS log with action=pass.

IEf#: D

AR :

In FortiOS 7.4.1 and FortiAnalyzer 7.4.1, the "Unhandled" status in logs typically signifies that the FortiGate encountered a security
event but did not take any specific action to block or alter it. This usually occurs in the context of Intrusion Prevention System (IPS)
logs.

* IPS logs with action=pass: When the IPS engine inspects traffic and determines that it does not match any known attack signatures
or violate any configured policies, it assigns the action "pass". Since no action is taken to block or modify this traffic, the status is
logged as "Unhandled." Let's look at why the other options are incorrect:

* An AV log with action=quarantine: Antivirus (AV) logs with the action "quarantine” indicate that a file was detected as malicious
and moved to quarantine. This is a definitive action, so the status wouldn't be "Unhandled."

* A WebkFilter log will action=dropped: WebFilter logs with the action "dropped" indicate that web traffic was blocked according to
the configured web filtering policies. Again, this is a specific action taken, not an "Unhandled" event.

* An AppControl log with actior=blocked: Application Control logs with the action "blocked" mean that an application was denied
access based on the defined application control rules. This is also a clear action, not "Unhandled."
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