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IAPP Certified Information Privacy Technologist (CIPT) Sample Questions
(Q161-Q166):
NEW QUESTION # 161 
What tactic does pharming use to achieve its goal?

A. It creates a false display advertisement.
B. It modifies the user s Hosts file.
C. It generates a malicious instant message.
D. It encrypts files on a user s computer.

Answer: A

NEW QUESTION # 162 
Which of the following scenarios best exemplifies the concept of Privacy by Default?

A. A business engages a third party vendor to install cameras in the store to identify criminal behavior and stop criminals as
soon as possible to protect customers.
B. A software team realizes the product they have already built could potentially have privacy concerns and before deploying
it, they request a meeting to get the privacy team's input.
C. An organization develops a website to provide customers the ability to purchase products and the choice to opt-in to
personalized health marketing based off the products they purchase.
D. An internal team builds a product that will perform analysis on employee site usages by leveraging the data loss prevention
tool and use that to block popular risky websites.

Answer: C

Explanation:
Privacy by Default is a core principle of Privacy by Design (PbD) that requires:
* The default configuration to provide the highest level of privacy
* Additional processing (especially personalized/targeted processing) to require explicit opt-in
* No unnecessary or intrusive data collection without the user actively enabling it Option A clearly demonstrates this:
* The customer is given the choice to opt-in to personalized health marketing
* Personalization is not default, meaning privacy is preserved unless the user chooses otherwise
* This aligns directly with PbD principle #2: Privacy as the Default Setting Why the other options are not PbD by Default:
* B: Monitoring employees with DLP is a security function, not privacy-by-default.
* C: Surveillance cameras for crime prevention do not reflect default privacy protections.
* D: Consulting privacy after building the product is the opposite of PbD (too late).
# Correct answer: A

NEW QUESTION # 163 
SCENARIO
Clean-Q is a company that offers house-hold and office cleaning services. The company receives requests from consumers via their
website and telephone, to book cleaning services. Based on the type and size of service, Clean-Q then contracts individuals that are
registered on its resource database - currently managed in-house by Clean-Q IT Support. Because of Clean-Q's business model,
resources are contracted as needed instead of permanently employed.
The table below indicates some of the personal information Clean-Q requires as part of its business operations:

https://www.prepawayexam.com/IAPP/braindumps.CIPT.ete.file.html


Clean-Q has an internal employee base of about 30 people. A recent privacy compliance exercise has been conducted to align
employee data management and human resource functions with applicable data protection regulation. Therefore, the Clean-Q
permanent employee base is not included as part of this scenario.
With an increase in construction work and housing developments, Clean-Q has had an influx of requests for cleaning services. The
demand has overwhelmed Clean-Q's traditional supply and demand system that has caused some overlapping bookings.
Ina business strategy session held by senior management recently, Clear-Q invited vendors to present potential solutions to their
current operational issues. These vendors included Application developers and Cloud-Q's solution providers, presenting their
proposed solutions and platforms.
The Managing Director opted to initiate the process to integrate Clean-Q's operations with a cloud solution (LeadOps) that will
provide the following solution one single online platform: A web interface that Clean-Q accesses for the purposes of resource and
customer management. This would entail uploading resource and customer information.
A customer facing web interface that enables customers to register, manage and submit cleaning service requests online.
A resource facing web interface that enables resources to apply and manage their assigned jobs.
An online payment facility for customers to pay for services.
Which question would you most likely ask to gain more insight about LeadOps and provide practical privacy recommendations?

A. Does LeadOps practice agile development and maintenance of their system?
B. What is LeadOps' annual turnover?
C. Where are LeadOps' operations and hosting services located?
D. How big is LeadOps' employee base?

Answer: A

NEW QUESTION # 164 
SCENARIO
Please use the following to answer the next question:
Light Blue Health (LBH) is a healthcare technology company developing a new web and mobile application that collects personal
health information from electronic patient health records. The application will use machine learning to recommend potential medical
treatments and medications based on information collected from anonymized electronic health records. Patient users may also share
health data collected from other mobile apps with the LBH app.
The application requires consent from the patient before importing electronic health records into the application and sharing it with
their authorized physicians or healthcare provider. The patient can then review and share the recommended treatments with their
physicians securely through the app. The patient user may also share location data and upload photos in the app. The patient user
may also share location data and upload photos in the app for a healthcare provider to review along with the health record. The
patient may also delegate access to the app.
LBH's privacy team meets with the Application development and Security teams, as well as key business stakeholders on a periodic
basis. LBH also implements Privacy by Design (PbD) into the application development process.
The Privacy Team is conducting a Privacy Impact Assessment (PIA) to evaluate privacy risks during development of the application.
The team must assess whether the application is collecting descriptive, demographic or any other user related data from the
electronic health records that are not needed for the purposes of the application. The team is also reviewing whether the application
may collect additional personal data for purposes for which the user did not provide consent.
Regarding the app, which action is an example of a decisional interference violation?

A. The app asks questions during account set-up to disclose family medical history that is not necessary for the treatment of
the individual's symptoms.
B. The app asks income level to determine the treatment of care.
C. The app sells aggregated data to an advertising company without prior consent.
D. The app has a pop-up ad requesting sign-up for a pharmaceutical company newsletter.

Answer: B



NEW QUESTION # 165 
SCENARIO
Kyle is a new security compliance manager who will be responsible for coordinating and executing controls to ensure compliance
with the company's information security policy and industry standards. Kyle is also new to the company, where collaboration is a
core value. On his first day of new-hire orientation, Kyle's schedule included participating in meetings and observing work in the IT
and compliance departments.
Kyle spent the morning in the IT department, where the CIO welcomed him and explained that her department was responsible for
IT governance. The CIO and Kyle engaged in a conversation about the importance of identifying meaningful IT governance metrics.
Following their conversation, the CIO introduced Kyle to Ted and Barney. Ted is implementing a plan to encrypt data at the
transportation level of the organization's wireless network. Kyle would need to get up to speed on the project and suggest ways to
monitor effectiveness once the implementation was complete. Barney explained that his short-term goals are to establish rules
governing where data can be placed and to minimize the use of offline data storage.
Kyle spent the afternoon with Jill, a compliance specialist, and learned that she was exploring an initiative for a compliance program
to follow self-regulatory privacy principles. Thanks to a recent internship, Kyle had some experience in this area and knew where Jill
could find some support. Jill also shared results of the company's privacy risk assessment, noting that the secondary use of personal
information was considered a high risk.
By the end of the day, Kyle was very excited about his new job and his new company. In fact, he learned about an open position for
someone with strong qualifications and experience with access privileges, project standards board approval processes, and
application-level obligations, and couldn't wait to recommend his friend Ben who would be perfect for the job.
Which of the following should Kyle recommend to Jill as the best source of support for her initiative?

A. Regulators.
B. Investors.
C. Industry groups.
D. Corporate researchers.

Answer: C

Explanation:
Jill is leading an initiative to develop a new industry standard for data privacy and security. Kyle should recommend that Jill seek
support from industry groups as they are likely to have a vested interest in the development of such a standard and may be able to
provide valuable input and resources.
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