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NEW QUESTION # 344
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Answer: C

Explanation:

A vulnerability is a weakness in an information system, system security procedures, internal controls, or implementation that could be
exploited by a threat source. In this case, not checking the source code of an updated application can lead to unauthorized
modifications, thus representing a vulnerability that may impact the integrity of the mformation, as integrity refers to the accuracy and
completeness of the mformation.

References: = The explanation aligns with the general principles of information security management systems and the content typically
covered in ISMS ISO/IEC 27001 Lead Auditor training and certification programs, which include understanding vulnerabilities and
their impact on information security attributes like ntegrity.
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Answer: B

Explanation:
Comprehensive and Detailed In-Depth
C . Correct Answer:
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Technical verification involves directly testing or simulating controls.

Webwue's personnel simulated the encryption process, confirming test data security measures.

A . Incorrect:

Document review is passive, while technical verification is active and includes real-time assessments.

B. Incorrect:

Corroboration is about cross-checking information, whereas technical verification tests controls in practice.
Relevant Standard Reference:

NEW QUESTION # 346
THE—IH R A AR R I E 3 ?

A. T BEFE B A AR 2 A BT B B AR 07 3 9 9 R S R RE A A
B. T B R AR ) 5 R0 B BREL AR 0 77 9k X DAY R 41 R ) A e A
C. Vonsa T e 3 AL A Fr) AR Tl 2 A I T B0 T 5 S F) PR B R A1 B R R
D. 1T B R 8 AH 40 B B3 B AR B S ¥ D A 41 ] ) 42 A

Answer: A

Explanation:

The context of the organisation is the business environment in which the organisation operates and defines its information security
management system (ISMS). It includes the internal and external factors and conditions that can influence the organisation's
information security objectives, strategies, and policies. The context of the organisation helps the organisation to identify the scope,
boundaries, and requirements of the ISMS, as well as the interested parties and their expectations. The context of the organisation is
determined by considering both internal and external issues, such as the organisational structure, culture, values, mission, vision,
objectives, strategies, resources, capabilities, processes, activities, products, services, markets, customers, competitors, suppliers,
partners, regulators, laws, regulations, standards, guidelines, best practices, risks, opportunities, threats, vulnerabilities, etc.
References: ISO 27001:2022 Clause 4 Context of the organization, ISO 27001 Requirement 4.1 - Understanding the Context of
the Organisation, ISO 27001 context of the organization - How to define it - Advisera

NEW QUESTION # 347
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Answer: B

Explanation:

A certification body cannot certify an organization if it has provided consultancy services to that organization. This situation presents
a conflict of interest, as the certification body is required to maintain impartiality and objectivity. The ISO/IEC 17021-1 standard,
which sets out requirements for bodies providing audit and certification of management systems, specifies that providing both
services to the same client is incompatible.

NEW QUESTION # 348
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Answer: A

Explanation:
According to the PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, one of the professional behaviours expected from



an audit team leader is to be decisive, which means to "reach timely conclusions based on logical reasoning and analysis" (page 8).
Being open minded, ethical, and perceptive are also desirable qualities for an audit team leader, but they do not match the
description given in the question.

References: PECB Candidate Handbook for ISO/IEC 27001 Lead Auditor, page 8.

NEW QUESTION # 349
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