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CompTIA Cybersecurity Analyst (CySA+) Certification Exam Sample
Questions (Q221-Q226):

NEW QUESTION # 221

A company recently experienced a security incident. The security team has determined a user clicked on a link embedded in a
phishing email that was sent to the entire company. The link resulted in a malware download, which was subsequently installed and
run.

INSTRUCTIONS

Part 1

Review the artifacts associated with the security incident. Identify the name of the malware, the malicious IP address, and the date
and time when the malware executable entered the organization.

Part 2

Review the kill chain itens and select an appropriate control for each that would improve the security posture of the organization and
would have helped to prevent this incident from occurring, Each control may only be used once, and not all controls will be used.

Firewall log;

File integrity Monitoring Report:
Malware domain list:
Vulnerability Scan Report:
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Phishing Email:
Answer:

Explanation:

NEW QUESTION # 222
An analyst is remediating items associated with a recent incident. The analyst has isolated the vulnerability and is actively removing it
from the system Which of the following steps of the process does this describe?

A. Preparation
B. Recovery
C. Eradication
D. Containment

Answer: C

Explanation:

Explanation

FEradication is a step in the incident response process that involves removing any traces or remnants of the incident from the affected
systems or networks, such as malware, backdoors, compromised accounts, or malicious files. Eradication also involves restoring the
systers or networks to their normal or secure state, as well as verifying that the incident is completely eliminated and cannot recur.
In this case, the analyst is remediating itens associated with a recent incident by isolating the vulnerability and actively removing it
from the system. This describes the eradication step of the incident response process.

NEW QUESTION # 223
A security analyst is validating a particular finding that was reported in a web application vulnerability scan to make sure it is not a
false posttive. The security analyst uses the snippet below:

Which of'the following vulnerability types is the security analyst validating?

A. SSRF

B. XSS

C. Directory traversal
D. XXE

Answer: B

Explanation:

Explanation

XSS (cross-site scripting) is the vulnerability type that the security analyst is validating, as the snippet shows an attempt to inject a
script tag into the web application. XSS is a web security vulnerability that allows an attacker to execute arbitrary JavaScript code in
the browser of another user who visits the vulnerable website.

XSS can be used to perform various malicious actions, such as stealing cookies, session hijacking, phishing, or defacing websites.
The other vulnerability types are not relevant to the snippet, as they mvolve different kinds of attacks. Directory traversal is an attack
that allows an attacker to access files and directories that are outside of the web root folder. XXE (XML external entity) injection is
an attack that allows an attacker to interfere with an application's processing of XML data, and potentially access files or systemns.
SSREF (server-side request forgery) is an attack that allows an attacker to induce the server-side application to make requests to an
unintended location. Official References:

https://portswigger.net/web-security/xxe

https://portswigger.net/web-security/ssrf

https://cheatsheetseries.owasp.org/cheatsheets/Server Side Request Forgery Prevention Cheat Sheet.htm

NEW QUESTION # 224

A security analyst was transferred to an organization's threat-hunting team to track specific activity throughout the enterprise
environment. The analyst must observe and assess the number to times this activity occurs and aggregate the results.

Which of the following is the BEST threat-hunting method for the analyst to use?



A. Clustering

B. Grouping
C. Stack counting

D. Searching

Answer: C

Explanation:

Stack counting is a threat-hunting technique that involves monitoring a specific event or activity, counting the number of times it
occurs, and then aggregating those results over time. This technique is useful for identifying patterns of behavior that may indicate a
threat actor is active in the environment.

NEW QUESTION # 225
A SOC analyst determined that a significant number of the reported alarms could be closed after removing the duplicates. Which of
the following could help the analyst reduce the number of alarms with the least effort?

A. SOAR
B. REST
C.XDR
D. API

Answer: A

Explanation:

Security Orchestration, Automation, and Response (SOAR) can help the SOC analyst reduce the number of alarms by automating
the process of removing duplicates and managing security alerts more efficiently.

SOAR platforms enable security teans to define, prioritize, and standardize response procedures, which helps in reducing the
workload and improving the overall efficiency of incident response by handling repetitive and low-level tasks automatically.

NEW QUESTION # 226

More and more people choose CompTIA CS0-003 exam. Because ofits popularity, you can use the ExamCost CompTIA CSO0-
003 exam questions and answers to pass the exam. This will bring you great convenience and comfort. This is a practice test
website. It is available on the Internet with the exam questions and answers, as we all know, ExamCost is the professional website
which provide CompTIA CS0-003 Exam Questions And Answers.
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