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B #20
What kind of data could be found on a historian?

A. Information needed for billing customers

B. Diagrans depicting an overview of the process

C. Information for supervising lower-level controllers in real-time
D. Runtime libraries that software programs use

EfE: A

AR :

An industrial historian is a specialized database system designed to collect, store, and retrieve time-series data from industrial control
systems. It primarily stores process data, event logs, and measurements over time, which are essential for trend analysis, reporting,
and regulatory compliance.

Historian data is often used for billing purposes (A), especially in utilities and process industries, where consumption data is recorded
and later used to generate customer bills.

Option (B), real-time supervision of lower-level controllers, is typically handled by SCADA or control system software, not the
historian itself.

(C) Diagrans are stored in engineering tools or documentation repositories, not historians.

(D) Runtie libraries are software components and not stored on historians.

The GICSP curriculum clarifies that historians are central to operational analytics and long-term data storage but are not real-time
control systems themselves.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Architecture

NIST SP 800-82 Rev 2, Section 6.3 (Data Historians and Data Acquisition) GICSP Training Materials on ICS Data Management

R #21
Which type of process is described below?
A fementor's glycol jacket must maintain a steady temperature during and between batches of beer.

e A. Discrete
e B. Batch

e C. Manual

e D. Continuous

IEf#: B

fR e«

The process described involves maintaining a consistent condition during and between batches of production, characteristic of a
batch process.

Batch processes are executed in defined quantities or lots where the process starts, runs for a set time, and then stops or resets for
the next batch. The fermentor's glycol jacket temperature must be carefully controlled throughout the batch to ensure product quality.
Continuous processes (A) run nonstop with steady-state conditions, typical in chemical refineries but not in batch fermentation.
Discrete processes (C) involve countable itens or parts produced individually (e.g., manufacturing of assembled products).
Manual (B) refers to human-driven control rather than an automated process type.

Batch processing is common in brewing and food industries and is covered in GICSP's ICS Fundamentals and Operations domain,
which differentiates process types to tailor cybersecurity strategies for control systems.

Reference:

GICSP Official Study Guide, Domain: ICS Fundamentals & Operations

ISA-88 Batch Control Standard (referred in GICSP)

GICSP Training on Process Types and Control Strategies

HP #22
Martin is writing a document that describes in general terms how to secure embedded operating systems. The document includes
issues that are specific to embedded devices vs desktop and laptop operating systems.



However, it does not call out specific flavors and versions of embedded operating systems. Which type of document is Martin
writing?

A. Policy

B. Procedure
C. Standard
D. Guideline

IEf#: D

TR

A Guideline (A) provides general recommendations and best practices without mandatory requirements or detailed instructions.
Procedures (B) are step-by-step instructions for specific tasks.

Standards (C) specify mandatory requirements, often with measurable criteria.

Policies (D) establish high-level organizational directives and rules.

Martin's document provides general, non-mandatory advice applicable broadly, fitting the definition of a guideline.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance NIST SP 800-53 Rev 5 (Security Control
Documentation Types) GICSP Training on Security Documentation and Governance

HM #23
A plant is being retrofitted with new cyber security devices in Purdue Level 3. What should the network security architect suggest for
the mnstallation?

¢ A. Place the cyber security devices on their own subnet
¢ B. Movwe the cyber security devices to a DMZ
e C. Add a firewall to segregate the cyber security devices

Ef: A

fERL:

Comprehensive and Detailed Explanation From Exact Extract:

In Purdue Level 3, which typically houses operations management systems and network devices, best practices for retrofitting
security devices include placing those devices on their own subnet (B). This segmentation:

Limits broadcast domains and reduces unnecessary traffic

Enables easier management of security policies specific to cybersecurity devices Provides isolation that helps protect security devices
from general network traffic and potential attacks Adding a firewall (A) is useful but does not replace subnet segregation. Moving
devices to a DMZ (C) is typically reserved for systens that bridge between enterprise and ICS networks (often at Purdue Level 3
to Level 4 boundaries), not internal device placement within Level 3.

This approach is emphasized in GICSP's ICS Security Architecture & Network Segmentation domain as a fimdamental network
design principle.

Reference:

GICSP Official Study Guide, Domain: ICS Security Architecture & Design

NIST SP 800-82 Rev 2, Section 5.5 (Network Segmentation and Security Devices) GICSP Training on Network Security
Architecture

B #24
A keyed lock on a facility's back door is an exanple of which type of control?

A. Responsive
B. Corrective
C. Delaying
D. Avoidant

IEfE: C

A -
A keyed lock is a delaying control (D) because it physically slows down or impedes unauthorized access to a facility, giving security
personnel more time to respond.



Avoidant controls (A) prevent risk by eliminating it.

Responsive controls (B) act after an incident occurs.

Corrective controls (C) fix or restore systens after an incident.

GICSP emphasizes physical delaying controls as part of defense-in-depth strategies.

Reference:

GICSP Official Study Guide, Domain: ICS Security Governance & Compliance GICSP Training on Physical Security Controls
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