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PECB Certified ISO/IEC 27001 Lead Auditor exam (ISO-IEC-27001-Lead-
Auditor™ 3 %) Sample Questions (Q149-Q154):

NEW QUESTION # 149
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Answer: B

Explanation:

This is the definition of an interested party according to ISO 27001:2013, clause 3.16. An interested party is essentially a
stakeholder, i.e., a person or organization that can influence or be influenced by the nformation security management system (ISMS)
or its activities. Interested parties can have different needs and expectations regarding the ISMS, and these should be identified and
addressed by the organization. Reference:

ISO/IEC 27001:2013, Information technology - Security techniques - Information security management systemns - Requirements,
clause 3.16 PECB Candidate Handbook ISO 27001 Lead Auditor, page 10 Identifying interested parties and their expectations for
an ISO 27001 ISMS Exanples of ISO 27001 interested parties

NEW QUESTION # 150
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Answer: A

Explanation:

Comprehensive and Detailed In-Depth

B. Correct Answer:

ISO/IEC 17021-1 (Conformity assessment - Requirements for bodies providing audit and certification of management systems)
states that the auditee may request a replacement of an auditor only for valid reasons.

A former employee of the company serving as an auditor presents a potential conflict of interest (real or perceived).

Therefore, Company X's request is valid.

A . Incorrect:

While a conflict of interest is a valid reason, the replacement must be based on an objective, justified claim, and not just personal
preference.

C . Incorrect:

Auditees can request an auditor's replacement, but only under justified circunstances.

Relevant Standard Reference:

ISO/IEC 17021-12015 Clause 9.1.3 (Impartiality and Objectivity of Auditors)

NEW QUESTION # 151

Answer:

Explanation:
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NEW QUESTION # 152
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Answer: CF,G

Explanation:

According to ISO/IEC 27001:2022 clause 6.1, the organization must establish, implement and maintain an information security risk
management process that includes the following activities:

establishing and maintaining information security risk criteria;

ensuring that repeated information security risk assessments produce consistent, valid and comparable results; identifying the
information security risks; analyzing the information security risks; evaluating the information security risks; treating the information
security risks; accepting the information security risks and the residual information security risks; communicating and consulting with
stakeholders throughout the process; monitoring and reviewing the information security risks and the risk treatment plan.

According to control A.5.29, the organization must establish, document, implement and maintain processes, procedures and controls
to ensure the required level of continuity for information security during a disruptive situation. The organization must also:

determine its requirements for information security and the continuity of information security management in adverse situations, e.g,
during a crisis or disaster; establish, document, implement and maintain processes, procedures and controls to ensure the required
level of continuity for information security during an adverse situation; verify the availability of imformation processing facilities.
Therefore, the following options will not be in your audit trail, as they are not relevant to the information security risk management
process or the information security continuity process:

E . Collect more evidence on how the organisation makes sure all staff periodically conduct a positive Covid test (Relevant to
control A.7.2). This is not relevant to the information security aspects of business continuity management, as it is related to the health
and safety of the staff] not the protection of information assets. Control A.7.2 is about screening of personnel prior to employment,
not during employment.

G . Collect more evidence on how the organisation performs a business risk assessment to evaluate how fast the existing residents
can be discharged from the nursing home. (Relevant to clause 6). This is not relevant to the information security aspects of business
continuity management, as it is related to the operational and financial aspects of the business, not the identification and treatment of
mformation security risks. Clause 6 is about the information security risk management process, not the business risk management
process.

H . Collect more evidence on what resources the organisation provides to support the staff working from home. (Relevant to clause
7.1). This is not relevant to the information security aspects of business continuity management, as it is related to the general
provision of resources for the ISMS, not the specific processes, procedures and controls to ensure the continuity of information
security during a disruptive situation. Clause 7.1 is about determining and providing the resources needed for the establishment,
implementation, maintenance and continual improvement of the ISMS, not the resources needed for the staff working from home.
Reference:

ISO/IEC 27001:2022, clauses 6.1, 7.1, and Annex A control A.5.29

[PECB Candidate Handbook ISO/IEC 27001 Lead Auditor], pages 14-15, 17, 22-23 ISO 27001:2022 Annex A Control 5.29 -
What's New?

ISO 22301 Business Continuity Management System



NEW QUESTION # 153
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Answer: C,E

Explanation:

Audit methods are techniques used by auditors to obtain audit evidence. Audit methods can be classified into two categories: those
that involve human interaction and those that do not2. Audit methods that involve human interaction require direct communication
between the auditor and the auditee or other relevant parties, such as interviews, questionnaires, surveys, meetings, etc. Audit
methods that do not involve human interaction rely on observation, inspection, measurement, testing, sampling, analysis, etc., without
requiring any verbal or written exchange?2. Therefore, performing an independent review of procedures in preparation for an audit
and reviewing the auditee's response to an audit finding are examples of audit methods that involve human interaction, as they require
reading and evaluating documents provided by the auditee or other sources. On the other hand, analysing data by remotely accessing
the auditee's server and observing work performed by remote surveillance are examples of audit methods that do not involve human
mteraction, as they do not require any direct comnumnication with the auditee or other parties. References: ISO/IEC 27001:

2022 Lead Auditor (Information Security Management Systens) | CQI | IRCA

NEW QUESTION # 154
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