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EE #166
A network administrator has converted a Cisco FTD from using LDAP to LDAPS for VPN authentication. The Cisco FMC can
connect to the LDAPS server, but the Cisco FTD is not connecting, Which configuration must be enabled on the Cisco FTD?

A. The RADIUS server must be defined.

B. DNS servers must be defined for name resolution.

C. SSL nust be set to a use TLSv1.2 or lower.

D. The LDAPS must be allowed through the access control policy.

He:. B

dE:
A DNS record for the AD server is required because LDAPS clients typically use DNS to locate the domain controller hosting the
AD server. The DNS record for the AD server helps clients resolve the server's hostname to its IP address.

EAE #167
A network administrator is reviewing a monthly advanced malware risk report and notices a host that Is listed as CnC Connected.
Where nust the admmistrator look within Cisco FMC to further determmne if this host is infected with malware?

A. Analysis > Flies > Network File Trajectory

B. Analysis > Hosts > indications of Compromise
C. Analysts > Files > Malware Events

D. Analysis > Hosts > Host Attributes

He: B

Y.

To determine if'a host is infected with malware, the network administrator can look at the Indications of Compromise (IOC) feature
in Cisco FMC. The IOC feature analyzes network and endpoint data collected by Firepower sensors and AMP for Endpoints
connectors, and identifies hosts that exhibit signs of compromise or infection. The IOC feature uses predefined rules based on Cisco
Talos intelligence and other sources to detect IOCs on hosts. One of these rules is CnC Connected, which indicates that a host has
communicated with a command-and-control (CnC) server that is known to be associated with malware activity?.

To view the IOC information for a host, the network administrator can navigate to Analysis > Hosts > Indications of Compromise in
Cisco FMC, and select a host from the table. The IOC Details page will show the IOC events for that host, including the CnC
Connected event, along with other information such as severity, timestamp, source, destination, protocol, and rule name. The
network administrator can also view more details about each IOC event by clicking on it2.

The other options are incorrect because:

* Analysis > Files > Malware Events shows information about files that have been detected as malware by

* Firepower sensors or AMP for Endpoints connectors. This does not show information about hosts that are infected with malware
or have commumnicated with CnC servers3.

* Analysis > Hosts > Host Attributes shows information about hosts that have been discovered by Firepower sensors, such as [P
address, MAC address, operating system, applications, users, vulnerabilities, and so on. This does not show information about
I0Cs or CnC connections on hosts4.

* Analysis > Files > Network File Trajectory shows information about files that have traversed your network and have been
detected by Firepower sensors or AMP for Endpoints connectors. This allows you to track where a file came from, where it went,
and what happened to it along the way. This does not show information about hosts that are infected with malware or have
communicated with CnC serversS.

EE #168
What is the difference between inline and inline tap on Cisco Firepower?

A. Inline mode cannot do SSL decryption.

B. Inline tap mode can send a copy of the traffic to another device.
C. Inline mode can drop malicious traffic.

D. Inline tap mode does full packet capture.



He: C

Y.
A threat defense in inline interface mode can block unintended traffic while it remains invisible to the network hosts. Inline mode
allows a threat defense to block traffic based on the access control and intrusion rules you enable.

HEE #169
Which Cisco Firepower feature is used to reduce the number of events received in a period of time?

A. rate-limiting

B. correlation
C. thresholding
D. suspending

HE: C

Y.

Section: Management and Troubleshooting

Explanation/Reference: https//www.cisco.conm/c/en/us/td/docs/security/firesight/541/firepower-module-user-guide/asa- firepower-
module-user-guide-v541/Intrusion-Global- Threshold. html

ZAE #170
In which two places can thresholding settings be configured? (Choose two.)

A. on each IPS rule

B. per preprocessor, within the network analysis policy
C. globally, within the network analysis policy

D. on each access control rule

E. globally, per intrusion policy
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