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¢ Dashboards and Reports: This domain covers understanding different sensor report types and their use
e 71 cases, and interpreting various audit logs for tracking platform activities.
. ¢ Group Creation: This domain covers assigning endpoints to appropriate groups for policy application and
hEy 72 following best practices for managing host group structures.
¢ User Management: This domain covers determining appropriate roles for console access, creating and
hEY 73 assigning roles with specific permissions, and managing API keys for platform access.
¢ Rules Configuration: This domain involves creating custom IOA rules, configuring exclusions to resolve
ey 74 false positives, managing IOC settings for threat detection, and configuring CID-wide General Settings.
e Sensor Deployment: This domain focuses on verifying installation prerequisites, applying default policies
FEy 25 and best practices, uninstalling sensors, and troubleshooting sensor issues across supported operating
Systers.
¢ Policy Application: This domain encompasses configuring prevention policies for security posture, sensor
FEY 2 6 update policies, RTR audit policies, containment policies with IP exclusions, and managing quarantined
files.
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R #217
What is the purpose of precedence with respect to the Sensor Update policy?

A. Precedence ensures that conflicting policy settings are not set in the same policy

B. Hosts assigned to muiltiple policies will assume the highest ranked policy in the list (policy with the lowest number)
C. Hosts assigned to multiple policies will assume the lowest ranked policy in the list (policy with the highest number)
D. Precedence applies to the Prevention policy and not to the Sensor Update policy

EfE: B

A -

The purpose of precedence with respect to the Sensor Update policy is that hosts assigned to multiple policies will assume the
highest ranked policy in the list (policy with the lowest number).

This means that if a host belongs to more than one group that has different Sensor Update policies assigned, it will use the policy that
has the highest precedence (lowest number) among them The other options are either incorrect or not related to precedence.

HA #218
‘What internet domain needs to be added to any required allowlists to allow sensors to communicate with the CrowdStrike Cloud?

A. csfalcon.net

B. falconcloud.net

C. cloudprotect-cs.net
D. cloudsink.net

Ef#: D

M #219
Which report lists counts of sensors in Reduced Functionality Mode (RFM) for all operating system types, and tracks how long a
sensor version will be supported?

A. Reduce Functionality Audit Report
B. Sensor Coverage Lookup

C. Inactive Sensor Report

D. Sensor Health Report

Ef#: B

A -

The report that lists counts of sensors in Reduced Functionality Mode (RFM) for all operating system types, and tracks how long a
sensor version will be supported is Sensor Coverage Lookup. The Sensor Coverage Lookup report allows you to view and
compare the sensor versions and coverage status for each operating system type in your environment. You can use this report to
identify any sensors that are in RFM or are approaching end-of-life (EOL) support.

You can also view the release date and EOL date for each sensor version.
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HA #220
What log would you use to investigate unusual activity involved with a script interfacing with the Falcon platform?

A. API audit

B. RTR session audit

C. Falcon UI audit

D. Prevention policy debug

Ef#: A

HH #221
An analyst has reported they are not receiving workflow triggered notifications in the past few days.

Where should you first check for potential failures?

A. Workflow Execution log
B. Workflow Audit log

C. Falcon Ul Audit Trail
D. Custom Alert History

EfE: A

A -

The Workflow Execution log in the Workflow Management option allows you to view the status and results of workflow executions
triggered by detection events. You can filter the log by workflow name, status, start and end time, and detection ID. You can also
view the details of each execution, ncluding the actions performed, the output received, and any errors encountered. This log can
help you troubleshoot potential failures or issues with your workflows.
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