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Z| &l AI Testing CT-GenAl F2MEEA (Q14-Q19):

AE#14
The model flags anomalies in logs and also proposes partitions for input validation tests. Which metrics BEST evaluate these two
outcomes together?

A. Diversity for anomaly identification and precision for partitions

B. Precision for anomaly identification and recall for coverage of valid/mvalid partitions

C. Tine efficiency for anomaly detection and accuracy for coverage of valid/mvalid partitions
D. Accuracy for anomaly detection and Precision for coverage of valid/invalid partitions

HE: B
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In the evaluation of GenAl outputs for testing, metrics must align with the specific nature of the task. For anomaly identification, the
goal is to correctly identify true issues without an overwhelming number of false positives; therefore, Precisionis the critical metric (the
ratio of true anomalies to the total flagged).

Conversely, forpartition testing(identifying valid and invalid input classes), the goal is thoroughness and ensuring no significant
category is missed.Recallis the most appropriate metric here, as it measures the model's ability to "call back" or cover all possible
relevant partitions from the requirement set. As highlighted in the CT-GenAl syllabus, evaluating Al effectiveness often requires a
combination of these model- performance metrics. While "Accuracy" (Option D) provides a general view, it is often misleading in
imbalanced testing scenarios (like anomaly detection where anomalies are rare). By using Precision and Recall together, a test
organization can quantitatively assess if the Al is both trustworthy in its alerts and comprehensive in its test design coverage.

HE #15
You are tasked with applying structured prompting to perform impact analysis on recent code changes. Which of the following
improvements would BEST align the prompt with structured prompt engineering best practices for comprehensive impact analysis?

A. Include references to version control systens like Git in the constraints.

B. Add a step to review the change log for syntax errors before analysis.

C. Specify that the role is a test architect specializing in CI/CD pipelines.

D. Include mapping code changes to affected modules, identifying test cases, prioritizing by risk level and change complexity
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m
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The most effective way to improve an LLM's performance on complex tasks likeimpact analysisis to provide a detailed, multi-
stepInstructionorChain-of- Thoughtstructure. Option D is the best improvement because it breaks the "impact analysis" task into
logical sub-tasks: mapping changes to modules, identifying related test cases, and prioritizing them based on risk and complexity.
This structured approach guides the LLM through the "reasoning" steps a human expert would take, significantly reducing the
likelihood of a superficial or incorrect analysis. While specifying a specialized role (Option B) or adding technical references (Option
A) can help set the tone, they do not provide the model with the logical framework required to execute the task accurately. By
explicitly defining theprocessthe LLM should follow, the tester ensures that the model evaluates the "depth" of the change rather than
just listing files. This results in a more robust and actionable regression test suite, which is the primary goal of impact analysis in a
modem software development lifecycle.

EE#16
What distinguishes an LLM-powered agent from a basic Al chatbot i test processes?

A. Ability to respond to prompts without explicit user instructions

B. Use of a conversational tone and improved response personalization
C. Reliance on predefined templates to generate short, factual answers
D. Ability to trigger automated actions beyond conversation
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EE #17



An attacker sends extremely long prompts to overflow context so the model leaks snippets from its training data. Which attack
vector is this?

A. Request manipulation

B. Data exfiltration

C. Malicious code generation
D. Data poisoning

HE: B
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This scenario describes a specialized form ofData Exfiltration(specifically targeting the model's internal

"weights" or training memory). While data exfiltration usually refers to stealing data froma database, in the context of LLMs, it can
also refer to techniques that force the model to "reveal" sensitive information it was trained on or data that exists within its current
context window. By using long, repetitive, or specifically

"crafted" prompts to overwhelm the model's normal attention mechanisms or safety filters, an attacker may cause the model to output
verbatim snippets of proprietary information, PII, or internal documentation that should have remained confidential. This is different
fromRequest Manipulation(Option D), which aims to change the model's behavior, orData Poisoning(Option A), which happens
during training, In testing, this risk is high when models are fine-tuned on private company repositories. Testers must be aware that if
a model is accessible to unauthorized users, those users might use adversarial prompting techniques to extract sensitive code or
business logic through these types of data leakage attacks.

EE #18
Which statement BEST describes vision-language models (VLMSs)?

A. VLM are unrelated to multimodal LLMs and focus only on UI autormation.

B. VLM are a subset of multimodal LLMs integrating visual and textual information.
C. VLM process audio and video but not images.

D. VLMs are a superset of multimodal LLMs.

e B

MH.

Vision-Language Models (VLMs)represent a specialized subset of multimodal Large Language Models.

Their defining characteristic is the ability to process, understand, and reason across both textual and visual modalities simultaneously.
In the field of software testing, VLMs are revolutionary because they allow the Al to "see" a User Interface (UI). A tester can
provide a screenshot of a web page alongside a natural language prompt, and the VLM can identify Ul elements, detect visual
regressions, or even validate that the visual layout matches a design specification. They are not a "superset” (Option C) of multimodal
Al but rather a specific implementation of it focused on the mtersection of sight and language. Unlike traditional OCR or pixel
comparison tools used in legacy Ul automation (Option B), VLMs understand thecontextof what they see-for instance, identifying a
"broken" button icon that a human would recognize but a rule-based script might miss. This integration of visual and textual data is
what makes them a vital component of modern, Al- augmented Quality Assurance strategies.
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