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different life.
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each version of FCSS_SDW_AR-7.6 Preparation questions have its own advantages. If you are very busy, you can only use some
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Fortinet FCSS - SD-WAN 7.6 Architect Sample Questions (Q72-Q77):

NEW QUESTION # 72
(Refer to the exhibit.
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Refer to the exhibit.

London_1 # diagnose sys sdwan serviced 3

Service (1) : Address Mode (IFV4) flaga=0x4200 use-shortcut-asla use-shortcut
sie break: cfg
Shortcut priority: 3

Gen(33), TOS(O0x0/0x0), Protoecol(0): arc(l-»65535) :dac (1->»65535), Mcde(sla), sla-compare-grder
Member sub interface(9):
4: seq_num(4), interface(HUB1-VPN1):

1: HUB1-VPN1 0(30]

FH HEBIAUFHlZ}ﬁBE!
5: seq_num(5), interface(HUB1-VEN2):

1: HUB1-VENZ_0(31)

Hemkexrs(9) :

l: Seq num(4 HUB1-VFN1 1 HUBl), adire, W18 (MkI) ," g1d¥0), cfg cordex(0), local cost(0), selected
2: Seq_num(4 HUBL-VFN1 Q/HUBEY) 3 &1 ige8la(0xl), gid(0), efg_crder(Q), lecal cost(0), selected
3: Seg_num (S HUBI=VENZ O HUBL}, alive, sla(Oxl), g2d(0), cfg_crder(l), local cost(d), selected
4: Seq_num({4 HUBLSWPNI HUBl), alive, sla(0xl), @9id(0), cfg_order(0), local cost(0), selected

S§: Seq num(S HUB1-VPN2 HUBl), alive, sla(0Oxl), g9id(0), cfg_crder(l), lccal ccst(Q), selected
6: Seq_num(é HUB1-VFN3 HUBl), alive, sla(0Oxl), ¢gid(0), ¢fg_order(2), local cost(0), selected
T7: Seq_num(7 HUB2-VPN1 HUB2), alive, sla(Ox2), gid(0), cfg_crder(3), leccal cesc(l0), selected
B: Seq;nuzle HUBz2-VFH2 HUBZ), alive, sla(0Ox2), g9id(0), cfg_order(4), local cost(l0), selected
9: Seq_num(9 HUB2-VPN3 HUBZ), alive, sla(0x2), g9id(0), cfg_ocrder(5), local cocat(l0), selected

Src addressi2):
10.0.0.0-10.255,255,255
10.0.1.0-10.0.1.255

What can you conclude from the output shown? Choose one answer.)

e A ltis a spoke device. The members of SD-WAN rule 3 are grouped into two zones.

e B.Itis a spoke device. SD-WAN rule 4 allows three shortcut tunnels.

e C. Itis a hub device. It allowed the establishment of three auto-discovery VPN (ADVPN) shortcuts.
e D. Itis a spoke device. SD-WAN rule 3 is configured with nine members.

Answer: D

Explanation:

The command shown in the exhibit is:

diagnose sys sdwan service 4 3

This command displays the runtime state of SD-WAN rule ID 3 on the device. The output explicitly shows:

Service(3) which confirms the SD-WAN rule being evaluated is rule number 3 Members(9) which indicates that nine SD-WAN
memnbers are associated with this rule The listed members include muiltiple [Psec tunnel interfaces such as HUB1-VPN1, HUBI-
VPN2, HUBI1-VPN3, HUB2-VPN1, HUB2-VPN2, and HUB2-VPN3, which is characteristic of a spoke device connecting to
multiple hubs in a hub-and-spoke ADVPN topology, as defined in the FCSS SD-WAN 7.6 architecture.

Option B is incorrect because, although members are listed under different interfaces, the output does not indicate SD-WAN zones.
Zones are shown only in configuration output, not in this diagnostic command.

Option C is incorrect because this is not a hub device. The presence of multiple hub tunnels as SD-WAN members indicates a
spoke role. Additionally, the output does not confirm the number of established ADVPN shortcuts.

Option D is incorrect because the output clearly references SD-WAN rule 3, not rule 4, and it does not state that exactly three
shortcut tunnels are allowed.

Therefore, the correct conclusion is that this is a spoke device and SD-WAN rule 3 is configured with nine members, which matches
option A.

NEW QUESTION # 73
Which statement describes FortiGate behavior when you reference a zone in a static route?

¢ A FortiGate ignores the static routes defined through members referenced in the zone.
¢ B. FoftiGate installs ECMP static routes for the first two members of the zone.

e C. FortiGate installs a static route for each member in the zone.

¢ D. FortiGate routes the traffic through the best performing member of the zone.

Answer: C



Explanation:

When referencing a zone in a static route, FortiGate's behavior is described as:

"Referencing a zone in a static route causes FortiGate to install a static route for each member interface of the zone. This enables
ECMP (Equal-Cost Multi-Path) and load balancing where supported and ensures that traffic can be steered over any valid zone
member according to SD-WAN rules or standard routing," This mechanism is fundamental to Fortinet's implementation of SD-
WAN and simplifies large, multi-interface deployments.

Reference:

[FCSS SDW_AR-7.4 1-0.docx Q21]

FortiOS 7.4 Routing Guide, "Zone-based Routing and ECMP Behavior"

NEW QUESTION # 74
Refer to the exhibit that shows an SD-WAN zone configuration on the FortiManager GUL

SUIL SLETTAIN LUNE = NUDL

Name

Interface Members

& HUB2-VPN1 ®
E BTINET & HUB2-VPN2 =
) : @ HUB2-VPN3 "
Click to select 3 entries selected
Advanced Options
advpn-health-check @ g HUB1_HC % -
advpn-select & ©

minimum-sia-meet-memberse
service-sla-tie-breako cfg-order X v

Based on the exhibit, how will the FortiGate device behave after it receives this configuration?

e A. The configuration instructs FortiGate to establish shortcuts only when at least two members meet the SLA target.

¢ B. The configuration instructs FortiGate to choose an ADVPN shortcut based on SD-WAN mnformation.

e C. The configuration instructs FortiGate to establish shortcuts only for overlay interfaces that meet the SLA target
HUBI_HC.

e D. The configuration instructs FortiGate to allow ADVPN shortcuts for the tunnels of this SD-WAN zone.

Answer: A

Explanation:

This is because the setting minimum-sla-meet-members = 2 requires at least two SD-WAN zone members (in this case, HUB2-
VPN1, HUB2-VPN2, and HUB2-VPN3) to pass the defined SLA health check (HUB1 HC) before the FortiGate will establish
ADVPN shortcuts. If fewer than two members meet the SLA, shortcuts will not be created.

NEW QUESTION # 75
(Which two features must you configure before FortiGate can steer traffic according to SD-WAN rules? Choose two answers.)

A. Security profiles
B. Firewall policies
C. Traffic shaping
D. Underlay links
E. Overlay links

Answer: B,D

Explanation:

For FortiGate to steer traffic using SD-WAN rules, two foundational elements must be in place: available WAN paths (underlay
links) and firewall policies that allow traffic to reach the SD-WAN interface.

Underlay links (Option B) are mandatory because SD-WAN operates by selecting among multiple WAN transports (for exanple,
broadband, MPLS, LTE, or IPsec tunnels). These links are configured as SD-WAN members and form the physical or logical paths
over which traffic can be steered. Without underlay links, SD-WAN has no paths to evaluate or select.

Firewall policies (Option E) are also mandatory because FortiGate only processes and forwards traffic that is explicitty permitted by



a firewall policy. When SD-WAN is enabled, firewall policies must reference the SD-WAN interface or SD-WAN zone as the
outgoing interface. If no such policy exists, traffic will not be forwarded and SD-WAN rules will never be evaluated.

Why the other options are incorrect:

Security profiles (Option A) are optional and relate to inspection, not SD-WAN steering.

Overlay links (Option C) are used in specific designs such as ADVPN or hub-and-spoke overlays, but SD-WAN can steer traffic
without overlays (for example, DIA-only designs).

Traffic shaping (Option D) is not required for SD-WAN decision-making; it is an optional optimization feature.

Therefore, the two required features that must be configured before FortiGate can steer traffic according to SD-WAN rules are
underlay links and firewall policies, which correspond to B and E.

NEW QUESTION # 76

You configured an SD-WAN rule with the best quality strategy and selected the predefined health check, Default FortiGuard, to
check the link performances against FortiGuard servers.

For the quality criteria, you selected Custom-profile- 1.

Which factors does FortiGate use, and in which order. to determine the link that it should use to steer the traffic?

A. Latency - Member configuration order - Link cost threshold

B. Links that meet the SLA targets - Member configuration order - Member local cost
C. Latency - Jitter - Packet loss - Bibandwidth - Member configuration order

D. Link quality index - Member configuration order - Link cost threshold

Answer: D

Explanation:
FortiGate determines the member with the best quality using three factors: member configuration order, the link-cost-threshold
setting, and the value of the metric measured for the member.

NEW QUESTION # 77
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