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Fortinet NSE 5 - FortiSIEM 6.3 Sample Questions (Q33-Q38):

NEW QUESTION # 33
If FortiSIEM supervisor is deployed with the worker using the proprietary flat file database, which action is required?

A. A separate network interface must be used for the storage network
B. An event database nust be placed on NFS

C. A FortiSIEM service provider license must be obtained

D. Collectors must be deployed

Answer: B
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NEW QUESTION # 34
Refer to the exhibits.

FENoNTEance Cvenis

PH_DEV_MON_CPU_UTIL Events from Server Devices

E ras ! au ! - !
2 Barvar A Brwad A Srven A
w CPU=90 CPU=90 CPU=95
(& ] LY (R JEEK
&
t{f A ! A ! A !
5 B @ Twrvee @ Serves B
= CPU=TD CPU=50 CPU=60
w 2323 1222 1233
: ===RTINET
0] 10'minute window TIME

Server A Properias

CMDB > Devices > Server A > Edil > Properlies

Edit Device

mmary Contadl Iniedlacm Properties Parer

Device ToCMDBALtr{Host IP : Server CPU Util Critical Threshold)

L e CERY T FIERTINET

Epeiae  Pares U S i

Three events are collected over a 10-minute time period from two servers: Server A and Server B.
Based on thesettings tor the rule subpattern. how many incidents will the servers generate?

A. Server A will generate one incident and Server B will generate one incident.

B. Server B will generate one incident and Server A will not generate any incidents.

C. Server A will generate one incident and Server B will not generate any incidents.

D. Server A will not generate any incidents and Server B will not generate any incidents.

Answer: C

Explanation:

Event Collection Overview: The exhibits show three events collected over a 10-minute period from two servers, Server A and
Server B.

Rule Subpattern Settings: The rule subpattern specifies two conditions:

* AVG(CPU Util) > DeviceToCMDBAttr(Host IP : Server CPU Util Critical Threshold): This checks if the average CPU utilization
exceeds the critical threshold defined for each server.

* COUNT(Matched Events) >= 2: This requires at least two matching events within the specified period.

Server A Analysis:

* Events: Three events (CPU=90, CPU=90, CPU=95).

* Average CPU Utilization: (90+90+95)/3 = 91.67, which exceeds the critical threshold of 90.

* Matched Events Count: 3, which meets the condition of being greater than or equal to 2.

* Incident Generation: Server A meets both conditions, so it generates one incident.

Server B Analysis:

* Events: Three events (CPU=70, CPU=50, CPU=60).

* Average CPU Utilization: (70+50+60)/3 = 60, which does not exceed the critical threshold of 90.

* Matched Events Count: 3, but since the average CPU utilization condition is not met, no incident is generated.

Conclusion: Based on the rule subpattern, Server A will generate one incident, and Server B will not generate any incidents.
References: FortiSIEM 6.3 User Guide, Event Correlation Rules and Incident Management sections, which explain how incidents



are generated based on rule subpatterns and event conditions.

NEW QUESTION # 35
Where must you configure rule notifications and automated remediation on FortiSIEM?

A. Notification policy

B. Email and scripting alerts
C. Response policies

D. Notification engine

Answer: C

NEW QUESTION # 36
In the advanced analytical rules engine in FortiSIEM, multiple subpatterms can be referenced using which three operation? (Choose
three.)

A.NOT

B.OR

C.ELSE

D. AND

E. FOLLOWED BY

Answer: B,D,E

NEW QUESTION # 37
In the CMDB page for a network device, the Configuration tab is unexpectedly empty. Which is a possible reason?

A. Syslog was only being sent to a worker.

B. A Telnet/SSH credential was not configured for discovery.
C. Configuration push is not enabled on the network device.
D. The SNMP credential was a read-only credential.

Answer: B

NEW QUESTION # 38
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