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HM #85
Within Cortex XSIAM, how does the integration of Attack Surface Management (ASM) provide a unified approach to security
event management that traditional SIEMs typically lack?

A. By manually correlating of ASM data with security events

B. By providing a queryable dataset of ASM data for threat hunting

C. By enriching incidents with ASM data for all internet-facing assets

D. By offering dashboards on ASM data within the management console

EfE: C

AR :

The mtegration of Attack Surface Management (ASM) in Cortex XSIAM enriches incidents with ASM data for all nternet-facing
assets, providing a unified approach to security event management. This integration helps identify and address vulnerabilities related
to external assets, offering more context and enhancing the overall security incident response. Traditional SIEMs typically lack this
level of integration with external asset visibility.

M #86
Which three Demiisto incident type features can be customized under Settings > Advanced > Incident Types?
(Choose three.)

A. Add new fields to an incident type

B. Drop new incidents of the same type that contain similar information

C. Define whether a playbook runs automatically when an incident type is encountered
D. Set reminders for an incident SLA

E. Define the way that incidents of a specific type are displayed in the system

IEf#: C. D. E

H #87
Which statement applies to the malware protection flow of the endpoint agent in Cortex XSIAM?

A. The block list is verified in the final step.

B. Local analysis always happens before a WildFire verdict check.
C. Hash comparisons come after local static analysis.

D. A tile froman allowed signer is exempt from local analysis.

Ef: C

AR

In the malware protection flow of the endpoint agent in Cortex XSIAM, hash comparisons are performed after local static analysis.
This ensures that files are first analyzed locally to determine whether they are suspicious or potentially harmfill, and then their hash is
compared against known threat intelligence to check for any known malicious files.

H #88
‘Which description applies to the features of the Cortex platformas a holistic ecosystem?


https://www.passtest.jp/PSE-Cortex-exam.html

A. Tt provides a partial security solution, leaving some steps of the security process uncovered.
B. It is solely focused on reactive security measures, neglecting proactive approaches.

C. It offers an end-to-end security solution, covering every step of security processes.

D. It primarily focuses on endpoint prevention without addressing other security aspects

Ef: C

R

The Cortex platformis designed as a holistic ecosystem that offers an end-to-end security solution, covering every step of the
security process. This includes prevention, detection, investigation, and response, integrating multiple technologies and services to
provide comprehensive protection across the entire security lifecycle.

HM #89
‘Which Cortex XDR capability prevents running malicious files from USB-connected removable equipment?

A. Agent management
B. Agent configuration
C. Restrictions profile
D. Device customization

EfE: C
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