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Fortinet NSE8 813 Exam Syllabus Topics:

Section Objectives
- End-to-end solution validation

Security Solutions Validation ¢ 1. Configuration verification
¢ 2. Policy enforcement testing

- Secure network architecture design with Fortinet solutions

Advanced Enterprise Network Security Design e 1. High availability and redundancy design
o 2. Large-scale enterprise segmentation

- Multi-product deployment scenarios

Fortinet Product Integration ¢ 1. Secure access and VPN solutions
¢ 2. FortiGate advanced configuration
¢ 3. Integration with FortiManager / FortiAnalyzer

- Incident analysis and troubleshooting

Security Operations and Troubleshooting ¢ 1. Traffic flow troubleshooting
¢ 2. Loganalysis and interpretation
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To pass the Fortinet NSE8 813 exam on the first try, candidates need Fortinet NSE 8 - Recertification Exam updated practice
material. Preparing with real NSE8 813 exam questions is one of the finest strategies for cracking the exam in one go. Students who
study with Fortinet NSE8 813 Real Questions are more prepared for the exam, increasing their chances of succeeding. Finding
original and latest NSE8 813 exam questions however, is a difficult process. Candidates require assistance finding the NSE8 813
updated questions.

Fortinet NSE 8 - Recertification Exam Sample Questions (Q194-Q199):
NEW QUESTION # 194
Refer to the exhibit.
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The exhibit shows a full-mesh topology between FortiGate and FortiSwitch devices. To deploy this configuration, two requirements
must be met:

- 20 Gbps full duplex connectivity is available between each FortiGate and the FortiSwitch devices

- The FortiGate HA must be in AP mode

Referring to the exhibit, what are two actions that will fulfill the requirements? (Choose two.)

e A. Configure the master FortiGate with one LAG and FortiLink split interface enabled on ports connected to cables A and C
and make sure the same ports are used for cables B and D on the slave.

¢ B. Configure the master FortiGate with one LAG and FortiLink split interface disabled on ports connected to cables A and C
and make sure the same ports are used for cables B and D on the slave.

e C. Configure both FortiSwitch devices as peers with ICL over cable E, create one MCLAG on ports connected to cables A
and C, and create another MCLAG on ports connected to cables B and D.

¢ D. Configure both FortiSwitch devices as peers with ISL over cable E, create one MCLAG on ports connected to cables A
and C, and create another MCLAG on ports connected to cables B and D.

Answer: B,C
NEW QUESTION # 195
Refer to the exhibit.
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Inbound Operating Mode Detection = Prevention
Outbound Operating Mode Detection @« Prevention

SYN Flood Mitigation Direction ¢ Inbound = Outbound
SYN With Payload Direction < Inbound. '« Outbound
SYN Flood Mitigation Mode + SYN Cookie © ACK Cookie © SYN Retransmission
Adaptive Mode Fixed = Adaptive

Adaptive Limit (in percentage) 200

Fz R TIIN'EMA refresh

The exhibit shows the configuration of a service protection profile (SPP) in a FortiDDoS device.
Which two statements are true about the traffic matching being inspected by this SPP? (Choose two.)

e A FortiDDoS will not send a SYN/ACK ifa SYN packet is coming from an [P address that is not in the legitimate IP (LIP)
address table.
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¢ B. Traffic that does not match any SPP policy will be inspected by this SPP.

e C. FortiDDoS will start dropping packets as soon as the traffic exceeds the configured minimum threshold.

¢ D. SYN packets with payloads will be dropped.

Answer:

B,D

NEW QUESTION # 196

A company wants to protect against Denial of Service attacks and has launched a new project.
They want to block the attacks that go above a certain threshold and for some others they are just trying to get a baseline of activity

for those types of attacks so they are letting the traffic pass through without action.
Given the following;
- The mterface to the Internet is on WANI.

- There is no requirement to specify which addresses are being

protected or protected from

- The protection is to extend to all services.

- The tcp_syn flood attacks are to be recorded and blocked.

- The udp flood attacks are to be recorded but not blocked.

- The tcp_syn flood attack's threshold is to be changed from the
default to 1000.
The exhibit shows the current DoS-policy.

‘Which policy will implement the project requirements?

M\ Exhibit

config firewall DoS-policy
edit 1
met mtatums dimable
mset interface "wanl”™
set service "ALL_TCP"™ "ALL UDF"™
config anomaly

.-
edit ‘*tcp"syn_fluaf
set threshold 200

onng Drewall
edit 1

set

set

set

set

set

next
edit "udp flood™

set threshold 2000
next

(3 Close] |

Uos-poLllcy

statos enable
interface “wanl”
srcaddr “all"
dstaddr “all®
service “ALL TCP” “ALL UDP”
config anomaly
edit-“tcp_syn flood”
set status enable
set action block
set threshold 1000
next
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end

set status enable

set log enable

set threshold 2000
next



config firewall DoS-policy
edit 1

set status enable

set interface "“wanl”

set srcaddr “all"”

set dstaddr “all”

set service “ALL TCP” “ALL UDP”

config ancmaly -
edit “tcp.ayn flood"”

set status enable
set log enable

F:RTINET set action block
set threshold 1000
next
edit “udp flood"
set status enable
set log enable
set threshold 2000
next
e B. end
confly firewall DoS-policy
edit 1
&t status enable
set interface “wanlF:I:RATINET
sat srcaddr "all”
set dstaddr “all”
sat service “ALL TCPf “ALL DR
confiy anomaly
editn"ecp_syn_flood”
set status enable
set log enable
set action block
set threshold 1000
next
edit "udp_food”
sat log enable
set status enable
sat action bleck
set threshold 1000

e C.  ona e
config firewall DoS-policy
edit 1
set status enable
set interface “wanl”
set srcaddr “all”
set dstaddr “all”
set service “ALL_TCE™ “ALL UDP"
config anomaly
edit "tcp _syn flood”
set status enable
set log enable
set action block
set threshold 1000
next
edit “udp flood”
set status enable
set log enable
set threshold 1000
next
e D end =RTINET
Answer: B
NEW QUESTION # 197

Refer to the exhibit, which shows a VPN topology.



&; 10.1.100.40 192.168.4.50 y ‘

The device IP 10.1.100.40 downloads a file from the FTP server IP 192.168.4.50.
Referring to the exhibit, what will be the traffic flow behavior if ADVPN is configured in this environment?

¢ A. Spokel will establish an ADVPN shortcut to Spoke2

¢ B. ADVPN is not supported when spokes are behind NAT
e C. Allthe session traffic will pass through the Hub

e D. The TCP port 21 must be allowed on the NAT Device2

Answer: A

Explanation:
https:/docs.fortinet.com/document/fortigate/7.2. 5/administration- guide/448665/udp-hole- punching-for-spokes-behind-nat

NEW QUESTION # 198
Your marketing department uncompressed and executed a file that the whole department received using Skype.
Reviewing the exhibit, which two details do you determine firim your nitial analysis if the payload?
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A. The payload contains strings that the malware is monitoring to harvest credentials.

B. This threat payload is uploading private user videos which are then used to extort Bitcoin payments.

C. This is a type of Trojan that will download and pirate movies using your Netflix credentials.

D. This type of threat of a DDoS attack using instant messaging to send e-mails to further spread the infection.

Answer: A



NEW QUESTION # 199
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