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Cisco Implementing Cisco Application Centric Infrastructure Sample
Questions (Q362-Q367):

NEW QUESTION # 362

An SNMP monitoring service is added to a Cisco ACI fabric. The solution must meet these requirements:
- The notification must be generated when significant events occur

during hardware-related events.

- The notification system must be redundant by using multiple servers

to receive the notifications.

Which set of actions meets these requirements?

e A. Configure an SNMP policy with community policies in the Tenant section of the common tenant.
Link the SNMP policy to the common tenant in the Monitoring Policies section under the Fabric tab.
¢ B. Configure an SNMP Monitoring Destination Group.
Define an SNMP source by using the previously defined group in the Access Policies section under the Fabric tab.
e C. Define an SNMP policy with community policies in the Fabric Policies section under the Fabric tab.
Implement an SNMP Client Group Profile.
e D. Implement an SNMP Monitoring Destination Group.
Associate the SNMP policy to the desired pod in the Pod Policies section under the Fabric tab.
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Answer: D

Explanation:
Define snmp destination groups under admin tab, and then go to fabric policies tab and create snmp policy and attach it to pod
policy group.

NEW QUESTION # 363
Refer to the exhibit.
Create Subnet og

Gateway IP: 10.1.1.1/24

Treat as virtual IP address: []
Make this IP address primary: []
Scope: [¥] Private to VRF
[ Advertised Externally
[ shared betweep VRF$
Description: optional

Subnet Control: [ J.N&JDefault SVI Gateway
Querier IP
L3 Out for Route Rrafite: select a value

Route Profile: select a value

n | iy

Refer to the exhibit. An engineer configures commumnication between the EPGs i different tenants. Which action should be taken to
create the subnet?

A. Change Scope to Shared between VRFs.
B. Change Scope to Advertised Externally.
C. Leave Scope set to Private to VRF.

D. Add the L3Out for Route Profile value.

Answer: A

Explanation:

To configure communication between the EPGs in different tenants, the subnet scope should be set to "Shared between VRFs". This
allows the subnet to be shared across different VRFs, enabling communication between EPGs that are in different tenants but within
the same VRF. By marking the subnet as shared, it becomes visible to other VRFs, which is necessary for inter-tenant
commnumnicationl.

Reference:

Learning ACI - Part 12: Inter- VRF and Inter-Tenant Communication

NEW QUESTION # 364

A Cisco ACI fabric is integrated with a Cisco ASA firewall using a service graph under the tenant called Operations. The fabric
must permit the firewall used on tenant Operations to be referenced by the tenant called Management. Which export action must be
used to accomplish this goal?



A. router configurations

B. service graph template
C. Layer4-Layer7 device
D. device selection policies

Answer: C

Explanation:
L4-L7 device can't be referenced fiom other tenants. If you want to share an L4-L7 device with other tenants, you need to export
the LA-L7 device to other tenants. It will appear as an imported device in the other tenants.

NEW QUESTION # 365

The existing network and ACI fabric have been connected to support workload migration. Servers will physically terminate at the
Cisco ACI, but their gateway must stay in the existing network. The solution needs to adhere to Cisco's best practices. The engineer
started configuring the relevant Bridge Domain and needs to complete the configuration. Which group of settings are required to
meet these requirements?

¢ A. L2 Unknown Unicast: Flood
L3 Unknown Multicast Flooding: Flood
Multi Destination Flooding: Flood in BD
ARP Flooding: Enable
e B. 1.2 Unknown Unicast: Hardware Proxy
L3 Unknown Multicast Flooding: Flood
Multi Destination Flooding: Flood in BD
ARP Flooding: Enable
e C. L2 Unknown Unicast: Flood
L3 Unknown Multicast Flooding; Optimize Flood
Multi Destination Flooding: Flood in BD
ARP Flooding; Disable
e D. [2 Unknown Unicast: Hardware Proxy
L3 Unknown Multicast Flooding: Optimize Flood
Multi Destination Flooding: Flood in BD
ARP Flooding; Disable

Answer: A

Explanation:
httpss//www.cisco.comvc/en/us/td/docs/switches/datacenter/acvapic/sw/migration guides/migrating_existing networks to_aci.html
Default Gateway Migration Considerations
The default gateway used by the workloads to establish communication outside their IP subnet is initially maintained
in the Brownfield network; this implies that the ACI fabrie initially provides only Layer 2 services for devices part of

EPG1, and the workloads already;migrated to the ACI fabric send traffic to the Brownfield network when they need
to communicate with devices external to their IP.subnet (shown in the following diagram).
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NEW QUESTION # 366

An application team tells the Cisco ACI network administrator that it wants to monitor the statistics of the unicast and BUM traftic
that are seen in a certain EPG. Which statement describes the collection statistics?

A. The collection of statistics is enabled on the EPG level by enabling the statistics for unicast and BUM traffic.

B. AllEPGs in the Cisco ACI tenant object must be enabled for statistics to be collected.

C. EPG statistics can be collected only for VMM domains. Ifa physical domain exists, statistics are not collected.

D. Cisco ACI does not capture statistics at the EPG level. Only statistics that pass through ACI contracts can be monitored.

Answer: A

Explanation:
https//www.cisco.comy/c/en/us/td/docs/switches/datacenter/aci/apic/sw/1-
x/Operating ACl/guide/b_Cisco Operatmg_ACI/b C]SCO  Operating ACI_chapter 0101 1.html

EPG Level Statistics

The application owner would like to be able to monitor network-related, infertnation for their application, such as the aggregate amount of traffic to
a specific tier. As an example, we will monitor the amount of traffig.te the web tier of a given application. In this example, the default monitoring
policies are appropriate, and they are simply extracting themrfrom the system to be consumed externally. This information is useful in scenarios
such as a new release being pushed, and to make sur& that no traffic anomalies are created after the push

NEW QUESTION # 367
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