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H #92

A C3PAO Assessment Team is conductinga CMMC Level 2 assessment. During the assessment, the OSC provides evidence that
a practice is partially implemented, with plans to complete it within a month. The practice is not eligible for the Limited Practice
Deficiency Correction Program. How should the Lead Assessor score this practice?

A. Score it as "PARTIALLY MET" and include it in a POA&M.

B. Score it as "NOT MET" since it is not fully implemented and is ineligible for deficiency correction.
C. Defer scoring until the OSC completes the implementation.

D. Score it as "MET" since the OSC has a plan to complete it soon.

IEf#: B

R -

Comprehensive and Detailed in Depth Explanation:

The CAP requires full implementation for a MET score, and ineligible practices cannot be deferred or partially scored (Option B).
Options A, C, and D violate CAP scoring rules.

Extract from Official Document (CAP v1.0):

* Section 2.5 - Scoring (pg. 30):"Practices not fully implemented and ineligible for deficiency correction must be scored NOT
MET." References:

CMMC Assessmment Process (CAP) v1.0, Section 2.5.

HF#93

A defense contractor retains your services to assess their information systems for CMMC compliance, particularly configuration
management. The contractor uses CFEngine 3 for automated configuration and maintenance of its computer systems and networks.
While chatting with the network's system admins, you realize they have deployed a modern compliance checking andmonitoring tool.
However, when examining their configuration management policy, you notice the contractor uses different security configurations
than those recommended by product vendors. The system administrator informs you they do this to meet the minimum configuration
baselines required to achieve compliance and align with organizational policy. When examining the contractor's security configuration
checklists, which of the following parameters are you not likely to find?

¢ A Protocol usage and application allowlisting

¢ B. File and directory permissions

e (. The contractor's assessment readiness status
¢ D. Network configuration and port management

EfE: C

A -

Comprehensive and Detailed In-Depth Explanation:

CM.L2-3.4.2 mvolves "enforcing security configuration settings." Checklists typically include technical parameters like permissions
(B), protocols (C), and network settings (D), per CMMC guidance. Assessiment readiness status (A) is an administrative metric, not
a config setting, and belongs in a CA-RR checklist, not security configs.

Extract from Official CMMC Documentation:



* CMMC Assessment Guide Level 2 (v2.0), CM.L2-3.4.2: "Checklists include permissions, protocols, network settings; readiness
status separate.”

* NIST SP 800-171A, 3.4.2: "Examine technical config parameters."

Resources:

* httpsz/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf

H #94
During a CMMC assessirent, the OSC's PoC asks the Lead Assessor if they can skip the daily checkpoint meetings to save time,
promising to provide all evidence upfront. What should the Lead Assessor do?

A. Consult with the C3PAO to determine if the meetings can be waived.

B. Explain that daily checkpoint meetings are a required part of the CMMC Assessment Process and cannot be skipped.
C. Agree to skip the meetings if all evidence is provided upfront.

D. Allow skipping the meetings but require written updates instead.

Ef#: B

A -

Comprehensive and Detailed in Depth Explanation:

The CAP mandates daily checkpoint meetings, making Option B correct. Options A, C, and D violate this requirerment.
Extract from Official Document (CAP v1.0):

* Section 2.3 - Daily Checkpoint Meetings (pg. 27):"Daily checkpoint meetings are a required component of the CMMC
assessment process." References:

CMMC Assessment Process (CAP) v1.0, Section 2.3.

B #95

A CCA is conducting an interview with an OSC system administrator who admits that a required practice is not implemented
because "we don't have the budget for it this year." The CCA notes this in their findings.

What principle of the CoPC does the CCA uphold by documenting this statement without offering advice?

A. Confidentiality

B. Objectivity

C. Professionalism

D. Information Integrity

IEf#: B

fiR .-

Comprehensive and Detailed in Depth Explanation:

Documenting without advising upholds Objectivity (Option C), avoiding bias or consulting, Options A, B, and D are not directly
relevant here.

Extract from Official Document (CoPC):

* Paragraph 2.2 - Objectivity (pg. 5):'Maintain objectivity by documenting findings without offering advice or recommendations."
References:

CMMC Code of Professional Conduct, Paragraph 2.2.

H #96

A wulnerability scan on a defense contractor's system identifies a critical security flaw in a legacy database application that stores
CUL Remediating the flaw would require a complete overhaul of the application, causing significant downtime and potentially
disrupting critical business fimctions. Given the potential consequences of remediation, the contractor is considering deferring the fix.
Which course of action best aligns with the guidance of CMMC practice RA.L2-3.11.3 - Vulnerability Remediation?

A. Tmplement compensating controls to reduce the associated risk

B. Permanently disregard the vulnerability and take no further action

C. Immediately contract a third party to assist with remediation

D. Document the risk acceptance rationale and continue monitoring the risk firom the vulnerability



IEf#: D

A -

Comprehensive and Detailed In-Depth Explanation:

RA.L2-3.11.3 requires "remediating vulnerabilities in accordance with risk assessments." If remediation isn't feasible, the practice
allows risk acceptance with documentation and ongoing monitoring, balancing operational needs and security. Ignoring the
vulnerability (C) violates the practice, while third-party help (A) or compensating controls (D) may not be immediately practical. The
CMMC guide supports risk-based decisions with proper documentation.

Extract from Official CMMC Documentation:

* CMMC Assessment Guide Level 2 (v2.0), RA.L2-3.11.3: "Document risk acceptance and monitor unremediated vulnerabilities."
* NIST SP 800-171A, 3.11.3: "Examine risk acceptance rationale and monitoring plans." Resources:

* httpsr/dodcio.defense.gov/Portals/0/Documents/CMMC/AG _Level2 MasterV2.

0 FINAL 202112016 _508.pdf
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