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(Q113-Q118):
NEW QUESTION # 113 
Which session attribute helps prevent session hijacking?

A. All of the above
B. Secure flag
C. SameSite flag
D. HttpOnly flag

Answer: A

NEW QUESTION # 114 
What common configuration errors can expose sensitive data? (Choose two)

A. Storing sensitive data in plaintext
B. Using outdated SSL/TLS protocols
C. Implementing secure authentication mechanisms
D. Enabling the SameSite attribute for cookies

Answer: A,B

NEW QUESTION # 115 
During a penetration test, you discover that a login form is vulnerable to SQL injection. Which payload could you use to bypass
authentication?

A. <script>alert('XSS')</script>
B. <img src=x onerror=alert(1)>
C. ' OR '1'='1
D. ../../etc/passwd

Answer: C

NEW QUESTION # 116 
You discover that a web application stores passwords in plaintext. What is the recommended remediation?

A. Disable user authentication
B. Increase session timeout duration
C. Implement hashed and salted storage for passwords
D. Encrypt all HTTP traffic

Answer: C

NEW QUESTION # 117 
What is the primary goal of configuration testing in web applications?

A. Optimizing application performance
B. Exploiting vulnerabilities in user inputs
C. Testing for SQL injection vulnerabilities
D. Identifying security misconfigurations in the application environment

Answer: D

NEW QUESTION # 118
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