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Microsoft Cybersecurity Architect Sample Questions (Q214-Q219):
NEW QUESTION # 214 
You have an Azure subscription that has Microsoft Defender for Cloud enabled. You need to enforce ISO
2700V2013 standards for the subscription. The solution must ensure that noncompliant resources are remediated automatically
What should you use?

A. Azure role-based access control (Azure RBAC)
B. the regulatory compliance dashboard in Defender for Cloud
C. Azure Blueprints
D. Azure Policy

Answer: D

Explanation:
https://azure.microsoft.com/en-us/blog/simplifying-your-environment-setup-while-meeting-compliance-needs- with-built-in-azure-
blueprints/

NEW QUESTION # 215 
You have to Azure subscriptions that contain 100 role-based access control (RBAC) role assignments.
You plan to consolidate the role assignments.
You need to recommend a solution to identify which role assignments were NOT used during the last 90 days. The solution must
minimize administrative effort.
What should you include in the recommendation?

A. Microsoft Defender for Cloud
B. Microsoft Entra Permissions Management
C. Microsoft Entra access reviews
D. Microsoft Entra Privileged Identity Management (PIM)

Answer: B

NEW QUESTION # 216 
You are designing the security standards for a new Azure environment.
You need to design a privileged identity strategy based on the Zero Trust model.
Which framework should you follow to create the design?

A. Rapid Modernization Plan (RaMP)
B. Enhanced Security Admin Environment (ESAE)
C. Microsoft Operational Security Assurance (OSA)
D. Microsoft Security Development Lifecycle (SDL)

Answer: B

NEW QUESTION # 217 
You have an Azure SQL database named DB1 that contains customer information.
A team of database administrators has full access to DB1.
To address customer inquiries, operators in the customer service department use a custom web app named App1 to view the
customer information.
You need to design a security strategy for D81. The solution must meet the following requirements:

https://www.troytecdumps.com/SC-100-troytec-exam-dumps.html


* When the database administrators access DB1 by using SQL management tools, they must be prevented from viewing the content
of the Credit Card attribute of each customer record.
* When the operators view customer records in App1, they must view only the last four digits of the Credit Card attribute.
What should you include in the design? To answer, select the appropriate options in the answer are a. NOTE: Each correct selection
is worth one point.

Answer:

Explanation:

NEW QUESTION # 218 
Hotspot Question
You have three Microsoft Entra tenants named Tenant1, Tenant2, and Tenant3.
You have three Azure subscriptions named Sub1, Sub2, and Sub3. Each tenant is associated with multiple Azure subscriptions.
Each subscription contains a single Microsoft Sentinel workspace as shown in the following table.
You need to recommend a solution that meets the following requirements:
- Ensures that the users in Tenant1 can manage the resources in Sub2
and Sub3 without having to switch subscriptions or sign in to a
different tenant.
- Implements multiple workspace view for Sentinel2 and Sentinel3.
What should you use to delegate permissions, and which Microsoft Sentinel feature will users be able to manage in multiple
workspace view? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

Answer:

Explanation:
Explanation:
Box 1: Azure Lighthouse
Delegate permissions by using
You can manage workspaces across tenants using Azure Lighthouse.
In many scenarios, the different Microsoft Sentinel workspaces can be located in different Microsoft Entra tenants. You can use
Azure Lighthouse to extend all cross-workspace activities across tenant boundaries, allowing users in your managing tenant to work
on Microsoft Sentinel workspaces across all tenants.
Once Azure Lighthouse is onboarded, use the directory + subscription selector on the Azure portal to select all the subscriptions
containing workspaces you want to manage, in order to ensure that they'll all be available in the different workspace selectors in the
portal.
When using Azure Lighthouse, it's recommended to create a group for each Microsoft Sentinel role and delegate permissions from
each tenant to those groups.
Box 2: Workbooks
Microsoft Sentinel feature
Use cross-workspace workbooks
Workbooks provide dashboards and apps to Microsoft Sentinel. When working with multiple workspaces, workbooks provide
monitoring and actions across workspaces.
Note: Extend Microsoft Sentinel across workspaces and tenants
When you onboard Microsoft Sentinel, your first step is to select your Log Analytics workspace.
While you can get the full benefit of the Microsoft Sentinel experience with a single workspace, in some cases, you might want to
extend your workspace to query and analyze your data across workspaces and tenants.
Reference:
https://learn.microsoft.com/en-us/azure/sentinel/extend-sentinel-across-workspaces-tenants
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