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Palo Alto Networks Certified Network Security Engineer Exam Sample
Questions (Q70-Q75):
NEW QUESTION # 70 
Which option enables a Palo Alto Networks NGFW administrator to schedule Application and Threat updates while applying only
new content-IDs to traffic?

A. Select disable application updates and select "Install only Threat updates"
B. Select download-and-install.
C. Select download-only.
D. Select download-and-install, with "Disable new apps in content update" selected.

Answer: C

NEW QUESTION # 71 
Which feature must you configure to prevent users form accidentally submitting their corporate credentials to a phishing website?

A. URL Filtering profile
B. Zone Protection profile
C. Vulnerability Protection profile
D. Anti-Spyware profile

Answer: A

Explanation:
Reference: https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/threat- prevention/prevent-credential-phishing

NEW QUESTION # 72 
The IT department has received complaints abou VoIP call jitter when the sales staff is making or receiving calls. QoS is enabled on
all firewall interfaces, but there is no QoS policy written in the rulebase. The IT manager wants to find out what traffic is causing the
jitter in real time when a user reports the jitter.
Which feature can be used to identify, in real time, the applications taking up the most bandwidth?

A. Applications Report
B. QoS Log
C. QoS Statistics
D. Application Command Center (ACC)

Answer: C

NEW QUESTION # 73 
What is the purpose of the firewall decryption broker?

A. inspect traffic within IPsec tunnels
B. decrypt SSL traffic and then send it as cleartext to a security chain of inspection tools.
C. reduce SSL traffic to a weaker cipher before sending it to a security chain of inspection tools.
D. force decryption of previously unknown cipher suites

Answer: B

Explanation:



https://docs.paloaltonetworks.com/pan-os/10-0/pan-os-admin/decryption/decryption- broker/decryption-broker-how-it-
works#id182QLM00OH2

NEW QUESTION # 74 
A network security engineer configured IP multicast in the virtual router to support a new application. Users in different network
segments are reporting that they are unable to access the application.
What must be enabled to allow an interface to forward multicast traffic?

A. IGMP
B. PIM
C. SSM
D. BFD

Answer: B

Explanation:
You must enable IP multicast for the virtual router, configure Protocol Independent Multicast (PIM) on the ingress and egress
interfaces, and configure Internet Group Management Protocol (IGMP) on receiver-facing interfaces.
https://docs.paloaltonetworks.com/pan-os/10-1/pan-os-networking-admin/ip-multicast/configure- ip-multicast

NEW QUESTION # 75
......
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