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HE#11
‘Which characteristic applies to solid-state drives (SSDs) compared to magnetic drives?

e A They have a lower cost per gigabyte
e B. They are generally slower
e (. They have moving parts
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e D. They are less susceptible to damage
IEf#: D

R -

Comprehensive and Detailed Explanation From Exact Extract:

Solid-state drives (SSDs) use flash memory and have no moving mechanical parts, making them more resistant to physical shock
and damage compared to magnetic drives, which rely on spinning platters.

* This resilience makes SSDs favorable in environments with higher physical risk.

* However, data recovery from SSDs can be more complex due to wear-leveling and TRIM features.

Reference:NIST and forensic hardware guides highlight SSD durability advantages over traditional magnetic storage.

H #12
How is the Windows swap file, also known as page file, used?

e A. Primarily for security

¢ B. Reserved for system files
¢ C. Augments the RAM

¢ D. Replaces bad sectors

EfE: C

A -

Comprehensive and Detailed Explanation From Exact Extract:

The Windows swap file, or page file, is a system file used to extend physical memory by storing data that cannot fit into the RAM.
When RAM is full, the OS swaps active data pages to this file, thus augmenting RAM capacity.

* It does not replace bad sectors; that fimction is for disk management utilities.

* It is not primarily for security but for memory management.

* It is not reserved exclusively for system files but is used dynamically for memory paging,

Reference:Microsoft's official documentation and forensic guides like NIST SP 800-86 describe the page file' s role in virtual
memory management and its importance in forensic analysis because it may contain fragments of memory and sensitive information.

B #13
‘Which information is included in an emmail header?

A. Sender's MAC address
B. Content-Type

C. Message-Digest

D. Number of pages

EfE: B

R

Comprehensive and Detailed Explanation From Exact Extract:

An email header contains metadata about the email including sender, receiver, routing information, and content details. TheContent-
Typeheader specifies the media type of the email body (e.g., text/plain, text/html, multipart/mixed), indicating how the email content
should be interpreted.

* Sender's MAC address is not typically included in email headers.

* Number of pages is not relevant to email metadata.

* Message-Digest is a termrelated to cryptographic hashes but is not a standard email header field.

Reference:RFC 5322 and forensic email analysis references outline that email headers contain fields likeContent-Typedescribing the
format of the message content, essential for proper parsing and forensic examination.

B #14
Which law or guideline [ists the four states a mobile device can be in when data is extracted from it?

e A, NIST SP 800-72 Guidelines
e B. Communications Assistance to Law Enforcement Act (CALEA)



¢ C. Electronic Communications Privacy Act (ECPA)
¢ D. Health Insurance Portability and Accountability Act (HIPAA)

EfE: A

R -

Comprehensive and Detailed Explanation From Exact Extract:

NIST Special Publication 800-72 provides guidelines for mobile device forensics and identifies four device states during data
extraction: active, idle, powered off; and locked. These states influence how data can be accessed and preserved.

* Understanding these states helps forensic investigators select appropriate acquisition techniques.

* NIST SP 800-72 is a key reference for mobile device forensic methodologies.

Reference:NIST SP 800-72 offers authoritative guidelines on handling mobile device data in forensic investigations.

HME #15
Which directory contains the system's configuration files on a computer running Mac OS X?

e A /var
e B./etc
o C./cfg
e D./bin

Ef#: B

A -

Comprehensive and Detailed Explanation From Exact Extract:

The/etcdirectory on Unix-based systens, including macOS, contains important system configuration files and scripts. It is the
standard location for systemrwide configuration data.

* /varcontains variable data like logs and spool files.

* /bincontains essential binary executables.

* Jcfgis not a standard directory in macOS.

This is standard Unix/Linux directory structure knowledge and is reflected in NIST and forensic references for macOS.
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