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PCI SSC Qualified Security Assessor V4 Exam Sample Questions (Q60-Q65):

NEW QUESTION # 60
Which of the following statements is true whenever a cryptographic key is retired and replaced with a new key?

e A Alldata encrypted under the retired key must be securely destroyed.
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¢ B. Cryptographic key components from the retired key must be retained for 3 months before disposal.
¢ C. A new key custodian must be assigned.
¢ D. The retired key must not be used for encryption operations.

Answer: D

Explanation:

When a cryptographic key is retired and replaced, it is essential to ensure that the retired key is no longer used for encryption
purposes to maintain the security of the cryptographic system.

* Option ACorrect. Retired keys must not be used for encryption operations to prevent potential security vulnerabilities. However,
they may be retained for decryption purposes if necessary, such as decrypting existing data encrypted under the retired key.

* Option BiIncorrect. PCI DSS does not specify a mandatory retention period for retired cryptographic key components before
disposal. Retention periods should align with the entity's data retention policies and legal requirements.

* Option C:Incorrect. Assigning a new key custodian is not a mandatory requirement upon key retirement and replacement, though
proper key management practices should ensure that custodianship is clearly defined and documented.

* Option DiIncorrect. While data encrypted under a retired key should be re-encrypted with the new key or securely managed, PCI
DSS does not mandate the destruction of such data solely due to key retirement.

For more information on cryptographic key management practices, refer toRequirement 3: Protect Stored Account Datain thePCI
DSS v4.0.1document. Wikipedia

NEW QUESTION # 61
Which of the following meets the definition of "quarterly" as indicated in the description of timeframes used in PCI DSS
requirements?

A. At least once every 95-97 days.
B. On the 1st of each fourth month.
C. On the 15th of each third month.
D. Occurring at some point in each quarter of a year.

Answer: D

Explanation:

According toSection 7 - Description of Timeframes Used in PCI DSS Requirements, the PCI DSS defines

"quarterly" as:

"An activity performed once per calendar quarter (i.e., one time in each three-month period), or as close as reasonably possible to
the calendar quarter."

* Option A#Correct. This aligns precisely with PCI DSS's definition -once in each three-month calendar quarter.

* Option B#Incorrect. PCI DSS doesnotdefine quarterly by a fixed number of days.

* Option C & D#ncorrect. Specific dates or months are not prescribed.

NEW QUESTION # 62
What process is required by PCI DSS for protecting card-reading devices at the point-of-sale?

A. Devices are physically destroyed if there is suspicion of compromise.

B. Device identifiers and security labels are periodically replaced.

C. The serial number of each device is periodically verified with the device manufacturer.
D. Devices are periodically inspected to detect unauthorized card skimmers.

Answer: D

Explanation:

Requirement9.9.20f PCI DSS v4.0.1 mandates that entitiesregularly inspect POS devicesto detect signs of tampering or skimming,
This includes physical inspections to identify unexpected additions, unauthorized stickers, broken seals, etc.

* Option A:Correct. Regular inspection for skimming/tampering is required.

* Option Bincorrect. There is no mandate for manufacturer serial number verification.

* Option C:Incorrect. PCI DSS does not require routine replacement of device identifiers or labels.

* Option DiIncorrect. Devices may be investigated if compromised, but not necessarily destroyed.



NEW QUESTION # 63
Which statement is true regarding the use of intrusion detection techniques, such as intrusion detection systerns and/or intrusion
protection systerms (IDS/IPS)?

A. Intrusion detection techniques are required to identify all instances of cardholder data.

B. Intrusion detection techniques are required to isolate systens in the cardholder data environment from all other systers.
C. Intrusion detection techniques are required to alert personnel of suspected compromises.

D. Intrusion detection techniques are required on all system components.

Answer: C

Explanation:

Requirement 11.5.1mandates that organisations deployintrusion-detection or prevention toolstomonitor traffic and generate alertsfor
suspicious activity. The goal is tonotify personnel quicklyof a possible breach.

* Option A#Incorrect. IDS/IPS isnot requiredon every component - only where it adds value.

* Option B#Correct. IDS/IPS must be configured toalert on potential compromises.

* Option C#Incorrect. Segmentation is a separate concern under Requirement 1.

* Option D#Incorrect. IDS is not for discovering cardholder data.

Reference:PCI DSS v4.0.1 - Requirement 11.5.1.

NEW QUESTION # 64
Which of the following types of events is required to be logged?

A. All access to external web sites.

B. All access to all audit trails.

C. All network transmissions.

D. All use of end-user messaging technologies.

Answer: B

Explanation:

Requirement10.2.2mandates that all access to audit trails must be logged. This ensures that any tampering, viewing, or deletion of
audit data is traceable. It supports the broader goal of maintaining audit trail integrity and accountability.

* Option A:Incorrect. PCI DSS does not require logging use of end-user messaging,

* Option Bincorrect. There's no explicit requirement to log access to external websites.

* Option C:Correct. PCI DSS mandates loggingall access to audit trailsto detect and respond to unauthorised attempts.

* Option Dincorrect. Logging all network transmissions is not feasible and not required.

Reference:PCI DSS v4.0.1 - Requirement 10.2.2.

NEW QUESTION # 65
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