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AE #115

An organization wants to make sure only known partners can invoke the organization's APIs. To achieve this security goal, the
organization wants to enforce a Client ID Enforcement policy in API Manager so that only registered partner applications can invoke
the organization's APIs. In what type of API implementation does MuleSoft recommend adding an API proxy to enforce the Client
ID Enforcement policy, rather than embedding the policy directly in the application's JVM?

A. A Non-Mule application

B. A Mule 3 application using APIkit

C. A Mule 3 or Mule 4 application modified with custom Java code
D. A Mule 4 application with an API specification

HE: A

Y.

Correct Answe 1: A Non-Mule application
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>> All type of Mule applications (Mule 3/ Mule 4/ with APIkit/ with Custom Java Code etc) running on Mule Runtimes support the
Embedded Policy Enforcement on them

>> The only option that cannot have or does not support embedded policy enforcement and must have API Proxy is for Non-Mule
Applications.

So, Non-Mule application is the right answer.

EE #1106

An organization wants to create a Center for Enablement (C4E). The IT director schedules a series of meetings with IT senior
managers.

‘What should be on the agenda of'the first meeting?

A. Define C4E objectives, mission statement, guiding principles, a

B. Explore API monetization options based on identified use cases through MuleSoft

C. A walk through of common-services best practices for logging, auditing, exception handling, caching, security via policy,
and rate limiting/throttling via policy

D. Specify operating model for the MuleSoft Integrations division

HE. A

LR

In the initial meeting for establishing a Center for Enablement (C4E), it's essential to lay the foundational vision, objectives, and
guiding principles for the team. Here's why this is crucial:

Clear Vision and Mission:

Defining the mission statement and objectives at the start ensures alignment within the organization and clarifies the C4E's role in
supporting API-led development and integration practices.

Guiding Principles:

Establishing guiding principles will help the C4E maintain consistent practices and strategies across projects. This serves as a
framework for decisions and fosters shared understanding among IT leaders and stakeholders.

of Correct Answer (A):

By prioritizing the C4E's objectives and mission, the organization builds a solid foundation, paving the way for subsequent meetings
focused on technical standards, processes, and operating models.

of Incorrect Options:

Option B (API monetization) and Option C (common services best practices) are specific topics better suited for later discussions.
Option D (specifying the operating model) is an important step but typically follows the establishment of the CAE's objectives and
vision.

Reference

For more on C4E objectives and foundational setup, refer to MuleSoft's documentation on establishing a C4E and the roles and
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mission statements recommended for such mnitiatives.

AE#117

A company is using an on-prem cluster in the data center as a runtime plane and MuleSoft-hosted control plane.

How can the company monitor the detailed performance metrics on the Mule applications deployed to the cluster from the control
plane?

¢ A The settings of the Monitoring section in the control plane must be updated to enable detailed logging on the metrics to be
captured

¢ B. Due to the potential performance impact on the runtime nodes, the Monitoring agent should be installed on a separate
server

¢ (. Monitoring Agent must be installed on each node in the cluster

¢ D. There is no action needed as the on-prem runtime automatically sends the performance data to the control plane

HE: C

dE:

Monttoring On-Premise Mule Applications:

For Mule applications deployed on an on-premises cluster, monitoring detailed performance metrics requires communication with
the MuleSoft-hosted control plane. The control plane, when used with on-premises runtimes, relies on Anypoint Monitoring and
requires a Monitoring Agent to gather and send detailed performance metrics.

Setting Up Monitoring:

To enable detailed metrics, the Monitoring Agent must be installed on each node i the cluster where Mule applications are
deployed. This agent collects data on memory usage, CPU load, response times, and other metrics, and sends it to the control plane
for aggregation and visualization.

Evaluating the Options:

Option A: Updating settings in the control plane alone does not enable detailed monitoring; the agent must be installed on each node
to capture detailed metrics.

Option B (Correct Answer): Installing the Monitoring Agent on each node ensures that each runtime node in the cluster can send its
metrics to the control plane, enabling detailed monitoring,

Option C: Installing the agent on a separate server would not be effective, as each node in the cluster needs to independently report
its metrics to ensure full visibility.

Option D: The on-prem runtime does not automatically send detailed metrics to the control plane without the Monitoring Agent
mstalled.

Conclusion:

Option B is the correct answer, as installing the Monitoring Agent on each node is essential for detailed performance monitoring of
on-prem applications in a cluster.

Refer to MuleSoft's documentation on configuring Anypoint Monitoring for on-premises deployments and using the Monitoring
Agent.

A2 #118
The application network is recomposable: it is built for change because it "bends but does not break”

e A FALSE
e B. TRUE

He:. B
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>> Application Network is a disposable architecture.

>> Which means, it can be altered without disturbing entire architecture and its components.
>> [t bends as per requirements or design changes but does not break

AE#119
A company stores financial transaction data in two legacy systers. For each legacy system, a separate, dedicated System API
(SAPI) exposes data for that legacy system. A Process API (PAPI) merges the data retrieved fromail of the System APIs into a



common format. Several API clients call the PAPI through its public domain name.

The company now wants to expose a subset of financial data to a newly developed mobile application that uses a different Bounded
Context Data Model. The company wants to follow MuleSoft's best practices for building out an effective application network.
Following MuleSoft's best practices, how can the company expose financial data needed by the mobile application in a way that
minimizes the impact on the currently running API clients, AP implementations, and support asset reuse?

¢ A. Add two new Experience APIs (EAPI-iand EAPI-2}.
Add Mobile PAPI-2 to expose the Intended subset of financial data as requested.
Both PAPIs access the Legacy Systens via SAPI-1 and SAP]-2.
¢ B. Add two new Experience APIs (EAPI-iand EAPI-2}.
Add Mobile PAPI-2 to expose the Intended subset of financial data as requested.
Both PAPIs access the Legacy Systens via SAPI-1 and SAP]-2.
e C. Create a new mobile Experince API (EAPI) chat exposes that subset of PAPI endpoints.
Add transformtion login to the mobile Experince API implementation to make mobile data compatible with the required
PAPIs.
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¢ D. Develop and deploy is new PAPI implementation with data transformation and ... login to support this required endpoints
of both mobile and web clients.
Deploy an API Proxy with an endpoint from API Manager that redirect the existing PAPI endpoints to the new PAPL

He: B

ME.

To achieve the goal of exposing financial data to a new mobile application while following MuleSoft's best practices, the company
should follow an API-led connectivity approach. This approach ensures minimal disruption to existing clients, maximizes reusability,
and respects the separation of concerns across API layers.

of Solution:

Experience APIs for Client-Specific Requirements:

Create two new Experience APIs (EAPI-1 and EAPI-2) for the mobile application, tailored to meet the specific data and format
requirements of the mobile application. These APIs encapsulate the client-specific needs and provide a custom interface without
impacting other clients.

Process API Layer for Data Transformation:

By adding Mobile PAPI-2, we allow the mobile application to access the required subset of data, formatted according to the mobile
application's requirements. This approach ensures that data transformation and aggregation are handled in the Process layer,
maintaining consistency and reusability across different applications.

Reuse of System APIs:



Both the new Mobile PAPI-2 and existing PAPI-1 access data from System APIs (SAPI-1 and SAPI-2), which continue to expose
data from each legacy system in a consistent, reusable manner. This avoids duplicating logic and ensures that data access remains
centralized and manageable.

Why Option A is Correct:

Option A aligns with MuleSoft's best practices by isolating client-specific requirements in the Experience layer, utilizing Process APIs
for data orchestration and transformation, and maintaining reusable System APIs for backend access.

This approach also ensures that the current API clients are not impacted, as new clients (e.g., the mobile app) interact with newly
defined Experience APIs without modifying the existing API setup.

of Incorrect Options:

Option B: This option seens similar but lacks clarity on the separation of mobile-specific requirements and does not explicitly
mention data transformation, which is essential in this scenario.

Option C: Creating a single mobile Experience API that exposes a subset of PAPI endpoints directly adds unnecessary complexity
and may violate the separation of concerns, as transformation logic should not be in the Experience layer.

Option D: Deploying a new PAPI and using an API Proxy to redirect existing endpoints would add unnecessary complexity, disrupt
the current API clients, and increase maintenance efforts.

Reference

For additional guidance, refer to MuleSoft documentation on API-led connectivity best practices and best practices for structuring
Experience, Process, and System APIs.
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