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NEW QUESTION # 48 
Which FortiGate log type records denied traffic events?

A. System Log
B. Event Log
C. Security Log
D. Traffic Log

Answer: D

Explanation:
Traffic Logs in FortiGate record all traffic events, including denied packets, with details like source, destination, and policy ID.
Security Logs (B) cover UTM events, Event Logs (C) system events, and System Logs (D) hardware or system status, not
specifically denied traffic. Exact extract: "Traffic Logs record all packet activity, including allowed and denied traffic, with details
such as source/destination IPs, ports, and the firewall policy applied."

NEW QUESTION # 49 
Which statement is true about IPsec VPNs and SSL VPNs?

A. Both SSL VPNs and IPsec VPNs are standard protocols
B. SSL VPN creates a HTTPS connection. IPsec does not
C. Either a SSL VPN or an IPsec VPN can be established between an end-user workstation and a FortiGate device
D. All of the above

Answer: D

Explanation:
Both SSL VPN and IPsec VPN are standard protocols supported by FortiGate devices for secure remote access. SSL VPN
typically uses HTTPS (TCP port 443) for encrypted communication, while IPsec uses protocols like IKE and ESP. Both can be
configured between an end-user workstation (e.g., via FortiClient) and a FortiGate device, supporting various authentication
methods. All options are correct, making D the correct answer. Exact extract: "SSL VPN technology uses the standard SSL/TLS
protocol to provide a secure connection to the FortiGate unit. The FortiGate SSL VPN can be configured to use HTTPS..." and
"IPsec VPNs use standardized protocols like IKE and ESP to create secure tunnels... FortiClient supports both IPsec and SSL
VPN connections to FortiGate devices for remote access."

NEW QUESTION # 50 
Which of the following are request methods in HTTP?

A. RETR
B. HEAD
C. GET
D. LIST

Answer: B,C

Explanation:
HTTP defines standard request methods, including GET (retrieve a resource) and HEAD (retrieve headers only). LIST and RETR
are not standard HTTP methods; RETR is used in FTP, and LIST is not a recognized method in either protocol. The original
document incorrectly lists only A, omitting C. Exact extract: "HTTP supports several request methods, including GET, HEAD,
POST, PUT, DELETE, etc... GET retrieves a resource, while HEAD retrieves only the headers without the body content."

NEW QUESTION # 51 
What happens when a FortiGate detects a SYN flood attack?

A. It enables proxy-based inspection
B. It applies rate limiting to SYN packets
C. It drops all incoming packets
D. It redirects traffic to a backup gateway



Answer: B

Explanation:
When FortiGate detects a SYN flood attack, it applies rate limiting to SYN packets via a DoS policy, dropping excessive packets
to mitigate the attack. It does not drop all packets (A), enable proxy inspection (B), or redirect traffic (D). Exact extract: "FortiGate
mitigates SYN flood attacks using DoS policies, which apply rate limiting to SYN packets to prevent overwhelming the system."

NEW QUESTION # 52 
Which parts of the IKE protocol below are responsible for authenticating the User (username/password) of a dialup IPsec tunnel?
(Check all correct answers)

A. IKEv2 SA_INIT
B. IKEv1 phase2
C. IKEv2 EAP
D. IKEv1 phase1
E. IKEv1 Xauth

Answer: C,E

Explanation:
For user authentication in dialup IPsec, IKEv1 uses XAuth (Extended Authentication) after Phase 1 for username/password. IKEv2
uses EAP (Extensible Authentication Protocol) for similar user auth. Phase 1 and SA_INIT are for peer auth, Phase 2 for child SA
negotiation. Exact extract: XAuth increases security by requiring remote dialup client users to authenticate in a separate exchange at
the end of phase 1. IPsec IKEv2 VPNs now support certificate authentication and EAP authentication at the same time from a
dialup FortiClient. With the eap-cert-auth setting ... IPsec IKEv2 VPNs now support certificate authentication and EAP
authentication at the same time from a dialup FortiClient. IPsec IKEv1 uses XAUTH for user authentication, and IPsec IKEv2 uses
EAP for user authentication. Only EAP-TTLS is interoperable with LDAP. For LDAP based user ... In your scenario, the user
cannot authenticate by providing both a PSK and their credentials (using one of multiple EAP methods).
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