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Fortinet NSE 7 - Enterprise Firewall 7.2 Sample Questions (Q32-Q37):

NEW QUESTION # 32
Refer to the exhibit, which shows an ADVPN network.
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Which VPN phase 1 parameters must you configure on the hub for the ADVPN feature to finction? (Choose two.)

A. set auto-discovery-forwarder enable
B. set auto-discovery-receiver enable
C. set add-route enable

D. set auto-discovery-sender enable

Answer: A,B

Explanation:

For the ADVPN feature to function properly on the hub, the following phase 1 parameters must be configured:

A: set auto-discovery-forwarder enable: This enables the hub to forward shortcut information to the spokes, which is essential for
them to establish direct tunnels.

C: set auto-discovery-receiver enable: This allows the hub to receive shortcut offers from the spokes.

This information is corroborated by the Fortinet documentation, which explains that in an ADVPN setup, the hub must be able to
both forward and receive shortcut information for dynamic tunnel creation between spokes.
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Refer to the exhibit, which shows a partial web filter profile conjuration What can you cone udo from this configuration about access
towww.facebook, com, which is categorized as Social Networking?

e A The access is blocked based on the URL Filter configuration
e B. The access is hocked if the local or the public FortiGuard server does not reply



e C. The access is allowed based on the FortiGuard Category Based Filter configuration
e D. The access is blocked based on the Content Filter configuration

Answer: A

Explanation:

The access to www.facebook.comis blocked based on the URL Filter configuration. In the exhibit, it shows that the URL
"www.facebook.com' is specifically set to "Block" under the URL Filter sectionl. References = Fortigate: How to configure Web
Filter function on Fortigate, Web filter | FortiGate / FortiOS 7.0.2 | Fortinet Document Library, FortiGate HTTPS web URL filtering
... - Fortinet ... - Fortinet Community

NEW QUESTION # 34
Which two statements about bfd are true? (Choose two)

A. You can disable it at the protocol level

B. You nmust configure n globally only

C. It can support neighbor only over the next hop in BGP
D. It works for OSPF and BGP

Answer: A,D

Explanation:

BFD (Bidirectional Forwarding Detection) is a protocol that can quickly detect failures in the forwarding path between two adjacent
devices. You can disable BFD at the protocol level by using the "set bfd disable" command under the OSPF or BGP configuration.
BFD works for both OSPF and BGP protocols, as well as static routes and SD-WAN rules.

NEW QUESTION # 35
You want to configure faster failure detection for BGP.
Which parameter should you enable on both connected FortiGate devices?

A. Distribute-list-in

B. bfd

C. Ebgp-enforce-multihop
D. Graceful-restart

Answer: B

Explanation:

BFD (Bidirectional Forwarding Detection) is a protocol that provides fast failure detection for BGP by sending periodic messages to
verify the connectivity between two peers. BFD can be enabled on both connected FortiGate devices by using the command set bfd
enable under the BGP configuration.

NEW QUESTION # 36
While configuring the BGP protocol, an administrator applies the set netuork-inport-check disable command under config network.
‘What will FortiGate do as a result of this command?

e A FortiGate will advertise only the corresponding prefixes in the BGP network table to its BGP neighbor, even if itis not in
the routing table.

e B. FortiGate will not advertise any imported routes received from one BGP neighbor to another.

e (. FortiGate will advertise all the prefixes in the BGP network table to its BGP neighbor, even fitis not in the routing table.

e D. FortiGate will not advertise the prefixes, ifit is not in the routing table.

Answer: C

NEW QUESTION # 37
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