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Fortinet NSE 8 - Written Exam (NSE8_812) Sample Questions (Q63-Q68):
NEW QUESTION # 63 
Refer to the exhibits.
Exhibit A
Exhibit B
Exhibit C
A customer is trying to set up a VPN with a FortiGate, but they do not have a backup of the configuration.
Output during a troubleshooting session is shown in the exhibits A and B and a baseline VPN configuration is shown in Exhibit C
Referring to the exhibits, which configuration will restore VPN connectivity?

A. 
B. 
C. 
D. 

Answer: C

NEW QUESTION # 64 
Refer to the exhibit.
You are operating an internal network with multiple OSPF routers on the same LAN segment. FGT_3 needs to be added to the
OSPF network and has the configuration shown in the exhibit. FGT_3 is not establishing any OSPF connection.
What needs to be changed to the configuration to make sure FGT_3 will establish OSPF neighbors without affecting the DR/BDR
election?

A. 
B. 
C. 
D. 

Answer: C

Explanation:
The OSPF configuration shown in the exhibit is using the default priority value of 1 for the interface port1. This means that FGT_3
will participate in the DR/BDR election process with the other OSPF routers on the same LAN segment. However, this is not
desirable because FGT_3 is a new device that needs to be added to the OSPF network without affecting the existing DR/BDR
election. Therefore, to make sure FGT_3 will establish OSPF neighbors without affecting the DR/BDR election, the priority value of
the interface port1 should be changed to 0. This will prevent FGT_3 from becoming a DR or BDR and allow it to form OSPF
adjacencies with the current DR and BDR. Option B shows the correct configuration that changes the priority value to 0. Option A
is incorrect because it does not change the priority value. Option C is incorrect because it changes the network type to point-to-
point, which is not suitable for a LAN segment with multiple OSPF routers. Option D is incorrect because it changes the area ID to
0.0.0.1, which does not match the area ID of the other OSPF routers on the same LAN segment. References:
https://docs.fortinet.com/document/fortigate/7.0.0/administration-guide/358640/basic-ospf-example

NEW QUESTION # 65 
You are troubleshooting a FortiMail Cloud service integrated with Office 365 where outgoing emails are not reaching the recipients'
mail What are two possible reasons for this problem? (Choose two.)

A. A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.
B. The FortiMail access control rules to relay from Office 365 servers public IPs are missing.
C. The FortiMail access control rule to relay from Office 365 servers FQDN is missing.
D. The FortiMail DKIM key was not set using the Auto Generation option.

Answer: A,C

Explanation:
a) The FortiMail access control rule to relay from Office 365 servers FQDN is missing.
If the access control rule to relay from Office 365 servers FQDN is missing, then FortiMail will not be able to send emails to Office



365. This is because the access control rule specifies which IP addresses or domains are allowed to relay emails through FortiMail.
b) A Mail Flow connector from the Exchange Admin Center has not been set properly to the FortiMail Cloud FQDN.
If the Mail Flow connector from the Exchange Admin Center is not set properly to the FortiMail Cloud FQDN, then Office 365 will
not be able to send emails to FortiMail. This is because the Mail Flow connector specifies which SMTP server is used to send
emails to external recipients.

NEW QUESTION # 66 
Refer to the exhibits.
A customer wants to deploy 12 FortiAP 431F devices on high density conference center, but they do not currently have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy From the FortiSwitch
models and sample retail prices shown in the exhibit, which build of materials would have the lowest cost, while fulfilling the
customer's requirements?

A. 2x FortiSwitch 248E-FPOE
B. 2x FortiSwitch 224E-POE
C. 1x FortiSwitch 248EFPOE
D. 2x FortiSwitch 124E-FPOE

Answer: A

Explanation:
The customer wants to deploy 12 FortiAP 431F devices on a high density conference center, but they do not have any PoE
switches to connect them to. They want to be able to run them at full power while having network redundancy. PoE switches are
switches that can provide both data and power to connected devices over Ethernet cables, eliminating the need for separate power
adapters or outlets. PoE switches are useful for deploying devices such as wireless access points, IP cameras, and VoIP phones in
locations where power outlets are scarce or inconvenient. The FortiAP 431F is a wireless access point that supports PoE+ (IEEE
802.3at) standard, which can deliver up to 30W of power per port. The FortiAP 431F has a maximum power consumption of 25W
when running at full power. Therefore, to run 12 FortiAP 431F devices at full power, the customer needs PoE switches that can
provide at least 300W of total PoE power budget (25W x 12). The customer also needs network redundancy, which means that
they need at least two PoE switches to connect the FortiAP devices in case one switch fails or loses power. From the FortiSwitch
models and sample retail prices shown in the exhibit, the build of materials that has the lowest cost while fulfilling the customer's
requirements is 2x FortiSwitch 248E-FPOE. The FortiSwitch 248E-FPOE is a PoE switch that has 48 GE ports with PoE+
capability and a total PoE power budget of 370W. It also has 4x 10 GE SFP+ uplink ports for high-speed connectivity. The sample
retail price of the FortiSwitch 248E-FPOE is $1,995, which means that two units will cost $3,990. This is the lowest cost among the
other options that can meet the customer's requirements. Option A is incorrect because the FortiSwitch 248EFPOE is a non-PoE
switch that has no PoE capability or power budget. It cannot provide power to the FortiAP devices over Ethernet cables. Option B
is incorrect because the FortiSwitch 224E-POE is a PoE switch that has only 24 GE ports with PoE+ capability and a total PoE
power budget of 185W. It cannot provide enough ports or power to run 12 FortiAP devices at full power. Option D is incorrect
because the FortiSwitch 124E-FPOE is a PoE switch that has only 24 GE ports with PoE+ capability and a total PoE power budget
of 185W. It cannot provide enough ports or power to run 12 FortiAP devices at full power. Reference:
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiSwitch_Secure_Access_Series.pdf
https://www.fortinet.com/content/dam/fortinet/assets/data-sheets/FortiAP_400_Series.pdf

NEW QUESTION # 67 
You are creating the CLI script to be used on a new SD-WAN deployment You will have branches with a different number of
internet connections and want to be sure there is no need to change the Performance SLA configuration in case more connections
are added to the branch.
The current configuration is:
Which configuration do you use for the Performance SLA members?

A. current configuration already fulfills the requirement
B. set members any
C. set members 0
D. set members all

Answer: C

Explanation:



References:
Performance SLA | FortiGate / FortiOS 7.4.0
Configuring Performance SLA | FortiGate / FortiOS 7.4.0

NEW QUESTION # 68
......
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