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HM #10

Scenario: After a security incident, it was discovered that the incident response team had not been adequately trained on the latest
threats and mitigation strategies.

‘What should be done to improve future incident response?

Response:

A. Conduct regular training sessions to keep the team updated on new threats.
B. Assign incident response duties to external contractors.

C. Reduce the frequency of threat updates to avoid overwhelming the team
D. Rely on existing knowledge and hope the team adapts during an incident.

Ef: A
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R #11

Scenario: An organization has recently adopted a new financial application. During a threat analysis, it was discovered that similar
applications have been targeted by cybercriminals exploiting specific vulnerabilities.

How should the organization prioritize its response?

Response:

A. Conduct a survey to gauge employee awareness of security practices
B. Immediately apply patches to the identified vulnerabilities

C. Develop a marketing campaign emphasizing security features

D. Focus on compliance with internal security policies

R
®
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H #12

Scenario: Your organization has detected a ransomware attack. The response team is unsure of the best course of action. What
should they prioritize?

Response:

A. Shutting down all systemns to avoid further damage.

B. Isolating infected systems to prevent the spread of ransomware.
C. Ignoring the attack in hopes it resolves itself.

D. Paying the ransom immediately to regain access to data.
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B #13

Scenario: After a security breach, it was found that critical logs were not being collected or analyzed, making it difficult to understand
the breach's full impact.

What immediate steps should be taken to improve future incident response?

Response:

A. Hire additional staff to monitor security events.

B. Conduct a full security audit of all systens.

C. Ignore the issue and focus on current operations.

D. Implement centralized logging to ensure all critical logs are collected.

.
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i #14
Which F5 feature can help prevent SYN flood attacks?
Response:

A. DNS caching

B. IP Geolocation blocking
C. SSL offloading

D. Rate limiting
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